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Abstract

Due to the increasing use of the Internet of Things around the world and the exponential increase in the number
of devices connected to the network and the communication between them, the potential for security problems is
increasing. Considering that many personal and public devices are connected to this network, any security
problem can have unpredictable and significant consequences. Internet of Things applications include smart
cities, smart transportation, responsive environments, and some other specific things that are directly controlled
by users or digital devices, cyber-attacks through the Internet of Things and smart digital devices is the most
important threat for these networks. So far, numerous researches have been conducted to detect Internet of Things
attacks, in particular botnet attacks, as one of the most important attacks in this field. But the lack of a method
that uses machine learning methods with high accuracy and low error to detect these attacks is strongly felt. In
this research, by using the N-BaloT dataset and Python simulator for modeling and also using deep learning
methods and MLP neural network to evaluate and train the data (using the objective function and training), the
neural system was used for detecting botnet attacks. This method obtained accuracy 90.35, precision 85.99, recall
90.53 and f1-score 87.50. Compared to other machine learning methods including random forest algorithm (RF),
support vector machine algorithm (svm), K nearest neighbor algorithm (knn), XGBOOST algorithm, AdaBoost

algorithm, the best result was obtained in all 4 evaluation parameters (accuracy, precision, recall and f1-score).
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precision | recall | fl-score | Support
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precision | recall | fl-score | support
benign 0.98 0.72 0.83 7779
gafgyt_combo 1.00 0.97 0.99 3741
gafgyt_junk 0.94 1.00 0.97 5305
gafgyt_scan 0.96 0.89 0.92 3277
gafgyt_tcp 0.96 0.98 0.97 3939
gafgyt_udp 0.98 0.97 0.97 4240
mirai_ack 0.66 0.70 0.68 6049
mirai_scan 0.69 0.64 0.66 6231
mirai_syn 0.98 0.97 0.98 5855
mirai_udp 0.44 1.00 0.62 6507
mirai_udpplain 0.00 0.00 0.00 5937
accuracy 0.78 58860
macro avg 0.78 0.80 0.75 58860
weighted avg 0.75 0.78 0.58 58860
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benign 1.00 1.00 1.00 7667
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mirai_ack 0.91 0.87 0.89 6092
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mirai_syn 0.99 1.00 1.00 5908
mirai_udp 0.29 0.00 0.00 6629
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weighted avg 0.83 0.85 0.82 58860
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precision | recall | f1-score | support
Benign 0.85 0.97 0.91 7784
gafgyt_combo 1.00 0.51 0.68 3553
gafgyt_junk 0.93 1.00 0.96 5341
gafgyt_scan 0.56 0.02 0.04 3256
gafgyt_tcp 0.79 0.10 0.18 3987
gafgyt_udp 0.45 0.98 0.62 4273
mirai_ack 0.60 0.84 0.70 6160
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mirai_udp 0.52 1.00 0.68 6518
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Benign 1.00 0.99 0.99 7723
gafgyt_combo 1.00 1.00 1.00 3634
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gafgyt_scan 1.00 1.00 1.00 3294
gafgyt_tcp 0.98 0.98 0.98 3899
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[1] El Mourabit Y., et al., "Intrusion detection techniques in wireless
sensor network using data mining algorithms: comparative evaluation
based on attacks detection. International Journal of Advanced
Computer Science and Applications”, 2015. 6(9): p. 164-172.

YAN

eyd LMLP Jow g oo cdalice A Jgu> ;0 a5 joblan
sl oo sl ;o1 0, Sles (i ZTAV,D FL sloel 4 794,70
aSs YL oS eaimo lis uls ol .l anils anglas 5,90
3 Oeole (6 50h slapiy s Ko b avglas o MLP oac

el Co Bl DM aeis

3 P Y aw jleslatul a5 s e lis bl Jdow Gec
ol als Joe 8 ,Slas Sgupy )0 sopo (i MLP  cac 4SS
Gilodld mls (6 25,4 g by 5 celio Sl L (Ao 40Y 2
2 39790 Sl 5 odzmy o Thy Conl allly el

WS olelis ge3ar ], Cool OMles 4 by o sbosls

G 5l solial Jas Codse Jile 5l S
Silwdbey sl 00gs o S5 zrore Ol g osls (g5Le Jlo s
SIpl el g beosls i3la s o Juw ohlS ge cels baoosls

Dgs oo 0l slosls g g

S5 azms -V

(MLP)aYouiz (g p (smas a5l Joo SG (hogly (nl 5o
o ool s asis gl asan Kl SO lgea
ol Gan 235 15 syl 5,50 o cbyme (10T) Ll
5 oaedd sl 380 5 W) gy S 4 (liss (gl 0l
OBl b &S we 10T Glake 1o (5 mle WMo sonailb
ko oulol (e a wsl 4 Jate laoliws (5933155,
JRURCESPRCE XN AR Ov:ES S B AP RV SRR W ] U3 IO IR W
2 Rz FRE Hsbar Wlgh oo a5 Conl walsil g g 95k
il e 10T (sloaSd Conial Sgug

e 0 Shes 7AYo b caly golgiin MLP Jas
Oy ol ams lis g5 5l ciol e oLl jo 1) ellas
Srr wlbal o slghy, ple boawlie o cdo
3 e Vb Qllg GbsS 5 wase Glas | (glala>de 8
el 0oy e slagSl aseii 5 5 mSol

il 5 iy oSS 5l eslitel L MLP Joe
S s Sge soslsassere aled o icwlie Sla s
Gl o Sles Canilys woazmy  Jolaal gloosls b agzlse 5o
ONan ooy ¢ 28l Loyl 1 o 1y 5 ool oo 4SS ol s (L |

30 Jow 658 0,8les g il Jols e g goiie Dabay ol
A8 S8 10T slaaSis ol iol38l 45 wlgs oo dayl s oyl

! False Positives



MLP ceac asiols 3l oolainl b Ldl o pnl sloaSlls [0 col Odlas aseis C85 Sgun

[16] Aygun, R.C. and A.G. Yavuz. "Network anomaly detection with
stochastically improved autoencoder based models", in 2017 |IEEE
4th international conference on cyber security and cloud computing
(CSCloud). 2017. IEEE.

[17] McDermott, C.D., F. Majdani, and A.V. "Petrovski. Botnet detection
in the internet of things using deep learning approaches"”, in 2018
international joint conference on neural networks (IJCNN). 2018.
IEEE.

[18] Kumar, A. and T.J. Lim. EDIMA: "Early detection of loT malware
network activity using machine learning techniques”, in 2019 IEEE 5th
World Forum on Internet of Things (WF-10T). 2019. IEEE.

[19] loannou, C. and V. Vassiliou. "Classifying security attacks in loT
networks using supervised learning”, in 2019 15th International
conference on distributed computing in sensor systems (DCOSS).
2019. IEEE.

[20] Shi, W. and Sun, H.(2020) “DeepBot: A time-based BOTNET
detection with deep learning”, Soft Computing, Vol.24, No.21, pp.
16605-16616, May 2020.

[21] Hezam, A., Mostafa, S., and Ramli, A.(2021) “Deep Learning
Approach for Detecting BOTNET Attacks in loTEnvironment of
Multiple and Heterogeneous Sensors”,In Proceedings of the
International Conference on Advances in CyberSecurity, pp. 24-25,
317-328, August (2021), Penang, Malaysia.

[22] Abu Al-Haija Q. and Al-Dala’ien M. (2022)”,ELBA-10T: "An
Ensemble Learning Model for BOTNET Attack Detection in loT
Networks”, Journal of Sensor and Actuator Networks", Vol. 11,
No.1, pp. 18-25, February 2022.

[23] Al-Mutairi, M., et al. (2023). Optimized convolutional neural
network for botnet attack detection in 1oT. Journal of Cybersecurity
and Privacy, 5(2), 45-60.

[24] Yang, X., et al. (2023). Graph neural network-based botnet detection
in 10T environments. ACM Transactions on Internet Technology,
23(1), 1-15.

[25] Abu Al-Haija, Q., & Al-Dala’ien, M. (2022). ELBA-loT: An
ensemble learning model for botnet attack detection in loT networks.
Journal of Sensor and Actuator Networks, 11(1), 18-25.

[26] Li, J., et al. (2022). Transfer learning-based botnet detection using
deep neural networks. IEEE Internet of Things Journal, 9(3), 1954-
1965.

[27] Ahmad, 1., et al. (2024). Anomaly detection in loT networks using
K-means clustering. Journal of Network and System Management, 32(2),
456-478.

[28] Li, W., et al. (2025). Deep reinforcement learning for botnet
detection in IoT networks. IEEE Internet of Things Journal, 12(5), 7890-
7902

YAY

[2] Lopez ,O., et al., "Ultra-stable long distance optical frequency
distribution using the Internet fiber network. Optics Express", 2012.
20(21): p. 23518-23526.

[3] Ashton, K., That "“internet of things’ thing. RFID journal," 2009.
22(7): p. 97-114.

[4] Gershenfeld, N., R. Krikorian, and D. Cohen, "The internet of things.
Scientific American", 2004. 291(4): p. 76-81.

[5] Ci, S., M. Guizani, and H. Sharif, "Adaptive clustering in wireless
sensor networks by mining sensor energy data. Computer
ommunications", 2007. 30(14-15): p. 2968-2975.

[6] Dias, J.P., et al. A brief overview of existing tools for testing the
internet-of-things. in 2018 IEEE international conference on software
testing, verification and validation workshops (ICSTW). 2018. IEEE.

[7] Klaib, AF., et al., "Eye tracking algorithms, techniques, tools, and
applications with an emphasis on machine learning and Internet of
Things technologies. Expert Systems with Applications", 2021. 166:
p. 114037.

[8] Alahmadi, B.A., et al. "BOTection: Bot detection by building Markov
Chain models of bots network behavior". in Proceedings of the 15th
ACM Asia Conference on Computer and Communications Security.
2020.

[9] Beskow, D.M. and K.M. Carley. "Bot conversations are different:
leveraging network metrics for bot detection in twitter. in 2018
IEEE/ACM international Conference on Advances in Social Networks
Analysis and Mining (ASONAM)". 2018. IEEE.

[10] loannou, C. and V. Vassiliou. "Classifying security attacks in loT
networks using supervised learning. in 2019 15th International
conference on distributed computing in sensor systems (DCOSS)".
2019. IEEE.

[11] Adebisi, B; Hammoudeh, M; Gui, G; Gacanin, H;. " Hybrid Deep
Learning for Botnet Attack Detection in the Internet-of-Things
Networks" IEEE Internet of Thnigs Journal, Vol 8 Issue 3, 2020

[12] Desai, M., & Shah, M. (2021). "An anatomization on breast cancer
detection and diagnosis employing multi-layer perceptron neural
network (MLP) and Convolutional neural network (CNN)". Clinical
eHealth, 4, 1-11

[13] Piryonesi, M & EI-Diraby; " Role of Data Analytics in Infrastructure
Asset Management: Overcoming Data Size and Quality
problems".journal of Transportation Engineering, 2020

[14] Putman, C. G. J.; Abhishta and Nieuwenhuis, L. J. M. (March 2018).
"Business Model of a BOTNET". 2018 26th Euromicro International
Conference on Parallel, Distributed and Network-based Processing

[15] Chen, R.; Niu,W.; Zhang, X.; Zhuo, Z.; Lv, F. "An effective
conversation-based BOTNET detection method. Math. Probl. Eng".
2017,493408



