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Abstract

Fuzzing software is a method for finding security vulnerabilities in applications. In this method, by sending
random data to the program, attempts are made to find cases that lead to undesirable behaviors and errors such
as memory corruption or unauthorized access. One of the proposed methods for improving and enhancing fuzzing
is the use of symbolic analysis and dynamic-symbolic execution. In this method, in addition to generating random
data, logical analysis of the program and its symbolic execution are used to generate data that can cover new
paths in program execution. In this research, we have shown that the dynamic-symbolic execution method can
be used for fuzzing network protocols and also improve this process. For this purpose, the first framework for
hybrid fuzzing of network protocols has been designed and implemented. The results on two services dcmtk and
dnsmasq show that hybrid fuzzing performs better in terms of code coverage compared to traditional fuzzing.
Branch coverage in the demtk service improved by 2.71 percent compared to AFLNet, which was able to make
the negative performance of NyxNet compared to AFLNet positive. Also, branch coverage in the dnsmasq service
improved by 37.72 percent compared to AFLNet and by 11.82 percent compared to NyxNet.

Keywords: Fuzz Testing, Network Protocol Testing, Vulnerabilities, Symbolic Execution, Concolic
Execution.
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def coordinator () :
set corpuses notify ()
list corpuses()
while True:

py_script = reproduce corpus (
get one corpuse ()
)
packets = load packets (py script)

new_seeds explore (packets)
feed to nyxnet (new_ seeds)

def explore():
run_CE ()
handle instructions()
return solve path constraints()
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def handle instructions():
done False
while (not done) :
action read shm()
if action == get packet:
packet get next packet ()
if packet.is last one()
taint memory (packet)
send (packet)
elif action == set reg mem :
change reg mem value ()
elif action instruction
done process_instruction()
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