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Abstract
In this article, at the beginning, the use of computer security models and its benefits are discussed in a new way.

Then, while briefly introducing the space of computer security encounters in the form of ontology, three
perspectives in the study of patterns in this field have been identified and distinguished from each other. These
three perspectives are secure models, security models, and the framework and system to security models. The
first and last perspectives are briefly explained and the second perspective is studied in detail from the perspective
of the organization of patterns, including the five types of organization. The five types mentioned include
software-based lifecycle organization, logical-level organization-based organization, threat-based classification-
based organization, attack-based classification-based organization, and application-based organization. In this
type of introduction of patterns, the audience acquires a comprehensive view of the discourse of computer
security patterns and acquires the necessary knowledge to make better use of these patterns. Finally, the analysis
and idea of this research are presented in the form of introducing a new type of organization in order to facilitate
the proper use and addressing of patterns. It is stated that the existing categories are mostly static and forward-
looking and do not have the necessary dynamism and backwardness, and the idea of covering all stakeholders
and security ontology can have this feature and, include agile patterns as well. Based on this idea and related
analyzes, the atmosphere of future research activities will be revealed to the audience.
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4 GOF: Gangs of Four( It got nicknamed as Gangs of Four

design patterns because of four authors: Erich Gamma, Richard
Helm, Ralph Johnson, and John Vlissides)
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7 Policy

8 Authenticator

9 Secure communication
10 Security Context
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! Checkpointed System

2 Standby

3 Comparator-Checked Fault-Tolerant System
4 Replicated System

3 Error Detection/Correction
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3 Security Needs identification for Enterprise Assets Pattern
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I Security Association
2 Secure Proxy



Doz o5 G slaiiy 5 bl cosal slagSl 50

a0 g e b oladyl opl jo S 6108 55l g aie
oBaus aw 3l g il B o icaenlS 5100 )3 so s
3,90 g 558l 5 Jbo o)l ool (slagsaiejls calises
O Gl Sa Gl e sl bl b wiyS oo S8 o)
a8 5 o oo Sl oo bliee aSl 5l Ll &5 aS (S oo
bl Jie Sedbl sla Sl Juls b Slils glgil 0gd o
o s Sl g Sliass sleosls ( Jbo gloosls ¢ iy
b bylejle aiiwe a5 5 adss bleg ezl Jie
Ol s el e Bas oS asein | b Sl cpl (IS Coenl
2 ek bhb 4z wS aie Wb SHp bl S a5 el
Ol 51 S o )l il g ais 3o Sy b)) anl
00,5 iy yai ollgs a8 conl cpl Lol IS oS cpma | b Sl
byl Ceend jo 50 cwlil paie SO Slls gl lade S
o~ L‘bdf&aw—‘ 9 u‘;hd.e) ML)‘SQ o;]ol?uy uu.’.) M‘J,B
g (6,18 5 e Shls wb ol ol waisS o slzdl | bn Sl ls
sy Syl 4 5B lejle S caltns cpl Gusd (e
N VRV FIPE S TIRLA S0 TS CRLAWOE IPRVL | [Py { 51 I S 7 Y W
Se ool jla e a5 plaan i Bl 0B b odleay
Oygods a5 Canl pl Jooly S Sl 1 sed e 2yl
o,blre obj ) a5 Sl o gl |y 5 lake S aepllys
Zmﬁ&

Ol & (S Jhke gl s0l (gl G350l s
bas ( Sbeyoe Jio )l Slls o (il DleMbsl
(2P 5 S RNy (el

5l 5 e glaaize ol ] (Jlobs )l (s
Ol slad plime g 5 slaan jo . s3lulel; 5 5l L
oo wye L Shls den con Yl a5 el (6,90
Slr G93)l S e S genS 5 o] b (e
RS SO FASUK JVPLPS LR SRORESPI IS
<9—~°'L’ 3 1)‘&4’.Lo Joos NIES e 9 gslsui’j)‘ S S
25,08 o0 ShIs S 5, plejle S a5 ISk
2,5 3l shls lade Jeaz jo 1) mls cpl wl coles

sl olusy)l L5 51 guds s> S gl ol

2 Asset Valuation Pattern

VOF

)L"M)"'CS“‘\""’)"’C LSL‘i*él J_,Lg_‘, o cbslas :éiu)m .

oo 5 dee i pois Jlie jo cblis e *

oslitwl JB By slashls colo s pdmins o
Sloxe

[ )

Jloel ool sl Cudgine j9o00 1 2 955ely

Byl gl g Az 4

e, e 3l el sloils 9 <S50 sl Sl alulis
o oy bl Ll 5185 Shat (5,5 a0 sl
e g ol il &l b o 5 a3 Gl 3
b L je coiel wiige anls Uy mbw 'SSE-CMM
ol ad ol Jow (pl oS 0 atine |) Sy 05
ewlylo 1y oS

S (o0 aeine (ol B39 S o 1) Suel @

oS o) el 5l w85, el Sales slajls e
asin |y wiied s llinl ¢ bewlbos olsd Jols
&S e

Sl oy 5 olols Jols b shls 56 wy, o

(Spdoe s ( Sloype (SIS & 5 5 olole
el Jolis 1 el Colls 5 L]

)l @ le oSN ol wugd

$ly ABT slag Saeas 5 Jobs obxl o g @
Jelse 5 cad) logye ) oolinul b w5,0 sl glasls
Sjloes pal B ) S g 5o

L]

cbla> 5 Sbo, collB oSNl sl oolawl Koo abe doe s
Ded oo Sl T geanS jo a5l oo Sl

el LT IS 09 paie oS ols Jlpas uores Joe )

Tl (ol 65531 -Y-)-#

Jobas [VA] LS ity Jad 5 oSl ol ogas 4o 55 Slovedes

el 00l 351 Loz
S sbplole 5 besS o a5 WS o SeS gl obed))l
WS oo JS 1y ol byl 1l euslle oS 1) ola Sl

I The Systems Security Engineering Capability Maturity Model
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2 Self-organizing

3 Adapting to unpredictable situations
4 Reactively resilient
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