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Abstract

This article examines the role of intelligent agents in enriching and developing organizational ontology.
On the other hand, reviewing business documents in the Trade Promotion Organization and the statistics
of Iran's exports and imports over recent years creates a practical need to identify Iran's trade weaknesses
through an ontology of knowledge-based export actors and to propose solutions for them. Using a
systematic review of theoretical foundations, nine concepts of ontology enrichment through intelligent
agents were identified, and evidence of the capabilities of intelligent agents for ontology development
and enrichment was obtained. By evaluating and summarizing the theoretical foundations, an
organizational ontology based on intelligent agents was developed to create a knowledge source in this
field and was evaluated through expert interviews. In the present article, the organizational ontology of
knowledge-based product export actors was developed based on intelligent agents, thus providing a
knowledge source containing tacit and explicit knowledge from knowledge-based product export actors.
This ontology serves as a useful knowledge resource in the process of exporting knowledge-based
products. In addition, companies that have the potential to export but have not done so can use this
knowledge resource to strengthen and develop their export capabilities.
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Abstract

Due to the nature of smart factories and the use of new technologies such as cyber-physical systems, cloud
computing, the Internet of Things, etc. in such environments, the volume of data generated has increased
exponentially. Therefore, real-time processing of large volumes of high-speed data for process analysis is a
difficult and challenging problem. In this case, big data analysis technologies, as a powerful tool, can play an
important role in controlling processes. In this research, an architecture based on a combination of big data,
process mining, and machine learning techniques for analyzing processes in smart factories is presented, which
enables accurate and real-time analysis of processes in such environments. In fact, this architecture utilizes
powerful big data analysis tools and new techniques such as process mining and by employing the logistic
regression algorithm as a machine learning tool, it is able to extract valuable insights from the data generated in
these environments. The results of the performance evaluation of the proposed architecture indicate that, based
on the completeness and accuracy criteria in the context of process models discovery, it has achieved scores of
92.69% and 79.68%, respectively. Also, the best results were obtained for metrics such as prediction accuracy
during the process model conformance checking phase using the logistic regression algorithm, reaching 99.5%.
These results show the high capability of this architecture in real-time process analysis through the integration of
advanced data analysis techniques.

Keywords: Smart Factory, Processes Analysis, Big Data, Process Mining, Machine Learning.
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Discovered process model

Extracting process model using

Executing process model

Inductive Miner algorithm 1 a2 1 hetviny2
Activity 1 Al Actwvity Activity 1 A Activity s
v v
A Activity 3 A Activity 3
Event logs
N ",
.
g | ——— LOG Training Conformance checking Testing
using Logistic Regression
algorithm

(Event logs analyzed using big data tools)

Business process executing

Ok Not Ok

Conformance

results?

GIEN

Business process improvement

Process Conformance Checking aigo o ;Shoc Canogs .V JSCi
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function InductiveMiner(log)
/I Base Case: If the log contains only one activity
b <— find BaseCase(log)
if InductiveMiner finds a basecase b in log then
return b
end if
(®.%,, ---2,) «—findCut(log)
/1 Split the log into partitions
if InductiveMiner finds a cut ¢ of operator @ in log then
log,...log <« split log using c
return@(InductiveMiner(logl),
InductiveMiner(log2) , ... InductiveMiner(logn))
end if
/'1f no suitable cut is found, use a fallback strategy
return fallThrought(log)
end function

/I Find a suitable cut

1 Casual Matrix
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Input: Training data

(Train dataset<«— discovered process model,
Test dataset «— executing process model)
Begin

Fori=1tok

For each training data instance dj:

Set the target value for the regression to Zj=
yi—P(1ld;)
[P(1ldj)xP(1-P(1]d}))]
Initialize the weight of instance dj to [P(1|dj) X P(1-—
P(11d)))]
Finalize a f(j) to the data with class value (zj) &
weight(Wj)
Classification Label Decision
Assign (class label:1) if P(1|dj) > 0.5, otherwise (class

label:0)
End
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Order Id Product Name order date (DateOrders)  Type
1 Diamondback Women's Serene Classic Comfort Bi 1/1/20150:00 CASH
2 Pelican Sunstream 100 Kayak 1/1/20150:21 PAYMENT
2 Nike Men's CJ Elite 2 TD Football Cleat 1/1/20150:21 PAYMENT
2 Nike Men's Dri-FIT Victory Golf Polo 1/1/20150:21 PAYMENT
4 Team Golf New England Patriots Putter Grip 1/1/20151:03 CASH
4 Nike Men's Dri-FIT Victory Golf Polo 1/1/20151:03 CASH
4 Perfect Fitness Perfect Rip Deck 1/1/20151:03 CASH
4 0'Brien Men's Neoprene Life Vest 1/1/20151:03 CASH
5 Nike Men's CJ Elite 2 TD Football Cleat 1/1/20151:24 DEBIT
5 Diamondback Women's Serene Classic Comfort Bi 1/1/20151:24 DEBIT
5 Diamondback Women's Serene Classic Comfort Bi 1/1/20151:24 DEBIT
5 Perfect Fitness Perfect Rip Deck 1/1/2015 1:24 DEBIT
5 0'Brien Men's Neoprene Life Vest 1/1/20151:24 DEBIT
7 Diamondback Women's Serene Classic Comfort Bi 1/1/2015 2:06 DEBIT
7 Pelican Sunstream 100 Kayak 1/1/2015 2:06 DEBIT
7 Glove It Imperial Golf Towel 1/1/2015 2:06 DEBIT
8 0'Brien Men's Neoprene Life Vest 1/1/20152:27 TRANSFER
8 Nike Men's Dri-FIT Victory Golf Polo 1/1/20152:27 TRANSFER
8 Perfect Fitness Perfect Rip Dack 1/1/20152:27 TRANSFER
8 Perfect Fitness Perfect Rip Deck 1/1/20152:27 TRANSFER
9 Pelican Sunstream 100 Kayak 1/1/20152:48 PAYMENT
9 Pelican Sunstream 100 Kayak 1/1/2015 2:48 PAYMENT
9 Nike Men's Free 5.0+ Running Shoe 1/1/20152:48 PAYMENT
10 Nike Men's Cl Elite 2 TD Football Cleat 1/1/2015 3:09 PAYMENT
10 Glove It Women's Mod Oval 3-Zip Carry All Gol 1/1/2015 3:09 PAYMENT
10 Pelican Sunstream 100 Kayak 1/1/2015 3:09 PAYMENT
10 Pelican Sunstream 100 Kayak 1/1/2015 3:09 PAYMENT
10 1/1/2015 3:09 PAYMENT

0'Brien Men's Neoprene Life Vest

M PerfectFitnessPerfectRinDeck  1/1/20153:30  PAYMENT

Moo e o o e L1 L n b B s o W W O O O O Oh L0 n L1 U Ll W ko

Days for st Days for st Benefit pe Sales per customer Delivery St Late_deliv Category | Category I Customer Customer Customer Email Customer

88.79 139,9799957 Advance sl 0 43 Camping &Hickory  EE.UU.  XOO00000K  Mary
91.18 193.9900055 Advance sl 0 48 Water SpoChicago  EE. UU.  X0000000¢  David
36.47 107.8899994 Advance sl 0 18 Men's Foo Chicago  EE. UU.  X000000((  David
68.25 227.5 Advance sl 0 24 Women's s Chicago  EE. UU. X000000X¢  David
41 40.97999954 Late delive 1 40 Accessorie San Anton EE. UU.  XXX0000(  Brian
60.27 123 Late delive 1 24 Women'sSan Antoni EE. UU.  XO0000(XXX Brian
26.13 296.9500122 Late delive 1 17 Cleats  SanAntoniEE. UU.  XXO000(KKX  Brian
33.59 159.9400024 Late delive 1 46 Indoor/OuSan Antoni EE. UU.  XXXXOO0K( Brian
34.94 109.1900024 Late delive 1 18 Men's Foo Caguas  Puerto Ric 0000000 Mary
109.55 248.9799957 Late delive 1 43 Camping 8 Caguas  Puerto Ric 0000000 Mary
92.24 245,9799957 Late delive 1 43 Camping & Caguas  Puerto Ric XoO00000K  Mary
143.98 299.9500122 Late delive 1 17 Cleats ~ Caguas  Puerto Ric X)000000X  Mary
9.38 82.97000122 Late delive 1 46 Indoor/OuCaguas  Puerto Ric XO00000  Mary
120.95 251.9799957 Late delive 1 43 Camping 8Miami  EE.UU. XO00000X  Mary
78.4 195.9900055 Late delive 1 48 Water SpoMiami  EE.UU.  XO00000C  Mary
458 77.55000305 Late delive 1 41 Trade-In- Miami  EE.UU. XO00000  Mary
-131.15 163.9299927 Shipping o 0 46 Indoor/OuCaguas  Puerto Ric 000000 Mary
149 49.5 Shipping ol 0 24 Women's Caguas  Puerto Ric 000000 Mary
16.88 149.3800049 Shipping ol 0 17 Cleats  Caguas  Puerto Ric 0000000 Mary
7311 2249600067 Shipping o 0 17 Cleats ~ Caguas  Puerto Ric X)000000X  Mary
% 199.9900055 Late delive 1 48 Water Spo Lakewood EE. UU.  X000000C  Mary
19.8 197.9900055 Late delive 1 48 Water Spo Lakewood EE. UU. 000000 Mary
3.8 189.9799957 Late delive 1 9 Cardio Equ Lakewood EE. UU.  XO0000000C  Mary
28.73 110.4899979 Late delive 1 18 Men's Foo Memphis EE. UU.  XX000000X  Joshua
-15.64 21.32999992 Late delive 1 41 Trade-In - Memphis EE.UU. X000000  Joshua
-14.08 159.9900055 Late delive 1 48 Water Spo Memphis EE. UU. 000000  Joshua
72 149.9900055 Late delive 1 48 Water Spo Memphis EE. UU. 000000 Joshua
22.67 83.97000122 Late delive 1 45 Indoor/OuMemphis EE. UU.  XX000000K  Joshue
16.8 47.99000168 Advan 0 e A3 i
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57 prediction L\/ completeness precision
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Select of machine learning Regression logistic Machine learning in Analvsis of results
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Punishment= 4]

all incorrect relations of casual matrix

number oflog trace — number of traces incorrect relation + 1

Precision =1- max {0, P P
ecisio ax {0, dm’ rm} )
P =
dm ®
1
all enabled activites of the discoverd process model
p =
m )

1
all enabled activites of the real process model
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> Completeness
% Precision
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True Positive Rate (TPR) *)
_ # True Positive (TP)
~ # True Positive (TP)+# False Negative (FN)

False Positive Rate (FPR) M

_ # False Positive (FP)
# False Positive (FP)+# True Negative(TN)

Accuracy= Q)
# True Positive (TP)+# True Negative (TN)
N

N= # True Positive (TP) + # True Negative(TN) (1)

+ # False Positive (FP) + # False Negative (FN)
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Abstract

The main goal of the current research is to identify and analyze the interactions between various factors
affecting information security and risks in the information systems of the Agriculture Bank using the systems
dynamics approach. The simulation results show that the scenarios of increasing the security budget and
improving the awareness of employees will bring the greatest risk reduction in the 36-month time horizon for
the bank's information system. In the time horizon of 3 years, the risk level of the bank's information system
will reach below 0.01. While with the implementation of the security budget increase scenario, this amount will
be less than 0.001. In the mentioned time horizon, by increasing the budget from 1000 units to 1500 units in the
10th month, the information security level of the Agriculture Bank will increase to about 95%. To achieve this
goal, the optimal allocation of resources should include new technologies and continuous training of
employees. Also, it is essential to develop and update security protocols and regularly assess the weaknesses of
financial institutions. Finally, it is suggested to establish a continuous monitoring and evaluation system of the
bank's information systems security and to use the advice of information security experts to optimize security
strategies and approaches.
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Abstract

In this paper, a self-supervised one-class sensors’ anomaly detection approach based on ensemble deep learning
for industrial control systems (ICS). ICSs were traditionally thoroughly separated from the internet and
enterprise networks. However, technological advancements have allowed them to connect to the internet to
improve the performance of their remote control. Although this connection provides many advantages for ICS,
it causes vulnerabilities against cyber-attacks. Anomaly detection is a prominent process to mitigate faults
along with the cyber-attacks. In this context, several anomaly detection methods are proposed that are mainly
based on local and short-term analyses of the data. The proposed method employs an ensemble deep learning
scheme based on combining various temporal, spatial, local, and global characteristics of the individual
detection agents during the prediction process, simultaneously. The detection agents have a homogenous
workflow with heterogenous prediction structures to consider various characteristics of the input signal. The
considered structures of the proposed detection method are based on Long-Short-Term Memory (LSTM),
Convolutional Neural Network (CNN), and fully connected (Dense) encoder-decoder schemes. Each unit
calculates a normal degree based on the prediction and reconstruction error for the input signal. The normal
degree is calculated based on the statistics of the encoder-decoder error considering the correlations among
spatial and temporal features. These structures execute in parallel and send their results to a weighted threshold
gate voter to determine the final output. As a result, the combination of critical characteristics of the data is
reflected in the final output, and its performance is enhanced in comparison to each detection agent. To
evaluate the efficiency of the proposed method, several experiments on a simulated ICS are performed and the
results demonstrate an average improvement of 14% in precision compared to related studies.

Keywords: Industrial Control System, Anomaly Detection, Deep Learning, Ensemble Learning,
Correlation.
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! Gradient descent

2 Recurrent Neural Network (RNN)
3 Long Short-Term Memory (LSTM)
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