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Abstract

Artificial intelligence (Al) technologies have emerged as a significant transformation in the legal field. By
utilizing advanced algorithms and computational techniques, Al contributes to solving complex legal issues and
enhancing the efficiency of legal systems. In other words, Al can analyze large-scale legal data to identify
intricate patterns, thereby assisting key stakeholders in making faster and better decisions. Despite the growing
importance of this technology and the increasing interest of countries in investing in it, existing studies have
failed to provide a comprehensive understanding of its transformative role for policymakers and decision-makers,
often focusing on limited aspects. Accordingly, the main objective of this study is to explore and identify the
applications of Al in the legal domain. This research is applied in nature and adopts a qualitative approach,
conducted in two stages: meta-synthesis and interviews. In the first stage, using a meta-synthesis approach, 30
selected articles from reputable sources were screened and analyzed to identify existing applications. In the
second stage, to enrich the research framework, semi-structured interviews were conducted with eight experts in
Al and law. The findings indicate a total of 113 identified applications, categorized into 18 concepts and 5 main
themes: monitoring the implementation of laws, crime detection and offender rehabilitation, supporting judicial
case proceedings, legal document management, and enhancing public and civil rights enforcement. Despite
existing research in this area, no study has yet provided an integrated analysis of the multifaceted role of Al in
the legal field. The results of this study can offer practical insights for legal policymakers to identify priorities
and investment opportunities, as well as for developers of Al tools in the legal sector.
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Abstract

Today, blockchain has emerged as an advanced and secure technology in supply chain management. This
innovative approach involves linking transaction information through encrypted blocks sequentially. Although
research in blockchain has primarily highlighted its benefits, significant obstacles remain underexplored. This
study first identifies barriers to blockchain adoption in sustainable supply chains from the literature. The goal is
to evaluate these factors in terms of effectiveness and influence, using a combined DEMATEL and ANP
technique. By focusing on management practices, the research systematically identifies and ranks issues related
to blockchain integration in sustainable supply chains. The results indicate that the criteria with the highest
priority among twelve selective barriers are: "disagreement among supply chain partners and stakeholders
regarding blockchain technology,” "resistance from traditional supply chain partners to blockchain
implementation,” and "lack of trust in blockchain's security capabilities in its application within the supply chain."
Finally, the study offers management recommendations to address these obstacles. Recommendations include:
clearly presenting blockchain security rules and standards at the organizational level, increasing awareness of
blockchain’s security capabilities through adequate advertising, and providing public training to clarify
technology ambiguities for organization members.
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Abstract

Today, advancements in Information and Communication Technology (ICT), particularly in healthcare and
cardiac activity monitoring, have led to increased adoption of Photoplethysmogram (PPG) technology in smart
devices and mobile phones. The development of generative models for producing artificial PPG signals faces
challenges such as a lack of diversity and constraints in training data. This article employs a Genetic
Programming (GP) based approach to introduce a generative model capable of producing PPG data with
increased diversity and enhanced accuracy using an initial sample of PPG signals. In contrast to conventional
regression, Genetic Programming automates the determination of the mathematical model's structure and
compositions. The proposed approach, with a Mean Squared Error (MSE) of 0.0001, Root Mean Square Error
(RMSE) of 0.01, and a correlation of 0.999, demonstrates superior performance due to appropriate
optimization and acceptable accuracy in generating synthetic PPG data. It outperforms other methods in terms
of efficiency and execution capability, especially in resource-constrained environments.

Keywords: Photoplethysmogram, Generative Model, Genetic Programming, Scalability,
Mathematical Model.
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Abstract

Electronic and intelligent government aims to connect citizens with various public institutions to provide
automated services that reduce cost and time while improving service delivery performance and effectiveness.
As a result, measuring e-government performance has become increasingly important to monitor progress and
identify opportunities for enhancement across different aspects of citizens’ lives. This study analyzes the
performance of the e-government index in the Middle East to explore ways to improve the country's standing.
Specifically, it examines the relationship between the main sub-indices of e-government and e-participation using
Pearson correlation analysis and the Kolmogorov-Smirnov test to assess data normality, conducted via SPSS
software. The findings indicate a significant relationship between the e-government development index and the
e-participation index. Among the e-government sub-indices, online services and communication infrastructure
are strongly correlated, while the human capital sub-index shows no significant relationship with online services
and only a weak correlation with communication infrastructure. Moreover, an analysis of the performance of
Middle Eastern countries in these indices from 2003 to 2022 reveals that the United Arab Emirates had the highest
overall performance, whereas Libya showed the weakest.

Keywords: e-government index (EGDI), e-participation (EPI), online services sub-index (OSI),
communication infrastructure sub-index (T1I), human resources sub-index (HCI).
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**_ Correlation is significant at the 0.01 level (2-tailed).
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Abstract

The red palm weevil is one of the most serious pests threatening date palm groves worldwide, causing significant
damage and even the destruction of palm trees. Early detection and tracking of this pest are critical to preventing
its spread and minimizing the associated damage. Wireless Sensor Networks (WSNs) have emerged as a
promising technology for monitoring and identifying this pest in date palm plantations. However, WSNs face
various challenges, including limited energy, bandwidth, and computational resources. Therefore, efficient and
intelligent methods are required to optimize WSN performance in detecting and tracking this pest. This paper
proposes a novel approach that combines two intelligent algorithms—namely, the Fruit Fly Optimization
Algorithm (FOA) and the Lion Swarm Optimization (LSO) algorithm—for node clustering in WSNs. The
proposed method enhances energy efficiency by reducing the battery consumption of sensor nodes. Simulation
results demonstrate that, compared to the LPOBC protocol, the proposed protocol outperforms in terms of energy
consumption, end-to-end delay, and throughput. Specifically, end-to-end delay is reduced by 28.286%,
throughput is improved by 13.80%, and average battery energy consumption is decreased by 11.86%.

Keywords: Clustering, Wireless Sensor Networks, Red Palm Weevil, Target Tracking, Fruit Fly
Optimization Algorithm, Lion Swarm Optimization Algorithm.
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Function FOA (problem) returns a state that is a local
maximum

Input: Populationsize, Problemsiz

Output: Spest

Population «0;

Fgbest < CreateHeuristicSolution (Problemsize);
while ~StopCondition () do

foreach FiePopulation do

Fiposition «— UpdatePOSitiOH (Fiposition, ngestposition);
end

EvaluatePopulation (Population);

Fgoest <— GetBestSolution (Population);

end

Shest «— Fgpest;

return Spest;
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Abstract

Blockchain is one of the new and transformative technologies that in recent years has created many opportunities
in various fields, including financial issues, one of the most important of which has been formed in the field of
cryptocurrencies. The emergence of the phenomenon of cryptocurrencies has brought with it ideas that have been
able to create great changes in the economic system as a value-carrying element. The attitude of the countries of
the world towards the use of cryptocurrencies has led to the adoption of different scenarios in the face of this
phenomenon, such that these positions have varied from the recognition of cryptocurrencies to a complete ban.
The purpose of this applied research, which is of a mixed type (quantitative/qualitative), is conceptualization and
also to help decision makers and policy makers to understand the scenarios of using cryptocurrencies in the
Islamic Republic of Iran. For this purpose, in addition to collecting the required information through the library
and field method, the key goals and approaches that can be proposed regarding cryptocurrencies in various
political, economic, social, technological, legal and environmental dimensions from the collection of upstream
documents, approvals and published requirements. It has been extracted and while paying attention to the
concerns of the country and obtaining the opinions of experts through semi-structured interviews, different
scenarios of the use of cryptocurrencies have been determined based on the aforementioned goals, and finally,
the requirements and suggested solutions for their success have also been presented. It is worth noting that the
proposed framework is merely a presentation of a set of goal-oriented scenarios and any technical and
implementation details have been avoided. It should also be mentioned that the sampling method for conducting
this research was a purposeful, judgmental and snowball type, which continued until theoretical saturation and
reached fifteen participants.
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Abstract

The advent of new technologies and global trade has intensified competition to produce high-quality products at
lower costs and shorter timelines. This shift highlights the need for flexible, real-time responsive supply chains
to adapt to environmental changes and customer demands. Given the dynamic nature of supply chains and their
environments, the Internet of Things (IoT) emerges as an effective technology for gathering and transmitting
information from internal and external environments, significantly enhancing supply chain management. A
review of existing research reveals that most studies have focused on one or two layers of the supply chain, often
neglecting the interconnectedness of these layers. Furthermore, prior research has predominantly considered
static supply chain environments, disregarding the influence of internal and external changes and events. This
research introduces a real-time decision-making system for supply chain management leveraging loT
technology. The proposed system identifies suitable components for each order across all supply chain layers
(distribution, production, supply). It also monitors real-time events and provides optimal responses to mitigate
the negative effects of disruptions on the order preparation process. Simulation of the supply chain utilizes
Colored Petri nets, comprising a main Petri net and 10 subnets to model the distributed structure and dynamic
processes of supply chain layers. Comparative analysis with the "Optimal method" indicates that the proposed
solution achieves a 13.8% improvement in average cost indicators and a 70.5% enhancement in average time
indicators, based on the MAPE criterion, demonstrating its effectiveness in managing dynamic supply chains.

Keywords- Supply Chain, Supply Chain Management, Supply Chain Events, Internet of Things, Petri
Nets.
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Abstract

The growth of cloud computing has led to the development of software-defined networks. These networks enable
dynamic management and performance improvement. Security threats in this type of network are a growing
concern. Especially, the controller of these networks is an attractive target for hackers and distributed denial of
service attacks. Many researchers have proposed different methods to detect these attacks, whose false detection
rate is very high and has led to a decrease in detection accuracy. For this purpose, in this research, the focus is on
detecting distributed denial of service attacks through deep learning using prominent features of packets. After
pre-processing and preparing the data, the proposed method separates the salient and important features of the
packages through the support vector machine method and finally by using an innovative hybrid neural network
consisting of convolutional neural network, sample recurrent neural network and Long-term short-term memory
neural network separates attack packets from normal packets. A standard data set has been used to evaluate the
proposed method through standard evaluation criteria such as detection accuracy, precision, false detection rate
and harmonic mean accuracy. The findings show that the proposed method detects distributed denial of service
attacks with 95.2% detection accuracy, 92.09% precision, 5.1% false alarm rate, and 93.87% F1_measure.

Keywords: Software-Defined Networks, Distributed Denial of Service Attacks, Cloud Computing,
Deep Learning, Neural Networks.
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 Support Vector Machine (SVM)

" Detection Accuracy (DA)

8 Sample Recurrent Neural Networks (S_RNNs)
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! Software Defined network[SDN]

% Application Programming Interface [API]
* Controller

* Distribute denial of service (DDOS)



sl sl it gpSose Bl 5 ol 5385 5 ool
WS sla gl pl 5l 29,5 [V0] il 0o 5 ol 3 1, S5
W Sl QFasSads 5 aSd ol Bams all)|
sy an b ass S sl V] T3k asts sl ol 4y ol
Pyl JSSsn S Al g ey e sleasil

Dyalassls po asiss ol gl o lasbul

ication r
Application Laye SDN Applications

gttt

SDN Controller

Northbound API

Control Layer

Southbound Interface (i.e., OpenFlow)

Infrastructure Layer

G 2 B £2 co o

[Vl )13800 5 1 (Sime Sy (g lomo .Y S
o il st 008 JyiS lidlay pr sitee claaSid o
©99;9 Lol > parass L) Jos (plaS cul a0 b >

G Sy i by ol NV]ses e pbxl logssw @
Sl lgise ol alauly 4 aSTy> soal oanisy oaS JuS

b5 Slati 5 (b, o pae (gileaigy o 1) Al 51 LS
Sy a5 g9 opl ol 51 SO LVALCE S cwns 4 )8
Ol 31l 008 78 0 Shae 4y 4S5 oy s )0 Sl
P ol Sl Mes o eanS JpuS ) cblas )
ol 1y li8ley s aSl gl ¥ JSGS ] Sl

...\.QQ‘SA

Sboby JSSgn -Y-Y
e A oausS S S el (Ll G, S L b
Al o o 28l g Jlol pobie LB 35l o 0B, L8050
S Sl S5 s al il als Jobss Lo ) 5 bageadges iile

Copde g by oSy g S oo ool,8 1) 4l (59, 35 yee
oaiiS ;S oo Oldes [¥] 55l so Kon 1, a5 sloolSiiws

il ee5Ilol, 51 oy gedims 45 Cansl S y50 Cal 4y Lagesims 5

* Open Network Foundation
5 Availability

WY

5 SisaelssS 4l b slodSt 5 ' JtgIslS pome (slaeSs
Mo anseidd &ya8 iali8l gl alflas &0 4 TOaeadds
RPN PWTSUR S FPX ISR I L RY IOW PRE AP
s oo lis Jaw b, oS e colainl Jow bl gly omas

Bgdse ylins 35y Sl (g3loidny by, &

B omyn Sype e ity ¥ aSu ol allie aalsl s
S5 o 8 owop 090 bd e sla)5 Y i 8 0,5 e
Gle;l gl O (i 5o 0gdin (Byme sl gy ¥ A
9 3nd o Oype S S AT g Sou P S L 398 o0 0ls (LA

Sgdise ) oun] Sliiz (¢ Sz V i 5

Sl l8le s 5 e 4l gHleme (IS les iz cpl o
A8 o 3,90 T3l Gl JSSs g oS J S gl e
2 Groe 650k y (e Slod gy Lol izren 0,5 e

Dedcr Gl Hlle s p (e slaaSll

NPl y p (e &b V-

WBrod ggrhe S s pdy Slasl poe Lo 4 S slaasis
ceolie led coynl Glasls 4 ol sl g wis
2lsn 4 a5l oz S e cnlplr [V Y] 05 saalgss
Trbe il s pin Slhasl Cobl Gl 5 lajls 5555l
S 4 oHh Cews Sl lle s o (i At 09-b o
wols gl 51 J S s (30,5 102 b (s ) 4ol S8 S
iz ool Y] w8 o pal3 1) 4t S5 See sl
oll g a1yl Sguge dSiad oolw Cu poe ezed bl
p3Y SleMbl (S s S o pal B 1 4l 50 (6 5l50
aieby 5 0ols mhan S (o0 ol B ) 40D )3 (b s (5
ol ZeF By A (939y5 oS0 I leaiy JLal
oage = 1) 093 phye Jodz )3 oud gy Sledb
39 JsS eadlas mhaw Jlle s p gt aSs o [elsl
03ls o [V e ]85 o 8 oS J S ab as (lasls g by g e
DTl o 8L oS ol ol dr b prans b g 50 5
Shesly) slass azg Jl8le s (e &S Gl
bl sleslu g o ol gilwesly 4 ) mlis § bollasls
laSids ol (oS sl g, [V Flocul asle GBghaxe 395

' Convolutional Neural Networks (CNNs)
z Long Short-Term Memory (LSTM) Networks
* Open Flow
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8 Representation

? Feed Forward (FF)

1© Sample Recurrent Neural Networks (S_RNN)
' Convolutional neural network (CNN)

' Long short-term memory (LSTM)
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¢ Naive Bayes
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* Intrusion Detection System (IDS)
4 Random Forest(RF)
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5 Separating hyperplane

¢ One-versus-one(OVR)

7 All-together

8 Gated Recurrent Unit (GRU)
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! Self-Organizing Map(SOM)
2 Detection rate

3 Accurate detection rate

4 False alarm rate (FAR)
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8 Preprocessing
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19 Transformation
' Normalization
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! Deep Neural Network(DNN)
2 Stacked Auto Encoder (SAE)
3 Secure shell(SSH)

* Detection Accuracy(DA)

5 Precision

¢ False Alarm rate(FAR)
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5 False Negative(FN)
¢ Target

7 Feature weight

8 RapidMiner
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dropout_4 (Dropout) {None, 32) a
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! Confusion matrix

2 True Positive(TP)
* False Positive(FP)
4 True Negative(TN)
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Abstract

The widespread use of encryption protocols is accompanied by an increased risk of organizational-level security
devices becoming ineffective. When network traffic is encrypted, many security tasks such as intrusion detection
and network forensics that rely on processing content of flows’ payloads become ineffective. Existing practical
approaches to this problem are based on TLS interception methods, which not only violate confidentiality but
also impose security issues. This paper introduces a confidential payload attribution system called "JormYab".
JormYab is a practical approach to enable data attribution on standard encrypted traffic for organizational
networks. JormYab, which can be easily deployed in an enterprise network, is based on a simple traffic digesting
mechanism and does not violate confidentiality. Our practical and realistic evaluations show that JormYab can
store a history of standard encrypted traffic of an enterprise network for use in network forensic investigations.
The realistic scenarios we have used in our research also reveal common challenges and problems in the process
of payload attribution investigations, and based on them, we discuss effective methods to address the issues.
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ForensicAgent_DigestReceiveHandler
Input: digestMsg: Digest message from a client machine

1. & « digestMsg.digest

2. if (CalculateHMAC(8, hKey) = digestMsg.hMAC)

then

3: cID « digestMsg.connectionID

4. if (digestMsg.seq = seq[cID] + 1) then

5: StorelnBloomFilter(§.digest, cID)

6: d.[cID] « d.[cID] + digestMsg.datalLen

7. seq[cID] < seq[cID] + 1

8: if (pktBuffer[cID] # EMPTY) then

9: do

10: pkt <« Dequeue(pktBuffer[cID])

11: Forward(pkt)

12: uc[cID] < u.[cID] + PayloadLength(pkt)

13: while(u,[cID]+PayloadLength(pkt)-
dc[cID] < 1)

14: end if

15:  endif

16: end if

Packet_Receive_Handler
Input: pkt: Packet from either inside or outside of network

cID: Connection identifier of the packet
if (uc[cID] + PayloadLength(pkt) - d.[cID] < 7) then
Forward(pkt)
uc[cID] « u.[cID] + PayloadLength(pkt)
else
Enqueue(pkt, pktBuffer[cID])
end if
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DigestingPlugln_DataTransferHandler
Input: plainData: Data from either application or TLS layer
cID: Connection identifier (5-tuple)
S[cID].digest < §[cID].digest || MakeDigest(plainData)
S[cID].dataLen < §[cID].dataLen + Length(plainData)
if (5[cID].dataLen > 7 — T) then
digestMsg.digest < §[cID]
digestMsg.hMAC « CalculatetHMAC(S[cID], hKey)
Send(digestMsg, fsIP)
6[cID].digest — NULL
: &[cID].dataLen « 0
9: 8[cID].seq « &[cID].seq + 1
10: end if

1
2.
3
4:
5.
6
7
8

Notation:

|| : Append operator

& : Map of digest objects for different connections.
T : Forwarding block threshold

hKey : HMAC secret key

T : Digest pass threshold

seq : Sequence number for digest messages

fsIP : IP address of the forensic server

\YY

Qo 90 50 Sl oo 00 gtz Al 5l dalad G sloj e
bl ey 5l 5 (55l Ak a e pgo 9y50 15K 1,8 It
3k b ool b olel wbole 15 seb oo oL lons
WS S5 ) ol e slaatey edls b g Jlis I, e L]
Sl ) Jsl 9,505, wazge ools b olasl sloasbols «onl plo

Do o oS e gl 4y yorie a5 a5 [VO-VA] aS s

A shoie slo S 9,0 slp (olia wlsioe sleeaSa 4yl
slspe 4 Wlg oo jluoaSy nl p ogdle Wb Arwgs 5
bog U ol arwy cwmgaely gbabols asle Ko
S 8 (Jle laieds 05 18 colaiul 090 ;S0 sladsliy
Slass o bl lpl) 0g5 o> asliyy couwl o8 0 S
Al ol Sole a4 auly o deliyy B aiesdrwgs o)ls 095

S samme sheonsSa gl a1 o] 5 alol adkiy a1,

by =¥

‘J5‘ 4.1.‘>).A )O .p.l.)‘b 'al?u‘ 4.l>).a 50 )$ ‘) 055 6[&@[.:))‘ Lo
|y ool gz gloars) olul y oluliss jo Gl Ul
wile ol 2Ll Gl Shy plo g al> o jo 03,5 23
0adloy 3l 5 b g (STl Ay 00l 00438l . SU (S35 Ly

ﬁ,.,olo )|)_9 GJLJ))‘ 0)9.4 |) &5L>L> u‘).:)ls
il el 551 -1-F

b ols mols anwg (WSBRE 5950 sl ) sluonSs €933 Le



VWA VY amio OF-F sl 5l SF 5 5Y oloo Lo qepain Jlo

05y 90 5 oy dung S Jeld a5 YoHH wlis b olall e
Mgl oo op ol col 1SS ASCH o5 Sibles a5 V8 sl
eonlple cal ssline BB 3o lgime idu 0 fadge ()
03,5 il + e L Ll 550 GISTL alols sle ST,
i )5 dlaiul oals Pl BISTL (ly 0,bgs bou S 5l g
5 lolid @3 ot a5 ey @ ¥ oojled S
b 5

Loy sads Jloyl asb 5 BLELL SO 6l 1) boaSs ¢ s
ote fly Sl e Sl e S pDlaid US55 LS
a5 20,5 oalive 20,5 (o n |y 55 5l )l5 4 laclys o
dws S Glgredy eos! yie 9 cowl application/json lsise g4
aS Lxl 5l ogd oo JLoyJISON jlisle 51 e i S 0 HTML
Wglge i8S Sl 0 HTML s o (lsie @ Joal (e
O ohy A il 0y sl (e 0 HTML slacunz
&nbsp wiles b alols sl ST copl 5 ogdle Lol 51,4
HTML o coSs LB 8 alold aulils a5 wigd oo o550
9 ooyl &nbsp L1, BLSTL alols sl 2STIS ¢l ply ool
A 2,5 el oads ZMal BTG (sl 0 bgo 1) Waoa S
Al 1S (@3 Cote Azl gt (e g Sy 4 Y ooled
o olal gl oS el jls a5 aS wes co ylis bagy L )
il Sl 5 355 ol 3318 iy o i ool a5
@ el (o) S pll 5 Cundg L agalse o 1) 09 A Wb
Sl e Jlgy ol aS clils az g5 b oS )l cdo b g (owyo
Sl las la il s wols Cluasl slaailels o 5 oo
Jlss ol 0055 ook sl Jovely S ol prdybinlizal ol
bl gbeoslsl 3 ola il ion alol b aigidl as col )
Olgie 4.5 B> bosls 5l g3lwpe )0 milgs Jlosh 51 L3 1, 00
sy (e a5 a9l (siluensSe ) S0 Jel, Sy
4 a5 DSPAS gjlueaS> g, b ol e |, <l CBID
S5 oS jsbpled 58 0230l s ol S slaslis
Glp Jlazws L& (o5l slais, ) DSPAS b ases
LouSa a5 colliw oS o oolainl ools ais ) G (g5lwodnS>
a5 5,5 (oS dlazsl DSPAS il solaswl b s, G (sl |,
A oo wilos,S s |y ool pdlal i) b ilie ools glaass
ige G Gl ol

aS Gl (6 )15 bl cgn L () jo Bua Y g9yl oy
laiwl boly 51 (S 6l 0aSs 5l casl 00,8 JLoyl ], sl
sl )5 4 laclgs jo anls cavdy oo 4 Lol i )5

\'YY

https://pmail.sbu.ac.ir -
https://mail.google.com -

¢ https://web.telegram.org slecolocy 4 ¥ o les 5,5 Y
Oleyple sleacl p as” ol o g https://web.whatsapp.com

2,5 o)l ply sz g a0y (e Slusly gl S

25 Oy 4]y g lw 51 SO e daoaSs 6)916‘*-? Shom
w2055 (o

Gl ol (oialoj] Gunzss ol Ban 1) g1 )b (o)
Sl 5 oS 5l ot ppau .l 08,5 il o 1) Allie 45 ol
el s 4y Shto e bl epid )8 el allin e JS7 (61
Ao S O jgo a4 dlie a5 Sl Cpl asms yaels Caway Lo
Sz o s g oslal )8 el )0 g 095 00l glils HTML
5l ale e ol cils dezg allie slaldl 51,4 o HTML
bowgs ool Z8l )0 4Ll g odd g alD; (o S Bl
Sgu> oS alis Sl STL I (So lp orlply wdoe )5
el s 4 Cate A5 90 020,S pdlaiwl cuils ESTHS YA
Ve 0905 a5 (6,50 BLSLL (gl e ¥ g ) 0)les o],
Olye 4V g ) o)led plp)l5 5 i8S edlanal cusls SIS
el 00ls Clul gladailolus a5 Lul 5l asas (5,158 e gl
L1, ol cute gl auiloe LVVY] &)l Q3 it
5 Jol b acgame STil oS B gl 5l 18,5 STl
2l S oo e 2l A Glge 4 1)) o)led )5 g
Sl ool Ll slaaslels QA cuto F#y5 a5 Clils axgs
OYlae bl wlol 5l YU oad g S oS gloals
$lp Boa S a5 Jloy Vo) ool als cons (gl (LS
D3 St £ 5 gl o0 g2t ok ol 585 plaand,
dgaz aS allae 51 (6,50 BIFTL lp bl jho 4 So3
Sewyd Sute Gl E g S gren Sl ST O

ol Gt (V M)

Josl 28 plolids s cnl 5l San oY g1yl (o) 2
SLALELL SOl oaSs 5l al sl Sog iST1 del oS
Az Lol (s 37 ol pmail.sbu.ac.ir awgs oals Jlw )l 4ol
5 bowlys o (JSie 05 oy Glp wels cwny s
o 0 oSB b asis bl 25y o 1) el 5L lS slagly
lyine g9 a5 @35 ovaliv @3S (owyp Jes! o)
Wy ol o .ol application/x-www-form-urlencoded

(_gl.a:QL.i‘...E Cypio 05....:6‘, u_')fab + e L: alols ).'25\)15



L;_'LOJDLO ua.a.; O399 QS;LA)LM: 0 e, u_iJ‘).' $9) osls ul.m...;‘

aoliys ol S Lol | oo iy 5 iyl 4 a1 igualS
Al g S (o0 Sy laail]) 5950 Ml aladl>
S o Lz oy msetie e 4 ¢ il o 1 Lyl

Judyed 1) (oolidip 2 JBU 5 sloonSe wigidl (sl palojl 5o
el SG gleand Job yo maols aloul ) (aylby s 5 00,5
Go 31 28,5 (6,5 5L S8l Colle TYTY gooome o laailyl,
3 09 Colle YADY ggazma ;0 0ol (6,105 ,L S35 Ko
S gl 51y (oolidipyz JBU 5 jluonsSr laaisidl o
Sl 1) Dbyl g Jbd ciogs ool pudas Vo) ool alS
b lBle s rizen Lo 8,8 1SS LS Sleogas oL
L IvY] Jed e 513850, 2g, 5 [Y-] SSLsplit x (TLS
2 odle mols 13 dae (D51 0590 095 (g, b anlie sl
p3Y e pley o |y st LB (618550, slahy, 2L )
oy, Lo malos S anglio Clp s (soloiian (B9, by Ol og
5,08 35 Wil 125 000,85 g3lwonly | szrgcenr BB (o 1550,
oleitn 651550, SS9 5l 0l (6,105 50, JLail B g0 oS
SIS sl i o ialegT 5 cptlliy 5 oS sliil liogs
ly Lol B (i (6,500 0 )5 Gl Wil el 2 opdle
Aloads b 39 aseis

Jlosl 5 odgs 51 c8b S8l Ly TS 1 SB b
Gy e pd | S L e e gl 1) boaSs
Ll 4y ens o) lbossSa bl S ejlail S e
el (29,5 9 699)9 SB35 IS 02> el (bl >
sl Sl (ouSe Sl (85 5 50 (9) e Sgals
J5 5l ae,e SOl s Sl L T Ve e ools alS
Bgdise bgrpe (gilwea Sy g5l @ ol Lo €Tl Sl
0357 sl sloild Sl oslitul L 1) S5 (g5lwon S o555

16
14
1 12
- 10
j‘ s
A 6
o4
2
0 xK . X X K
2K 4K 8K 16K 32K
T (Bytes)
Lo 325 Ll 5 (K55, —F—SSLSplit % jlas .2

ooy (Sudl i )by F JSo

AR

lyine g5 a8 @23,5 sdalive w35 (ow) 2 |) Slusly o ol S
oaseiol lalgs> o slaosls 4 ol application/octet-stream
lapley JWsl gl MTPIOtO ol 4y ol [S5g,s 5l ol ,Sh5 .o
Lol 535 50, S5 0l ol il 51 S o ooli
s Sl el Jal Y IS5y @bl Jlel 51 S
SRS S LA o ) 50y 35 AY o ) lealy KL
45 S oo oolaitul Tletil 4 Ll (615 e B g3l S Sl Gl
S @leodSa )50 (nl 50 (ulpl WS (o0 Joe 3 )l Y o
A o8 o WS e gl 0ald (6,105 5, slrools 1 aigsél
Sloj b (galeing by b Gl dedie A5 ;0 &5 Heblen
Jl Y Coel S5 51 oolital L L3 Laosls 45 canl jige

g (5,35 e,

sl K0 Bleogas b, -Y-F

Sob S aober WS GlaThs S i) sl
SIS S it B 5 oS sl 4 e Slejl
iy aSs 5zl a4 TLS sla Jlasl wyl aSes L3l ol )lS
S35 sl Sl oolath 4 o8 Wl Ad e 5 S
aile il gl Sis wioe ol ,o il owlidp,> LU
03305 1o Sl g (ST Ay 00538l Sl (S L e

B9 (5 pSoslail b s ol )8
G55 5l ookl U1, glajl a5t 5 Lo o o)) ol plosil sl
GoSw Sy Docker oS sjlwans [YEXV] Docker
5 balels b, 5 iloans @l a5 cenl giluisjlne
6lwand asis [YANA] 058 o oolitul ooty a9 (sloaSies
2wl Bl IS Glgie 4 SenllS B0 lls end
obyj olaws cpl (g3lwand gl el cuSgid dilele G Sl
ity B 5 S (oS 5id S a5 AlDINe 55 51 Lo als
S99y 1) leoaSe A9l rizmes )5 ssliinl Cul
S5 ol (gilwdnd Al 0 0,5 ceal dibl, WS L
SS9 03,5 melas aSed o5l plgre 4l ohg (S 9 Al
i B S e oty e3ls 0 b 51, oS

ol 00 6)LuoéLu o)’ls)o )49.....‘7[5 5o )...:

ol iy ) oes0,S oslol &bl so (ol Cagllsg 51 s 03
Cod 31 33las HTTPS Cy oo (6,54

Colbog Ve
FTPS jLu,ls G 4y oliwl (6 )l38,b 5 (65, (puizrad g 2503l
Y )«)ASCAM:‘ M.Joj Voo

6‘)‘.’ Lg\dgljﬁ Cyeed leauds ‘_)M.?u acln S5 ‘5’Lo) o)'Lg



VWA VY amio OF-F sl 5l SF 5 5Y oloo Lo qepain Jlo

3538 53 (S e oy | Koo o 1 SKdl i yu3 b
5 Pibn Bro el JBU oS Gloy (s il SIS 4
AU s a8l 05 b 0900 sl S (oo diy S L)
by oS Gloj Lo oS o Jloyl 53 1 Loty it ol >
S 2SSl 5o iay 585 00yl atn Gl ) Wolee
T omb polie lp olug, ool o8y Jletol 0900 65l0e5S
eobdeyz BL o 1) e 530 Sl Lol i
seboles ailoas ools lis O UKo 50 s (e85 (6,505l
5l edgamme 13 5 el ezl g oS Sl o, e Wl oS
ol .l S S g0yl 13 g ldlesen sbls sla e
a2l ) 9 Vb A 62 Sbe 5 4 e T 6l CalighS F 5 Y
SrSle g5 VL 3T = 8KB (Jlo (nl b 0gd o0 it 1030
ol B a5 55 o sly 5 35 os Jlasl Iy (53l 4t
FoS 3 e &5 ST Jlo)l (hame (g ) lodtn i
DG (50 A

b0l saslie 4y e £+ sga> 3G SSLspit o,90 4o
Iy el goloiin hg, U JBlas 51 i, SSLsplit
WS e 613 50y 5 LS 5ey Sl 5l B |, S5 SSLsplit
w3 oo plol Lael Garlad a5 st LB (6,105750; sla b,
Slalanl g yulsd olows 4y a5 ansl aidls (g in ;b wilys o
w oyl L3t Il i po Jb ol Lol (S oyl
SRR vz wnld )3 nl g egdle il (5598 JLujl o5l
4l S b Wl oo o S o0 obml 2 F B 2L Jlal
JEl 56 et 63550, by wales 5> b el
Sl g0 1,3 Ln Jlasl Lass 5o 1y 9w ood sial33l | Loy
S o it

GlooasSe wigidl (ilon ke 2l sl igRilen Sl
SrSoslal sobesl o o1 e SacalS oussls 5l eolawl Sl
2ol slp 1) sleonSe ag3dl (sl n Sl 7SS s )S
SilwodS anl,d isls b aS el lams co las T calise
Gl ylly ol b 1y laialoj] sl anly S35 L 4
Sl el pli s Sgliie (S35 sla sl a4 yomie 45 057,155
oo el oals ool las S35 (L sl ol laae 4y S5l
h % 2 4 egeals sl wipnl wib by Cudgaos
e & ) FamelS S SIS L el B ees S Sl e

S S

S35 syl sl (5310 b s oo csaline a5 jsbolen

YO

oud JoSas (T T Sl sl LS G aods 5k S e
aiTd Jsb o el yao ozl o Wil aen lade a5 cul
lodzkad g o Jlabad & S5 sloatiny gjlwon S
Sl gl b Bl pok j1hd claces 98 o0 55lape)s
oo Gilope ) mlS AT LKl Wed o o200k G 4
I3 5 SsS 00 ol ojlil sl oo (s pslaaz ool i3
3 e loasSe SIS by nlple wsdo s ilapa)s
) sleoasSa a8l (Sl Ly 28l sl ol 2l 0aS
polde ;o a5 gilupe,s polie a5 oS 2lb (slaeS a
solie Jlo)) 5l peSsla LSS Lol 1) wlesgy b JLus)|
@Bl )d (i leodSe digl g (LS 55lepe)s
S5 )by idd oo s |y (oulide > SBU ey ilS a5
ShooasSe aigil B gsle cnl s3lwesls (sl p S (oo lag palS
1o sl il S ol wload JLu)I W3 oS (65lupen s polis
obde 2z BG4 Jloy sl L3 1, sa slacsslapa ;s 5 0,053
O a5 Sl S8 4 Y nl pegdle S oo sz ol L
Loyl 5o aSd mhaw by Sl SBI5 L 5l (k95 JB

TCP 5 IP slaan i Jbyw (s ol (ilapn)s sloply

SE5 sl T lBI L wso o plias ¥ USS o5 joblea
wig33l a5 canl )] Glime &y T gl 225,50 e il o LilS
GS1E S 0 g 0SS ) e oSy Wl oo sluon Sy
Gl b lon (Rl Sl o Jlyw i jo 5 WS L)

shisn 52T = 16KB ;s 455 gl o 36 ol

Sye oy, 4 TLS s 3k g, S a5 SSLsplit o (g9 3l
o A5Sged Jldyd (510550, by eizrer § el Sl
o 4 gt B (6 135 505 (sla sbg ) S sed sloul (S5
Sls wols JUil a0 ailis Jobs 5 Jlail Lol clandass

RUIOW] IO S R FRUWINLINY [ DY IPRVL O S O S PRI A K-

100
90
80
'fL 70 . . . .
60 T ' T T
v]; 50 2
40
30
20
10
0 S X > S X
2K 4K 8K 16K 32K
T (Bytes)
Tber O gt S g S5, —HSSLSPit X gl 2

ol y2 SBU Liwgy a5 GUoding JUil puob .0 JSb



Niloyome aii e Slejlu ool ey S8l (g9, ools luc]

ol oy Sl (695 0018 Cluil gl p alito s ;g A lio ) Jgua

Jud i oliS s,
[vv]

29l BB (6 K5,
[yy_vs]

Sl

S oy

[oaaw-] P Sl

ol joy Sl (59, Yoo
09 ke
Sl b e
il sl 5

Jlail s, 80 w5t
Ol G5y 3105 by

H3lon Sl

Gl (hie g Cule (T oains Hlid cud i 4y 0,8 g s

820,5 Eou 3,90 (ol Ho Lo oS sloul (gles pid slaouS> TLS
a5 e slogty, 5 Bl 5 051 b 4K oS
2S5 el 1) Sl Gl Csled g coe e Sl
Shpyzr Ghyy o5 ol Glas Lo bl Sdly (chalesl (sla s
Sload Jane ools slaand; Clusil gl 5550 Hsbay wlgs oo
Sy aS 0l lias salipll gl Sb syl 0l ool TLS 5 ,b
Lol Jgae golerig S0, Al n )by Grizes 9 SIS
Oy g S9i5 et slaailole v ls wad o] sla,lS o
Sg5 g, 5l eolaiwl b1y eoly s 5l 6K sloailele
S8 50y S5 (59, 1) 395 by wiilet U oS (g 5lwosly
L) o slolasl gloaSs @l L 15l aues plol o
L oo ol dawolio g Ll @ (ailo,me Sledbl slaoa S

ey oo b5 plosl LB Al o3lg 0 jo SCAI slaou S

&0

[1] Porter Felt, A, Barnes, R., King, A., Palmer, C., Bentzel, C. and
Tabriz, P., Measuring HTTPS Adoption on the Web. 26th USENIX
Security Symposium (2017), 1323-1338.

[2] de Carnavalet, X. de C. and van Oorschot, P.C., A survey and

analysis of TLS interception mechanisms and motivations. ACM

Computing Surveys. (Jan. 2023)

[3] Erlacher, F., Woertz, S. and Dressler, F., A TLS Interception Proxy

with Real-Time Libpcap Export. 41st IEEE Conference on Local

Computer Networks (Nov. 2016), 1-3.

[4] Sophos XG Firewall: https://www.sophos.com/en-
us/products/next-gen-firewall.
[5] Symantec SSL visibility appliances:

https://www.broadcom.com/products/cybersecurity/network/encry
pted-traffic-management/ssl-visibility-appliance.
[6] Durumeric, Z., Ma, Z., Springall, D., Barnes, R., Sullivan, N.,
Bursztein, E., Bailey, M., Halderman, J.A. and Paxson, V., The
security impact of HTTPS interception. Proceedings 2017 Network
and Distributed System Security Symposium (San Diego, USA,
Feb. 2017), 1-14.

\Y#

20
15
A
3
:_':\10
g
5
0
1 10 20 30 40 50 60 70 80 90
)y S35 5L

SlwossSay dig 38l (L3l 5l F S

(onl pogdle .l e TYA G /v, ¥ s 780 B 00gaze (o
SSLsplit 50 (ggm 31l T 35l Jois Lo a5 S3lo 0 Jbyw
S (o0 Jloel 4t (6la SgnslS (55; (B3l n sl AT Een
Dby diion 5 Jawgie ol 4y gt BB (61550, s,
Alos ST IS LAY %)+ dga A Lbjlop

yob 4000 oo &) b g, des I glawslie V Jguz olyd o
L 84290 o ofy lass Slpya o ls el Lo a8 Ll 5 casdls-
Sl o lailiwl ouls (5,138 50, SC8l 5 0 sols bl S (gl
AL ol ileesly o2 g WS o L | (Silojoe oo oS
sl g el a5 e (gl foilin] 28,5

Gouge —0
Al s g shes ool S plgisar 1) Clp s allie (pl o
odd (5 I8 e, Séls 0 ol Clul alivs glp (Sloyxe
oolaiwl (gl 00,5 (Brre glojle sraSis jo (TLS) o, sl
S5 S w1y 05 sl sl b ool Sl ool
¥ Vb ST glassls 5l aS wiS e jlwed S (5,l58le 5



VWA VY amio OF-F sl 5l SF 5 5Y oloo Lo qepain Jlo

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]
[37]

[38]

[39]

Fan, J., Guan, C., Ren, K., Cui, Y. and Qiao, C., SPABox:
Safeguarding privacy during deep packet inspection at a middleBox.
IEEE/ACM Transactions on Networking. 25, 6 (2017), 3753-3766.

Ning, J., Poh, G. Sen, Loh, J.C., Chia, J. and Chang, E.C., PrivDPI:
Privacy-Preserving Encrypted Traffic Inspection with Reusable
Obfuscated Rules. Proceedings of the 2019 ACM SIGSAC
Conference on Computer and Communications Security (New
York, NY, USA, Nov. 2019), 1657-1670.

Ning, J., Huang, X., Poh, G. Sen, Xu, S., Loh, J.-C., Weng, J. and
Deng, R.H., Pine: Enabling Privacy-Preserving Deep Packet
Inspection on TLS with Rule-Hiding and Fast Connection
Establishment. European Symposium on Research in Computer
Security (2020), 3-22.

Damie, M., Hahn, F. and Peter, A., A Highly Accurate Query-
Recovery Attack against Searchable Encryption using Non-Indexed
Documents. 30th USENIX Security Symposium (2021), 143-160.

Ning, J., Xu, J., Liang, K., Zhang, F. and Chang, E.-C., Passive
Attacks Against Searchable Encryption. IEEE Transactions on
Information Forensics and Security. 14, 3 (2019), 789-802.

Xu, H., Zhou, Y., Ming, J. and Lyu, M., Layered obfuscation: a
taxonomy of software obfuscation techniques for layered security.
Cybersecurity. 3, 1 (Dec. 2020), 1-18.

Palanisamy, R., Norman, A.A. and Kiah, M.L.M., Compliance with
Bring Your Own Device security policies in organizations: A
systematic literature review. Computers & Security. (2020),
101998.

Safa, N.S., Von Solms, R. and Furnell, S., Information security
policy compliance model in organizations. Computers & Security.
56, (2016), 70-82.

Achleitner, S., Burke, Q., McDaniel, P., Jaeger, T., La Porta, T. and
Krishnamurthy, S., MLSNet: A policy complying multilevel
security framework for software defined networking. IEEE
Transactions on Network and Service Management. 18, 1 (2021),
729-744.

Perales, A.P., Adding Support for Automatic Enforcement of
Security Policies in NFV Networks. IEEE/ACM Transactions on
Networking. 27, 2 (2019), 707-720.

Lara, A. and Ramamurthy, B., OpenSec: Policy-Based Security
Using Software-Defined Networking. IEEE Transactions on
Network and Service Management. 13, 1 (2016), 30—42.

Mozilla’s  webRequest APIs: https://developer.mozilla.org/en-
US/docs/Mozilla/Add-ons/WebExtensions/API/webRequest.

Docker virtualization platform: https://www.docker.com.

Merkel, D. 2014. Docker: lightweight Linux containers for
consistent development and deployment. Linux Journal. 2014, 239
(2014).

Naik, N., Migrating from virtualization to dockerization in the
cloud: Simulation and evaluation of distributed systems. IEEE 10th
International Symposium on the Maintenance and Evolution of
Service-Oriented and Cloud-Based Environments (MESOCA)
(Raleigh, USA, Oct. 2016), 1-8.

Ramalho, F. and Neto, A., Virtualization at the network edge: A
performance comparison. |IEEE 17th International Symposium on
“A World of Wireless, Mobile and Multimedia Networks”
(WoWMoM) (Coimbra, Portugal, Jun. 2016), 1-6.

6 Payload attribution

7 Post-mortem investigations
8 Connection

9 Worm

10 Plain

(7]

(8]

(9]

[10]
[11]

[12]
(13]

[14]

[15]

[16]

[17]

(18]

[19]
[20]
[21]

[22]

[23]

O’Neill, M., Ruoti, S., Seamons, K. and Zappala, D., TLS Proxies:
Friend or Foe? Proceedings of the 2016 Internet Measurement
Conference (New York, NY, USA, Nov. 2016), 551-557.

Waked, L., Mannan, M. and Youssef, A., The Sorry State of TLS
Security in Enterprise Interception Appliances. Digital Threats:
Research and Practice. 1, 2 (Jun. 2020), 1-26.

Waked, L., Mannan, M. and Youssef, A., To Intercept or Not to
Intercept: Analyzing TLS Interception in Network Appliances.
Proceedings of the 2018 on Asia Conference on Computer and
Communications Security (New York, NY, USA, May 2018), 399—
412.

DPDK: Data Plane Development Kit: https://www.dpdk.org

Shanmugasundaram, K., Brénnimann, H. and Memon, N.D.,
Payload attribution via hierarchical Bloom filters. Proceedings of
the 11th ACM Conference on Computer and Communications
Security (Washington, USA, Oct. 2004), 31-41.

Bloom, B.H., Space/time trade-offs in hash coding with allowable
errors. Communications of the ACM. 13, 7 (1970), 422-426.

Roussev, V., Hashing and data fingerprinting in digital forensics.
IEEE Security & Privacy. 7, 2 (2009), 49-55.

Ponec, M., Giura, P., Brénnimann, H. and Wein, J., Highly efficient
techniques for network forensics. Proceedings of the 14th ACM
Conference on Computer and Communications Security (CCS *07)
(Alexandria, USA, Oct. 2007), 150-160.

Ponec, M., Giura, P., Wein, J. and Brénnimann, H., New payload
attribution methods for network forensic investigations. ACM
Transactions on Information and System Security. 13, 2 (2010), 1
32.

Haghighat, M.H., Tavakoli, M. and Kharrazi, M., Payload
attribution via character dependent multi-Bloom filters. IEEE
Transactions on Information Forensics and Security. 8, 5 (2013),
705-716.

Hosseini, S.M. and Jahangir, A.H., An effective payload attribution
scheme for cybercriminal detection using compressed bitmap index
tables and traffic downsampling. IEEE Transactions on Information
Forensics and Security. 13, 4 (Apr. 2018), 850-860.

Hosseini, S.M., Jahangir, A.H. and Kazemi, M., Digesting network
traffic for forensic investigation using digital signal processing
techniques. |EEE Transactions on Information Forensics and
Security. 14, 12 (2019), 3312-3321.

mitmproxy: https://mitmproxy.org/. Accessed: 2023-04-08.
SSLsplit: https://www.roe.ch/SSLsplit.

Lesniewski-Laas, C. and Kaashoek, M.F., SSL Splitting: Securely
Serving Data from Untrusted Caches. 12th USENIX Security
Symposium (2003).

Wilkens, F., Haas, S., Amann, J. and Fischer, M., Passive,
Transparent, and Selective TLS Decryption for Network Security
Monitoring. (2022), 87-105.

Sherry, J., Lan, C., Popa, R.A. and Ratnasamy, S., BlindBox: Deep
packet inspection over encrypted traffic. Proceedings of the 2015
ACM Conference on Special Interest Group on Data
Communication - SIGCOMM °15 (London, United Kingdom, Aug.
2015), 213-226.

1 Confidentiality

2 Integrity

3 Data exfiltration

4 Deep packet inspection
5 Network forensics



L;_'LOJDLO ua.a.; O399 QS;LA)LM: 0 e, u_iJ‘).' $9) osls ul.m...;‘

30 TLS session splitting
31 Perfect forward secrecy
32 Authenticated encryption with associated data

11 Transport Layer Security

12 Client

13 Server 33 Cipher suite

14 Authorized 34 Searchable encryption
15 Authenticated 35 Flow

16 False positive

17 Forensic analyst

18 Hash

19 Wild-card character
20 Character

21 Polymorphic worms
22 packet

23 Link

24 TLS interception

25 Middlebox

26 Man-in-the-middle
27 Browser

28 Proxy

29 Terminate

36 Honest-but-curious
37 Soundness

38 Completeness

39 Gateway

40 Hash-based message authentication code
41 Hard-code

42 Obfuscation

43 Buffer

44 Switch

45 Polling

46 End-to-end

47 Cache

YA



] .. . Iranian
( Journal of Information and Society of
. Information and

ITRC Communication Technology .
ICT Researchlinstitute -

Communication

(Iran Telecommunication Research Center) Technology

Volume 17, Issue 63-64, Spring and Summer 2025, pp. 139-154

An Architecture, Implementation, and Evaluation of
Internet of Healthcare Things Ecosystem Platform

Sayed Gholam Hassan Tabatabaei'*, Sarvenaz Aghadavoudi?
! Department of Electrical & Computer Engineering, Malek-e-Ashtar University of Technology, Tehran, Iran
2 Department of Electrical & Computer Engineering, Malek-e-Ashtar University of Technology, Tehran, Iran

Received: 25 April 2024, Revised: 26 December 2024, Accepted: 18 January 2025
Paper type: Research

Abstract

Nowadays, healthcare delivery has shifted from in-person appointments with doctors to disease prediction
through remote monitoring, and healthcare has shifted from a traditional hospital-centric approach to a distributed
patient-centric approach. It is important to use the Internet of Things as a technology that can provide a distributed
patient-centric approach. Providing an architecture and, consequently, a platform that can meet this need is very
valuable for healthcare organizations and related institutions, because prevention costs are considered more
economical for citizens and the government than treatment costs. To respond to the issues raised, a conceptual
architecture based on the integration of 10T technologies, 5G, fog/edge computing, cloud computing, network
slicing, software-defined networking, and network function virtualization has been presented for electronic
monitoring of citizens' health. A variety of medical and environmental sensors have been used to monitor citizens
and their environmental conditions in real time and over time; Therefore, the main goal of this research is to
present an loT technology ecosystem architecture in the health sector in order to improve the quality and level of
health of citizens and respond to health issues as a cost-effective solution. The ecosystem is specific to the health
sector and cannot be used in other sectors due to the provision of health network slices. The results obtained from
evaluating the solution based on efficiency and scalability criteria indicate the desirability of the solution because
the execution time for up to 100 nodes has been calculated to be less than 1 second. The architecture can be
implemented and used on a large scale and at the same time maintain its appropriate efficiency. In the proposed
solution, the risk of premature loss of life in citizens is reduced because by real-time monitoring of citizens
without a history of illness and citizens with a history of illness under care in the event of a critical situation, the
percentage of life losses will be reduced with timely assistance, and the result of using this solution will be in the
interest of user organizations and institutions.

Keywords: Internet of Things (loT), 5G, Network Slicing, Cloud Computing, Software Defined
Networking (SDN), Network Function Virtualization (NFV).
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Abstract

Congestion detection is one of the basic elements in guaranteeing the quality of service and is one of the most
important measures of efficiency in new-generation telecommunication networks. Congestion leads to the loss
of information packets in the network because the sending rate is higher than the capacity in some network links.
To control congestion in the network, the first step is to distinguish between the loss of packets due to congestion
with the packet loss introduced by other cases, including link failure. Because if the source of the loss is
mistakenly identified as congestion, reducing the sending rate in the transmitter does not mitigate the congestion
and only reduces throughput and quality of service. Therefore, the main problem of this paper is to identify
congestion and distinguish it from the error caused by communication links in a traffic data sample. In solving
this problem, various supervised machine learning algorithms including decision tree, random forest, support
vector machine, logistic regression, K-nearest neighbor, XGBoost, and neural network have been used. The
mentioned algorithms have been evaluated based on different criteria and compared with each other.

Keywords: Congestion Detection, Machine Learning, XGBoost, Evaluation Criteria of ML Algorithms.
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Abstract

Today, the food supply chain is facing various challenges, including long supply chains, complexity, uncertainty,
and food waste. With the advent of advanced technologies such as digital twins, these challenges can be
addressed. The aim of this study is to investigate the causal relationships between the influencing factors and the
results of implementing digital twins in the food supply chain using system dynamics. A descriptive-causal
approach with an application-oriented goal was employed, involving a field study among food industry experts,
managers, and specialists. Data was collected from various sources such as interviews, reports, documents, and
databases. System dynamics was used to analyze the causal relationships between the implementation and
application of digital twins in the food supply chain. Three scenarios were considered to provide solutions for the
best possible use of digital twin technology in the food industry. The findings showed that an increase in the cost
of upgrading internet speed and technology infrastructure, as well as an increase in the training rate of employees,
are factors that influence the creation of digital twins. However, the quality of using digital twins in the early
years is not optimal due to the lack of skills and knowledge of employees and their resistance to accepting this
technology. By training employees and using experts in the field of digital twin technology, employee resistance
can be reduced and their understanding of the benefits of using this technology can be increased. In addition, the
results showed that the implementation of digital twins can improve product quality, increase consumer

willingness to purchase, and reduce the total cost of the product in the long term.

Keywords: Supply Chain, Fourth Industry, Digital Twin, System Dynamics, Food Industry,
Technology Deployment.
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Abstract

In the last decade, the increasing diffusion of virtual reality technology in the B2B sector has created new and
unique values along the customer journey. Therefore, businesses have realized the need to exploit the functions
of this technology more and better to remain competitive and meet the new needs and expectations of customers.
Since implementing virtual reality in the customer journey requires a lot of time and money, it is necessary to
prioritize its functions in the stages of the customer journey. Therefore, the present study was conducted with the
aim of prioritizing the functions of virtual reality during the customer journey of B2B businesses. For this
purpose, the identified functions were ranked using expert opinion and the fuzzy SWARA method. The results
of this study showed that in the pre-purchase stage, digital marketing communications, product development
optimization, and virtual meetings were ranked first to third, respectively. Given that VR only had one function
in the purchase phase, it was not ranked for this phase, and in the post-purchase phase, employee and customer
training and maintenance optimization ranked first and second, respectively. Business leaders can leverage these
insights to improve their marketing strategies, especially in the pre-purchase and post-purchase phases, where
VR’s ability to deliver immersive product experiences significantly enriches customer understanding and builds
trust.

Keywords: B2B Customer Journey, Virtual Reality, Fuzzy SWARA.
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Abstract

Due to the high density of transistors, memories are highly susceptible to soft errors. The processor's cache, by
holding execution data and having frequent interactions with it, greatly impacts system reliability. This
importance is even higher in embedded systems and safety-critical applications. One of the most significant
factors affecting the reliability of the cache is its size. Smaller caches have better reliability due to their smaller
area and shorter data retention, but reducing the cache size makes program execution times longer. This increases
the probability of a soft error. Furthermore, reliability of cache is not uniform during program execution, and
fixed size of memory cannot optimize its reliability during this time. In this regard, the main issue in improving
cache vulnerability is to determine an optimum size of cache and its change time according to change overhead.
Accordingly, this paper defines a model for estimating cache vulnerability, which determines vulnerability based
on cache data and the type of access to it. Based on the proposed model, an algorithm has been implemented that
estimates cache vulnerability online during execution. To model time in this approach, counters are used that
model access times during decision-making intervals. By estimating based on blocks instead of memory words
and determining the sizes of the counters and decision intervals, the proposed method has been optimized. The
accuracy of the vulnerability trend estimation compared to the reference model is 95.22%. Additionally, by using
the estimated vulnerability trend during execution and the effective cache size of each program, an algorithm for
reconfiguring the cache to improve its vulnerability has been proposed. Implementation showed that with only
5.4% area overhead and 6% time overhead, we can have a reconfigurable memory equipped with a vulnerability
management algorithm, which has a lower runtime vulnerability than a fixed cache size and overall vulnerability
improvement of 36%.

Keywords: Reliability, Soft Error, Error Masking, Cache, Cache Vulnerability, Reliability-
Performance Trade-off, Cache Size, Online Cache Vulnerability Estimation.
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Abstract

Technology priority-setting is one of the most important aspects of science and technology policy-making. Due
to their shortcomings, the existing methods and frameworks for technology priority-setting face limitations in
providing policy recommendations to policymakers. One of these shortcomings is neglecting the future's
uncertainties and the scenarios drawn for technological development. Another shortcoming is ambiguity among
technological stakeholders regarding the parameters of evaluating technologies and their criteria. Fixing these
defects requires revising the previous frameworks and introducing a new framework for priority-setting. On the
other hand, considering the benefits of using intelligent systems in policymaking, the question is how to equip
priority-setting with intelligence tools. In this article, by introducing a new framework for technology priority-
setting that includes all three policy intelligence tools (forecasting, evaluation, foresight), the method of adding
computational intelligence is explained with the help of fuzzy set theory. For this purpose, instead of conventional
methods such as survey and multi-criteria decision-making, we use a fuzzy inference system to score the
alternatives in the capability-attractiveness model, which helps to resolve the ambiguity of the range of criteria
and provides a degree of intelligence for priority-setting. The criteria are also selected from among the dimensions
of the uncertainty of the scenarios to consider the impact of future developments in the analysis of priorities. The
achievement of the present research is an artifact that, with a degree of intelligence, can be used for information
technology priority-setting at the national level.

Keywords: Technology Priority-setting, Capability-Attractiveness Criterion, Scenario Planning,
Information Technology, Fuzzy Inference System.
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! Intelligence

2 General Intelligence

3 Adaptive Intelligence

4 Organizational Intelligence
> Strategic Intelligence

6 Tactical Intelligence

7 Policy Intelligence
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10 Fuzzy Sets Theory
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12 Rationalistic Al (RAI)

YYY

ST aglgl ail B s dieligh 395 anl)8 (o L‘°5J‘l Ll ol
e O e 08 (Sadlgi-Canliz o 5l e Gloy pgat «
Ghadgd Sl Sglay 4y conl p3Y bxil jo .l Slaslre
V22T Jlo jo 0gd 8o ) Slaslre saiadigr 5 (Sl
wdstio SYLI g oty gl o lojen il aiS a0 (oM
5 Cigmas Sy g5l slaassorme &,k At an
abey ol 5l g waw plesl «F(SLisy v, oSN ol Slwloeor
Ngd e sanaiel €@ Slulre iger M5 Glgie b (556

33]
5 T Eroge slaaglsl Wlsie a5 lpl (s IS caslsl )
~giailys e ler 0,5 Sl 0 lejen job a1, Vigo S8
s 3 B s a5 sl opl o pilo ol S e el €Heolis
IS o e | L gl o el aSly S e xS Lo 50
alie g paly Jeloo slajlpl (50 b G sle (nl led a4z
~shemocan mgolaidl s glid- elaizh b
~Cao pcani g o g «(STEEPV) la s b cwlow
o 4 Bohre) ol slacislos @ x5l «(SWOT) wyuys
oje> 5l Jiteaple slacalw sl> & (y5l3 350>
(s dadlgi-Canlin e pile Judow axly cogdle 4 el (s,5kd
P SWOT o slg a5 > jo sl € ols (5,58 SO»
wz L S» 50 STEEPV Ll axly sowl «,au57080

SJsle

~5g8 Judow g gatalg-calin o le adl .l €l )b
O | oo sl ) pudiue Habo 4 (SWOT) wsiagi-Cs j3-canss
yob 4 o o ien o,k SISTEEPV Llow a5 Jb> j0 asS o
G0 G 3l S e S o yaly sl A el 8
aslio | lags 5l 5l solows Qg o0 gaeilgi-Canlis s yle
Rt Sy g 3ol et b R0aSs @ S | Ll caslsl s
cwlie (515l ureilgi-cuolis s yile CaS lgi oo I caiS

—Calis e yile sla sls 5! Y S gien bl o4
Sgbisa bgrye ol )3 69,5 (slial (sla iy, 4 csatellys
sobar (lags,5ld) oan 38 sunailys 5 coalin Ll danlons
3 e B b o lmesizr (65S peal 97 2lobs, b Jsere

Glolne sz 5 58 ol b spdise Jolo g ol

! Computational Intelligence

2 Fuzzy Sets Theory

3 Neural Nets

4 Evolutionary Computing (Genetic Algorithms)
5> Computational intelligence

6 Thematic Priorities
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¢ Cloud Computing

7 Blockchain

Yv#

Slasalr S s cdlad 5 039 5L 9z 2SRy 4 <l
69l o5 25 se by pe (5 )l § SS1,S 500 Sl paS> Ll
Bl 5 ik og walys IS S G Gl oledbl
J5b & 55 g s clas SIS o aF el glanals cassl>
—0p)l el cnlple wigd 03l (g e G150 L S
Wy (g lazsl (o o b SBlAS g 5L 51,8 Wlgs o elaz]
sl oaSs

S8z g gl g ool (S )LSy 4 «low (uiadgar
5 Sl Lk e Glid des o ISlie Jupes
el Sle porde al 055 (003l 6 S slo)lSg5ke
4 Glire mlie jl eys 5o Sl 5 ools oS5 oSl
(srgoe 551 0y 4 ;0B 5 1)1 S50 (Jm) Coialign (gloged
0 Lol dnwgs | olaaseus Sl g gl 4 € puis g yld 5y
g Bulpd p gemelaio 5 Gl Gl DSy &5 o)l
53958 855,297 ol (59, S 500 ST Jome galy slasles
Do 30 S 0aST ansls slajls a8 € anwgs 6l Oledlbl
Wb asile gopal) jomecaio 5 g (S ol 859
258 o)l R Canngs Jl o Gblis (sl digu SleMbl (555
slai 4 @i Blaal sancaglyl o elaxar! o8 Liw )l
Flie)d) 2512 (63,50, a5 djlopoe drng I plaadas
Jilie ;o Zdla; atws 95 jame (al il (5 baxl (69,55,
@l aile 2518 slacdln, anws Sy S oo 8 RS
) aee lajli 5 a8 )5 pledl jlly drwgs Slaal gla Silis i a8
S &ws g ws )l B GpFaeal Sl 5l ik
2 & plrgeedaml wile gilaxl glacdls,
RO JUCEN FVA RS TRPX PR SRS L AEL A JUON

9 €l (saiedign (S LSy (5505 B jlaps? da a
5 Sloy) sl Gl b Ghae Gl ) i o9,el8 5T
€ oloizr | CEY day a5 285 L5 55 aialls b s p iy O
Goncaglyl jo (eletzl oS lawr g Celetark 45)) plla»
g go gmixe (5,918 Conliz I Gaslas €k Slual
ieilys slalne &g 4 Glgi oo 1) Coxlad pae ol cnl e
2,5 o ¥ Jgar CIB o colin g

VICT for development (ICT4D)

2 Swedish Programme for ICT in Developing Regions
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Abstract

Cloud computing service providers offer various cloud services to different users, making effective monitoring
solutions crucial for managing these services. This study utilizes Internet domain ranking as an important tool
for this purpose. The research explores website ranking methods based on factors such as referrals, popularity,
and traffic. It also examines the primary ranking techniques, focusing on distinguishing characteristics including
similarity, stability, responsiveness, and the degree of benignity. The study then narrows its focus to ranking
cloud service providers, using Tranco as a reliable source for internet domain rankings, which provides valuable
insights into the online status of websites at both global and regional levels. Additionally, this study proposes
using Tranco's aggregated ranking to evaluate the popularity of cloud service providers' domains and applies this
approach to analyze the ranking and status of Iranian cloud service providers. The paper introduces a ranking
algorithm that requires verification of the IP address and name server (NS) records for each domain in the
extracted list, excluding domains without IP addresses or with expired NS records. The results show a direct
correlation between Tranco rankings, the number of active users (as measured through company user panel
metrics), and the market share of cloud service providers, reflecting their true popularity. The adoption of this
Tranco-based method for monitoring and ranking cloud service providers demonstrates that higher active user
counts are associated with increased sales of cloud services and features, leading to higher rankings both on
Tranco and within the cloud service market.
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Abstract

People's lifestyles are experiencing a new paradigm due to emerging technologies such as artificial intelligence,
social media, cloud computing and big data, so they are gradually moving towards smarter use of technologies.
This kind of intelligence has shown itself in different fields of services, such as government services, and new
models have been formed under the title of digital (smart) government. Developed and developing countries have
paid more attention to digital government and implemented some of their digital government plans. The approach
and method of government services design depend on the relationship between governments and citizens and
businesses, and the government (public) organizations' efficiency is dependet to the coverage of goals and
satisfaction experienced by citizens. Digital technologies lead to greater efficiency, agility and responsiveness in
governments and allow them to respond quickly to the needs of citizens and even anticipate them. Because of
these issues, the policymaking of the digital government development as well as its evaluation needs new
approaches. Currently, in Iran, digital government development program is considered as one of the main
development issues of cyberspace. In this article, it was shown that despite the valuable works that have been
done in the field of electronic government development, there is a significant distance to the Digital/ smart
government, so attention to the dimensions of the digital government and the appropriate method of policymaking
and evaluation can be provided an appropriate mechanism for digital government maturity. In this article, an
attempt has been made to extract the different dimensions of digital government from the reference and
international models such as the OECD, World Bank, Deloitte and United Nations by using the meta-synthesis
method and should provid policymaking mechanisms for its development and evaluation.

Keywords: Digital government, Policymaking, Evaluation Criteria, Digital government Maturity.
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Abstract

Due to the increasing use of the Internet of Things around the world and the exponential increase in the number
of devices connected to the network and the communication between them, the potential for security problems is
increasing. Considering that many personal and public devices are connected to this network, any security
problem can have unpredictable and significant consequences. Internet of Things applications include smart
cities, smart transportation, responsive environments, and some other specific things that are directly controlled
by users or digital devices, cyber-attacks through the Internet of Things and smart digital devices is the most
important threat for these networks. So far, numerous researches have been conducted to detect Internet of Things
attacks, in particular botnet attacks, as one of the most important attacks in this field. But the lack of a method
that uses machine learning methods with high accuracy and low error to detect these attacks is strongly felt. In
this research, by using the N-BaloT dataset and Python simulator for modeling and also using deep learning
methods and MLP neural network to evaluate and train the data (using the objective function and training), the
neural system was used for detecting botnet attacks. This method obtained accuracy 90.35, precision 85.99, recall
90.53 and f1-score 87.50. Compared to other machine learning methods including random forest algorithm (RF),
support vector machine algorithm (svm), K nearest neighbor algorithm (knn), XGBOOST algorithm, AdaBoost

algorithm, the best result was obtained in all 4 evaluation parameters (accuracy, precision, recall and f1-score).

Keywords: Botnet, neural network, Internet of Things, Deep Learning
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