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Abstract

Nowadays, applications generate huge amounts of data, in the range of several terabytes or petabytes. This data
is shared among many users around the world. Distributed systems such as grid and cloud provide a suitable
platform for these applications, enabling the use of these diverse mass data applications in a distributed manner.
In these systems, they use data replication to face performance problems, guarantee service quality, and increase
data accessibility. Replication, despite its many advantages, also brings administrative costs. The balance
between the consistency cost of replication and the benefits of replication is a hotly debated topic among
researchers in this field. Therefore, paying attention to the consistency of replication plays an effective role in the
efficiency of these systems. Many strategies have been proposed by researchers in the field of data replication
consistency. Each of these strategies try to reduce consistency costs and provide effective solutions in this field
by considering various parameters such as read rate, write rate, old data tolerance rate, number of replicas and
communication bandwidth in determining the consistency levels of replicas. In this article, we will examine the
concepts related to replication and replica consistency and categorize its types and review previous works in this
field. The done works have been compared from the perspective of system type, decision parameters,
compatibility model and improved parameters. At the end, the open issues in this field are raised.
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Abstract

Belief analysis or the classification of texts based on the feelings and opinions of users on websites and social
media helps people, companies and organizations to make important decisions. Belief mining includes a system
for analyzing people's opinions and feelings about an entity such as products, people, and organizations,
according to the opinions, messages and tweets of users in social media. In this article, the belief analysis of
Persian texts based on the messages, comments and tweets of users in social media and websites of four
datasets using two deep learning methods, CNN, LSTM, taking into account the sense of the word, in two
poles, positive and negative with intervals -2 and +2 are classified. In the proposed method, first the process of
data pre-processing based on character to number conversion, removing the list of extra words and multi-word
analysis is done, then for belief analysis and classification of Persian texts CNN, LSTM machine learning
algorithm with word sense separation (WSD) is used to recognize the intensity of emotions according to the
words. We call the proposed model CNN_WSD and LSTM_WSD. In the proposed method, the Persian Twitter
dataset is used for evaluation and then it is compared with other machine learning and deep learning methods,
DNN, CNN, LSTM, in the implementation of this method, python software is used. The accuracy rate of the
proposed method for LSTM-WSD and CNN-WSD is 95.8 and 94.3%, respectively.
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Parameters: n(w, j) is the jth node in the binary tree. L (w) is the
path

length in the tree. ch(n) is a child node. o (x) specifies a sigmoid
function.

Input: Set of words in a sentiment lexicon w= {w1,w2,...,wn.{
Output: Well-trained sentiment- word embeddings Et
Initialization

w embed(w) // Equation (1)
i =0, n=total number of documents
whilei<ndo

if P(Wo|Wi(
vw is the vector marker of the input words and v'w represent
the vector marker of the output words.
x= Softmax(Wt + j) // Equation (2)

If x is integer, [[x]] = 1; Otherwise [[x]]

-1.
If x is correct, [[x]] = 1; Otherwise [[x]] =—1.

end if where (Wij weight of each n-gram in the document) //
Equation(y)

Repeating number or using the frequency product of each word
tf_idf // Equation (4)

i=i+1
Obtain well-trained sentiment- word embeddings(WSD): using
synoumym Word and the words of the context around it.
end while
return.
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: A set of words in Vocabulary = (W1,W2,W3,... WV)

: A dictionary of input words and their corresponding sentiment polarity

: I/ Get sentiment polarity of words based on SentiWordNet and
Sentipers lexicons

: Sentiment_class = {3} // Dictionary of words and their corresponding
polarity class

5: for each W in Vocabulary:

6: Score =0

7

8

wWN -

S

: Word = Lemmatization(W) //Lemmatize the word
: Synsets = GetSynsets_SentiWordNet(Word) // Obtain the sysnets of a
word from SentiWordNet
9: if length (Synsets) > 0 do // That means the word exists in
SentiWordNet lexicon

10: Score = Average( Synsets.positive_scores) - Average(
Synsets.negative_scores)

11: else

12: Score = getPolarity_SenticNet(Word)

13: if Not Score do // That means the word does not exist in the SenticNet
lexicon

14: Score = getPolarity_VVADER(Word)

15: end if

16: end if

17: /1 Assign sentiment class based on the score obtained before

18: append (W: “Strong Negative™) to Sentiment_class if Score <= -1

19: append (W: “Negative”) to Sentiment_class if -1< Score < 0

20: append (W: “Neutral”) to Sentiment_class if Score == 0

21: append (W: “Positive”) to Sentiment_class if 0 < Score < 1

22: append (W: “Strong Positive™) to Sentiment_class if Score >=1

23: end for return Sentiment_class
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embedding_50_input: InputLayer

!

embedding_50: Embedding I

convld_4: ConvlD

l max_pooling1d: MaxPooling1D I

convld_5: ConvliD

I max_poolingld_1: MaxPooling1D l

convld_6: ConvlD

global_max_pooling1d_41: GlobalMaxPooling1D I

dropout_457: Dropout
dense_48: Dense
dense_49: Dense
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Ranked -2 -1 0 +1 +2

Sentences | 5394 | 93998 | 425084 | 294538 | 180986
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_ “target” is the polarity of the tweet;

_ “id” is the unique ID of each tweet;

_ “date” is the date of the tweet;

_ “query_string” indicates whether the tweet has been collected
with any particular query keyword
(for this column, 100% of the entries labeled are with the
value “NO_QUERY™);

_ “user” is the Twitter handle name of the user who tweeted,;

. “text;’ is the verbatim gext Of; the t\éveet. .

| H c B A
tweet  place  name  usemame user_id timezone time date created_alconversatfid | 1
uteu, KHAMENIkhamenei_ 2 25E+09 UTC 11:15:25 #iHasHSE 1 59E+12 1 26E+18 1.26E+18 2
Uteu, KHAMENIkhamenei_ 2. 25e+09 UTC 10:48:01 #HHAsH# 1.59E+12 1.26E+18 1.26E+18 3
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Total params: 4,565,965
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Y




ol ol S8 U as (6,50l ool 1 oy (y5ie lolie]

arg LB laiz 51 3,90 ;5 CNN g DNN & Cos LSTM

5 oley RalS L Sl plgiee 1) e, 99 cnl 5l eslinal wens
dcgerme cilire glgl atdl wadls jowlie Slsbre auja
3,385 o 5l glite Slolas| Julo 5 325 gl 5 Waosls

S oo pwlo b goladiay o9y s 2yl 9 sl b Jou

Gros 5 S0l
Model AUC Acc F- Testin
[%6] score g time
[s]
LSTM_WS 88.13 0.958 + 0.907 + 10.398
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approaches[
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DNN- LSTM- DNN-WSD | LSTM-
WSD WSD WSD
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Abstract

Deep Neural Networks (DNNs) have demonstrated remarkable performance in various application domains, such
as computer vision, pattern recognition, and natural language processing. However, deploying these models on
edge-computing devices poses a challenge due to their extensive memory requirements and computational
complexity. These factors make it difficult to deploy DNNs on low-power and limited-resource devices. One
promising technique to address this challenge is quantization, particularly fixed-point quantization. Previous
studies have shown that reducing the bit-width of weights and activations, such as to 3 or 4 bits, through fixed-
point quantization can preserve the classification accuracy of full-precision neural networks. Despite extensive
research on the compression efficiency of fixed-point quantization techniques, their energy efficiency, a critical
metric in evaluating embedded systems, has not been thoroughly explored. Therefore, this research aims to assess
the energy efficiency of fixed-point quantization techniques while maintaining accuracy. To accomplish this, we
present a model and design an architecture for each quantization method. Subsequently, we compare their area
and energy efficiency at the same accuracy level. Our experimental results indicate that incorporating scaling
factors and offsets into LSQ, a well-known quantization method, improves DNN accuracy by 0.1%. However,
this improvement comes at the cost of a 3x decrease in hardware energy efficiency. This research highlights the
significance of evaluating fixed-point quantization techniques not only in terms of compression efficiency but
also in terms of energy efficiency when applied to edge-computing devices.
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Abstract

Software-Defined Networking (SDN) has been recognized as an efficient approach in the field of communication
technology, aiming to improve the performance and efficiency of computer networks, thus reducing costs. One
of the key challenges in SDN is load balancing among nodes. Solving this challenge leads to improved response
time and network performance. Nowadays, various methods have been proposed for load balancing in SDN, but
they have not yet reached the ideal state. In this article, a new method is presented to enhance load balancing and
reduce response time. This method utilizes multi-objective evolutionary algorithms and fuzzy weighting. In the
proposed method, factors such as bandwidth, traffic status, link buffer, and desired router are taken into account,
and the best path and router with desired load balancing for information flows are selected with the minimum
time. One prominent advantage of this method is the possibility of performing load balancing automatically
without the need for human intervention. Experimental results demonstrate that the proposed method shows a
significant improvement of approximately 14.8% in response time compared to other methods, while maintaining
load balancing in SDNs. By using the proposed method, in addition to improving service quality and user
satisfaction, response time will also be enhanced. In summary, the proposed method is introduced as a viable
approach in SDNs and exhibits superiority over existing methods.

Keywords: Software-Defined Networks (SDN), Load Balancing, Multi-Objective Optimization,
Fuzzy Voting Algorithm, Response Time.
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2 Link Layer Discovery Protocol
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Input: Top-K paths K_PATH determined
Output: The optimal path BEST_PATH

1: Define the factor domain U (hops, bytes, packets,
port_rate) and rank domain V(P) for a path
For eachiintherange{0, 1, 2, ..., K-1}:
Calculate hops][i] as the length of K_PATH[i]
Calculate bytesli] as the total bytes of K_PATH]i]
Calculate packets[i] as the total packets of K_PATH]i]
Calculate port_rate[i] as the transfer rate of K_PATH]i]
EndFor
Foreachjin{0, 1,2, .., K-1}:
Transform hops[j] by applying the function
1.0 / exp(hopslj])

LCoNURWN

10:  Transform bytes|j] by applying the function
1.0/ log(bytes|j] + 0.1)

11:  Transform packets[j] by applying the function
1.0 / log(packets[j] + 0.1)

12:  Transform port_ratelj] by applying the function
1.0/ (1 + exp(-port_rate[j]/50.0))

13: EndFor

14: Define weight vector A (weight_hops, weight bytes,

weight_packets, weight_port_rate)

15: Foreachkin{0,1,2, .., K-1}:

16: Calculate temp_hops|k] as the product of weight_hops
and hopslk]

17: Calculate temp_bytes[k] as the product of
weight_bytes and bytes[k]

18: Calculate temp_packetsk] as the product of
weight_packets and packets[k]

19: Calculate temp_port _rate[k] as the product of
weight_port_rate and port_rate[k]

20: Calculate score[k] as the sum of temp_hopslk],
temp_bytes|k], temp_packets[k], and
temp_port_rate[k]

21: EndFor

22: BEST_PATH is equal to the path with the maximum score

among all scores
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Input: Graph G represented by a set of nodes and edges, starting
node S, destination node T
Output: Shortest path from node S to node T

1: Initialize A[0] to represent the shortest path from node S
tonode T
2: Foreachkintherange{l, 2, ..., K-1}:
3: For each i in the range {0, 1, 2, ..., length(A[k-1]) - 2}:
4: Set currentNode as the j-th node in A[k-1]
5: For eachjinthe range {0, 1, 2, ..., K-1}:
6: Set previousNode as the j-th node in A[k-1]
7: If currentNode is equal to previousNode:
8: Set the distance between currentNode and the
(i+1)-th node as infinity
9: End if
10: EndFor inner loop
11: Calculate S[i] representing the shortest path from
currentNode to node T
12: Calculate R[i] as the shortest path from node S to
currentNode
13: Calculate B[i] as the sum of R[i] and S[i]
14:  EndFor outer loop
15: Update A[K] to represent the shortest path with the
minimum length among all B[i]
16: Restore the distance between currentNode and

previousNode to its original value
17: EndFor outer loop
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Abstract

Fuzzing software is a method for finding security vulnerabilities in applications. In this method, by sending
random data to the program, attempts are made to find cases that lead to undesirable behaviors and errors such
as memory corruption or unauthorized access. One of the proposed methods for improving and enhancing fuzzing
is the use of symbolic analysis and dynamic-symbolic execution. In this method, in addition to generating random
data, logical analysis of the program and its symbolic execution are used to generate data that can cover new
paths in program execution. In this research, we have shown that the dynamic-symbolic execution method can
be used for fuzzing network protocols and also improve this process. For this purpose, the first framework for
hybrid fuzzing of network protocols has been designed and implemented. The results on two services dcmtk and
dnsmasq show that hybrid fuzzing performs better in terms of code coverage compared to traditional fuzzing.
Branch coverage in the demtk service improved by 2.71 percent compared to AFLNet, which was able to make
the negative performance of NyxNet compared to AFLNet positive. Also, branch coverage in the dnsmasq service
improved by 37.72 percent compared to AFLNet and by 11.82 percent compared to NyxNet.

Keywords: Fuzz Testing, Network Protocol Testing, Vulnerabilities, Symbolic Execution, Concolic
Execution.
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def coordinator () :
set corpuses notify ()
list corpuses()
while True:

py_script = reproduce corpus (
get one corpuse ()
)
packets = load packets (py script)

new_seeds explore (packets)
feed to nyxnet (new_ seeds)

def explore():
run_CE ()
handle instructions()
return solve path constraints()
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def handle instructions():
done False
while (not done) :
action read shm()
if action == get packet:
packet get next packet ()
if packet.is last one()
taint memory (packet)
send (packet)
elif action == set reg mem :
change reg mem value ()
elif action instruction
done process_instruction()
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Abstract

One of the important issues and concerns in agile enterprise architecture is the documenting and modeling of
requirements and artifacts. Architectural models and documents should be produced and updated as necessary
and while meeting the requirements and concerns of the stakeholders, they should be presented in the shortest
time and at the lowest cost. On the other hand, methods and tools should be used that are applicable and simple,
and while using agile practices and modeling standards, have the necessary comprehensiveness. Researches has
been done regarding the modeling and documenting of agile enterprise architecture. Since there is no
comprehensive, standard and minimal method for modeling and documenting agile enterprise architecture in
related researches, therefore, in this paper, a method for modeling agile enterprise architecture is presented and
evaluated by the combined (qualitative + quantitative) method. Qualitative evaluation is performed through a
case study. For quantitative evaluation, the AHP method is used to weighting and ranking the criteria. Evaluation
criteria are extracted based on library studies and experts' opinions. In order to quantitatively evaluate the
proposed method, six criteria have been proposed in this paper, which are: production of required and necessary
artifacts, reduction of modeling time, reduction of cost, improvement of stakeholders satisfaction, improvement
of applicability and increase of simplicity, and criteria of production of required and necessary artifacts, has won
the highest rank.

Keywords: Agile Enterprise Architecture Modeling, Agile Enterprise Architecture Documenting,
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Requirement Modeling, Evaluating Agile Modeling.
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Abstract

The security of any country is the highest capital and the most favorable point for the system and people. For
integrated management and command and control over situations and issuing appropriate orders, it is necessary
for an organization like the police to intelligently monitor all issues and create an intelligent command and control
center to complete missions efficiently. One of the components of increasing security is people's cooperation
with the police in order to scientifically detect crimes, as well as benefiting from the latest technologies at the
organization level. Despite the wide role of information technology in Faraja, in order for Faraja to carry out the
assigned missions and establish order and security, the police organization must be transformed from a
technology-oriented to a smart police, so the purpose of this research is to "provide a model It is a native strategy
of the smart police of the Islamic Republic of Iran. This research is applied-developmental in terms of type and
descriptive-analytical in terms of method. The statistical population of this research is targeted among the experts
whose common feature is management experience in smart projects, with expertise in the fields of systems design
or information technology, a strategic job position, which is estimated at 50 people. The analysis of the
information and data obtained from the study of the sources has been done in a qualitative way and the
information obtained from the questionnaire has been analyzed using the method of structural equations with the
partial least squares approach and the use of SmartPLS software. The results of the research showed that the local

strategic model of Iran’s intelligent police consists of six dimensions: "people”, "sovereignty", "data", "platform

and system", "process"” and "technology" and 49 components.

Keywords: Smart Police, Technology, Strategic Model, Data.
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Abstract

Self-adaptive systems are one of the types of software systems that change their behavior according to system
conditions and environmental conditions and adapt themselves to it. Although the evaluation of the performance
of these systems has been covered in most researches, the evaluation of their quality has remained closed.
Therefore, designing an approach is an essential issue to evaluate the quality of self-adaptive systems. The first
challenge, the quality indicators of these systems are not fixed, specific, and definite parameters. For example,
one of the qualitative indicators for a self-adaptive system is the ability to run software on different operating
systems. This indicator may have different degrees of importance for different experienced individuals. The next
challenge, some qualitative indicators are not mathematical variables, but rather a linguistic variable between
users and experts, indicating that these qualitative quantities are fuzzy variables and can be completely formulated
by fuzzy logic. In this article, a new genetic-fuzzy type 2 approach has been proposed to evaluate the quality of
the systems based on their quality indicators. The fuzzy logic type 2 is used to describe qualitative indicators,
and a genetic algorithm is utilized to determine the optimal fuzzy weights of the qualitative indicators. In the
proposed method, it has been tried to compare the self-adaptive systems from two dimensions, including the
software dimension and their self-adaptive dimension. In order to evaluate the proposed method, a traffic control
system called InSync, which is an adaptive traffic control system (ATCS) and contains multiple qualitative
factors, has been used. The obtained results confirm the effectiveness of the proposed method due to the lack of
scenario generation, the ability to extend the method to all software quality parameters, and its simplicity. Also,
the method is more comprehensive than other existing evaluation models. In addition, it has been tried to compare
the self-adaptive systems from two dimensions, including the software dimension and their self-adaptive
dimension. This is despite the fact that most of the existing research deals with only one dimension.

Keywords: Self-Adaptive System, Quality Indicators of The Software, Genetic Algorithm, fuzzy
Type 2, Adaptive traffic control system (ATCS).
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Abstract

Cloud computing provides computational services such as servers, memory, storage space, databases, networks,
software, analytics, and information as virtualized resources through the internet to offer faster innovation,
flexible resources, and cost savings at scale. Although cloud computing service providers are innovatively
expanding their services, trust is one of the major obstacles to the progress of this matter. Trust is the biggest
issue in cloud computing since trust is an effective guarantor during interactions between the users and the
providers. Trust is one of the most fundamental methods for increasing confidence in resources provided in the
cloud environment and is important in cloud business environments. With the increasing number of cloud
services providers in the cloud computing environment and the number of users, the selection of provider has
become a major challenge. The Coa algorithm has a higher convergence speed, at least by 5.9%, compared to the
studied algorithms. In this research, an optimization approach based on a metaheuristic process using the COA
algorithm combined with the K-means clustering algorithm is proposed to solve the optimization problem of
selecting the best provider in the trust management third-party component layer based on parameters. In this
method, while reducing trust evaluation time, the accuracy of user access to the most trusted provider based on
user priorities has increased compared to previous methods. This can increase user confidence and improve the
service quality of providers.

Keywords: Cloud Computing, Trust Management, User Feedback, Cuckoo Optimization Algorithm, K-Means
Algorithm
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Input: n (number of Cuckoos); Max It; QoS-/+ ; Const;
Output: Best provider

Data, x = {xq1, X3,...X, };

Cluster number, K;

Clusters: ¢ = {c1, X2,...,Ck }

1: Initialize: Generate initial population
Num Cuckoos: number of initial Population;
Min Number Of Eggs: min number of eggs for each
cuckoo;
Max Number Of Eggs: maxi number of eggs for each
cuckoo;
Max Iter: max iteration of the Cuckoo Clustering
Algorithm;
Max Num Of Cuckoos: max number of cuckoos that can
live at the same time;
Var low;
Var hi;
: Generate the Position of Initialize Population randomly
which each single 1 = {j, 1, ..

" p‘numCuckoos };
contains K randomly generated centroid vectors |;
R = {Mi, Hizs- oo Mik 15

3. for t=1: max Iter do

4: fori=1: num Cuckoos do

5: Initialize number of eggs for each pi

6: end for

7: fori=1: num Cuckoos do

8 Calculate ELR (egg laying radius)

for current p;

9: end for

10: Lay eggs in different nests

11.Remove the eggs on the same positions for all Cuckoos

12: for i=1: num Cuckoos do

13: Evaluate fitness function for each pi and its
eggs and put them under each other

end for

if Population > max Num Of Cuckoos then
abandoned cuckoos in worst position

end if

Update the global best position ppes: : Select the

best Wpese i from {Hy, Ha, - - -, Knumcuckoos 15

19: Move all cuckoos toward Hpest

20: end for

21. Result (best provider)

14
15:
16:
17:
18.

Up=Y™, QOSi+ P*Wi %)
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Input: n (number of Cuckoos); Max It; QoS—/+; Const
Output: Best provider

Objective Function f;, X ={x;, x3,....X, }
1. Generate initial population x; (1, 2, ..., x)
2. Evaluate fitness
3.while (t < Max It) do
It=It+1

4. Get a Cuckoo randomly by Levy Flights
5.Evaluate its quality/Fitness f;
6. Choose a random nest j;

7.if (fi2 f;) then
8. Replace j by the new solution ;

9.End if

10.Worst nest is abandoned with probability (pa) and
new nest is built with Levy flights;

11.Keep the best solution (or cuckoo with quality
solutions);

12.Rank the solutions and find the current best provider;
13.End while

14.Result (best provider)
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Abstract

The Rhynchophorus ferrugineus is a major pest that serves as a carrier for bacterial and fungal diseases, causing
significant damage to palm plantations when observed on farms. Nowadays, advancements in wireless
communication environments have made it possible to develop low-cost, energy-efficient, multi-functional, and
short-range sensor nodes for tracking this pest in palm plantations. In existing target tracking algorithms, the
probability of losing the target increases with its speed. Therefore, this paper proposes a new method for target
tracking that reduces the likelihood of losing the target. Additionally, considering the energy constraints of
battery-powered sensor nodes, we need a scheduling mechanism for their sleep and wake-up cycles to enhance
the network's lifespan. To improve energy consumption, this paper utilizes a time scheduling approach to adjust
the sleep and wakeup periods of nodes using the Cat Swarm Optimization algorithm and Fuzzy Logic
optimization. By simulating the proposed method and comparing it with the Tracking-45-Degree-vectors
method in the Opnet simulator, it can be observed that the proposed protocol performs significantly better.
Specifically, the end-to-end delay rate improves by 27.02%, the media access delay rate improves by 2.01%,
the throughput rate improves by 0.62%, the signal-to-noise ratio improves by 3.28%, and the average battery
energy consumption improves by 8.77% compared to the Tracking-45-Degree-vectors protocol. It is worth
mentioning that the proposed algorithm has been simulated and tested for a single target scenario.

Keywords: Clustering, Energy Consumption, WSN, Cat Swarm Optimization algorithm, Fuzzy
Logic, Target tracking, Rhynchophorus ferrugineus
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Abstract

Software mutation testing is one of the effective methods to evaluate code quality and detect hidden errors.
However, this method faces challenges such as producing equivalent mutants and the process being time-
consuming. The test cases designed for software testing must have the necessary sufficiency. For this purpose,
the criterion of mutation test score is used. One of the main issues related to software mutation testing is the
generation of equivalent mutants. Equivalent mutants are mutants that do not change the behavior of the program
and have the same output as the original program. Identifying these mutants can make the mutation testing process
time-consuming and costly. It is also possible that these mutants are mistakenly classified as hard to kill mutants.
While hard to kill mutants can be rejected by changing the test items and strengthening them. In this paper, we
present an efficient method for classifying program mutants to identify and separate equivalent mutations from
hard to kill mutants. Using machine learning algorithms, we intend to optimize this process and improve the
efficiency and effectiveness of the method. This is done by extracting different features from the mutants and
using them to train machine learning models.

Keywords: Software Testing, Mutation Testing, Equivalent Mutants, Test Adequacy, Mutation Score.
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AODS: Shortcut Arithmetic
Operator Deletion

AODU: Unary Arithmetic Operator

Deletion
AOIS: Shortcut Arithmetic
Operator Insertion

AOIU: Unary Arithmetic Operator

Insertion
AORB: Binary Arithmetic
Operator Replacement
AORS: Shortcut Arithmetic
Operator Replacement
ASRS: Shortcut Assignment
Operator Replacement

CDL.: Constant DeLetion

COD: Conditional Operator
Deletion
COl: Conditional Operator
Insertion
COR: Conditional Operator
Replacement
LOI: Logical Operator Insertion

ODL: Operator DeLetion

ROR: Relational Operator
Replacement
SDL: Statement DeLetion

VDL.: Variable DeLetion
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Diversity of m1 with respect to m2: /5-3/=/5—-3/=2
Diversity of m1 with respect to m3: /5-7/=/5-7/=2
Total diversity for m1: 2+2=42+2=4
For m2:
Diversity of m2 with respect to m1: 3-5/=/3-5/=2.

Diversity of m2 with respect to m3: 3—-7/=4/3—7/=4
Total diversity for m2: 2+4=62+4=6

For m3:

Diversity of m3 with respect to m1: /7-5/=2/7-5/=2
Diversity of m3 with respect to m2: /7—3/=4/7-3 /=4
Total diversity for m3: 2+4=62+4=6.
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Functional Impact (FI): 8

Fault Detection Difficulty (FDD): 5
Potential Consequences (PC): 7
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MV:(WScopeXSScope)+(WChangexSChange)+(WReadabilityxSReadabiIity)
=(0.33x5)+(0.33x7)+(0.33x8) = (0.33x5) + (0.33x7) +
(0.33x8)

=(1.65)+(2.31)+(2.64) = (1.65)+(2.31)+(2.64)

~6.60.

:Mutant Complexity
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public static double calculateArea (double length,

double width) {
return length * width;
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Jesdl 9 Dependency level of the instruction (D) e
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w1=0.5 for importance,
w2=0.3 for complexity,
w3=0.2 for dependency level
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Diversity(m2)= 6
Diversity(m3): 6
ol ¥ oadayl, oluly (g ide Mutant Coverage

D9 50
Mutant Coverage for One Mutant=(Total Number of Test
cases in the Test Suite/Number of Test Cases that Detect

the Mutant)x100 (f)
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public class SquareCalculator {
public int square(int x) {
return x * x;
}

}
oS o0 (Byre Ghsy cnl 4l ez 90 0S5 8 >
AR o yu3S ) oz a1, (X) © o Jos Mutant 1
3008 oo By |y () 3o, Jes S oo sl 4 :Mutant 2
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Mutants 1

public int square(int x) {
return X + X;
}

Mutant 2:
public int square(int x) {

return X - x;
}
el g 35 1) (6,500 p iz S paeid 36 anle (Jl
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MCom=w;xI+ w;xC+xw;xD
MCom=0.5%0.8+0.3%x1+0.2x1=0.8x0.5+1%0.3+1x0.2

=0.5+0.3+0.2=1
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MCom=0.5x0.7+0.3x2+0.2x1=0.7x0.5+2x0.3+1x0.2
=0.35+0.6+0.2=1.15
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public class FactorialCalculator {
public int calculateFactorial(int n) {

if (n==0)
return 1;
else
return n * calculateFactorial(n - 1); mutant
injection— return n + calculateFactorial(n - 1);
}
}
MI (Mutant Impact)= FIx(1-CD)xCC )
1S Seb &

M1 is the mutation impact.

Fl is the functionality impact

CD is the fault detection difficulty.

CC is the code coverage affected by the mutation.
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public static int Numbers(int[]x)
{
intn;
n=x.length;
System.out.printin(n+" is number of integers");
int max=x[0];
System.out.printin(max+" is the first number ");
for(inti = 1;i<n;i+=1)

if(max<x]i])
max = X[i];
}

System.out.printin("maximum of " +n +"
numbers is " +max);
return max;

}
i
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package maxx;

import static org.junit.Assert.*;

import org.junit. Test;

import org.junit.After;

import org.junit.Before;

import org.junit. Test;

import static org.junit.Assert.assertArrayEquals;

import static org.junit.Assert.*;

import javax.lang.model.type.ArrayType;

import org.junit. Test;

import junit.framework.TestCase;

public class Max2Test extends TestCase{
private Max2 c2;

public void setUp()
{
c2 = new Max2();
}
@Test

public void test1() {

int value [] ={753,564,87,235,123,78};

int expectedOrder =753 ;
assertEquals(expectedOrder,c2.Numbers(value));

}
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Analysis of test case

test 1 kill ==> AOIS_10 AOIS_11 AOIS_12 AOIS_14
AOIS_15 AOIS_16 AOIS_17 AOIS_19 AQIS_21 AOIS_22
AOIS_23 AOIS_24 AOIS_25 AOIS_26 AQIS_28 AOIS_37
AOIS_38 AOIS_5 AOIS_7 AOIS_9 AOIU_3 ASRS_1 ASRS_2
ASRS_3 ASRS_4 COI_2LOI_11LOI_4LOI_6LOI_7

Live: 26

Dead: 30

Active: 0

Results for class maxx.Max2

Live mutants: 26
Killed mutants: 30
Mutation Score: 53.0
Writing to file...

* Compiling traditional mutants into bytecode

+AOIS_1 +AO0IS_10 +AO0IS_11 +AOIS_12 +AOIS_13 +AOIS_14
+AOIS_15 +AOIS_16 +AOIS_17 +AOIS_18 +AOIS_19 +AOIS_2
+AOIS_20 +AOIS_21 +AO0IS_22 +AOIS_23 +AOIS_24
+AOIS_25 +AOIS_26 +AOIS_27 +AOIS_28 +AOIS_29
+AOIS_30 +AOIS_31 +AOIS_32 +AOIS_33 +AOIS_34
+AOIS_35 +AOIS_36 +AOIS_37 +AOIS_38 +AOIS_39 +AOIS 4
+AOIS_40 +AOIS 41 +AOIS_42 +AOIS_43 +AOIS 44 +AOIS 5
+A0IS 6 +AOIS 7 +AOIS 8 +AOIS 9 +AORB_ 1 +AORB_2
+AORB_3 +AORB_4 +AORB_5 +AORB_6 +AORB_7
+AORB_8 +ASRS_1 +ASRS 2 +ASRS 3 +ASRS 4 +COR_1
+COR_2 +LOI_1 +LOI_10 +LOI_11 +LOIl_2 +LOI_3 +LOI_4
+LOI_5 +LOI_6 +LOI_7 +LOI_8 +LOI_9 +ROR_1 +ROR_10
+ROR_11 +ROR_12 +ROR_13 +ROR_14 +ROR_15 +ROR_16
+ROR_17 +ROR_18 +ROR_19 +ROR_2 +ROR_20 +ROR_3
+ROR_4 +ROR_5 +ROR_6 +ROR_7 +ROR_8 +ROR_9

Mutants have been created!

+AOIS_3
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FindMax xo

AOIU_1:27:int_Numbers(int):x.length => -x.length
AOIU_2:33:int_Numbers(int):i => -i
AOIS_9:30:int_Numbers(int):max => ++max
AOIS_10:30:int_Numbers(int):max => --max
AOIS_11:30:int_Numbers(int):max => max++
AOIS_17:31:int_Numbers(int):n => ++n
AOIS_18:31:int_Numbers(int):n => --n
AOIS_19:31:int_Numbers(int):n => n++
AOIS_20:31:int_Numbers(int):n => n--
AOIS_21:32:int_Numbers(int):max => ++max
AOIS_22:32:int_Numbers(int):max => --max
AOIS_23:32:int_Numbers(int):max => max++
AOIS_24:32:int_Numbers(int):max => max--
AOIS_25:32:int_Numbers(int):i => ++i
AOIS_26:32:int_Numbers(int):i => --i
AOIS_27:32:int_Numbers(int):i => i++
AOIS_28:32:int_Numbers(int):i => i--
AOIS_29:33:int_Numbers(int):i => ++i
AOIS_30:33:int_Numbers(int):i => --i
AOIS_31:33:int_Numbers(int):i => i++
AOIS_32:33:int_Numbers(int):i => i--
AOIS_33:36:int_Numbers(int):n => ++n
AOIS_34:36:int_Numbers(int):n => --n
AOIS_35:36:int_Numbers(int):n => n++
AOIS_36:36:int_Numbers(int):n => n--
AOIS_37:36:int_Numbers(int):max => max++
AOIS_38:36:int_Numbers(int):max => max--
AOIS_39:37:int_Numbers(int):max => max++
AOIS_40:37:int_Numbers(int):max => max--
COI_1:31:int_Numbers(int): i <n => I(i <n)
COI_2:32:int_Numbers(int): max < x[i] => !(max < x[i])
LOI_1:27:int_Numbers(int):x.length => -x.length
LOI_2:28:int_Numbers(int):n => ~n
LOI_3:30:int_Numbers(int):max => ~max
LOI_4:31:int_Numbers(int):i => ~i
LOI_5:31:int_Numbers(int):n => ~n
LOI_6:32:int_Numbers(int):max => ~max
LOI_7:32:int_Numbers(int):i => ~i
LOI_8:33:int_Numbers(int):i => ~i
LOI_9:36:int_Numbers(int):n => ~n
LOI_10:36:int_Numbers(int):max => ~max
LOI_11:37:int_Numbers(int):max => ~max
ASRS_1:31:int_Numbers(int):i+=1=>i/=1
ASRS_2:31:int_Numbers(int):i +=1=>i*=1
ASRS_3:31:int_Numbers(int):i+=1=>i-=1
ASRS_4:31:int_Numbers(int):i +=1 =>i %=1
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Abstract

Twitter List recommender systems have achieved high prediction accuracy by leveraging diverse user and List
information alongside complex algorithms. However, explainability remains a significant challenge in these
systems. Providing meaningful explanations along with a set of recommendations can enhance user trust and
satisfaction, assisting them in informed decision-making. In this paper, we present a model for the automated
generation of personalized descriptions as explanations for recommended Twitter Lists. Specifically, our model
selects frequently used hashtags from the content of the recommended List, establishing semantic relationships
with the user's activity history. The aim is to present the List's subject in an understandable and personalized
manner through a generated description. Through experiments conducted on a real Twitter dataset, our proposed
model demonstrates its capability to generate explanations for a high percentage of the recommendations
provided by a recommendation model.

Keywords: Explainable Recommender System, Personalized Explanation, Twitter List, Semantic
Similarity of Hashtags.
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Algorithm: Tag-based Explanation Generation
Input: (user u, recommended List /), frequent tags of u (T, ).
frequent tags of / (T} )
Output: the subset of I's tags (T)* < T,)
=1
for #; in T,do
for fy in T, do
sim = BERT. get _semantic_similarity(ti, tu)
if sim > treshold and #; not in T} then:
T{*. append(r;)

end if
end for
end for
return T;*
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Abstract

Today, social networks have brought a lot of convenience to their users, but there are still problems of not
respecting privacy. This has caused the security and privacy protection of social network users to be important.
Users share a large amount of personal data on social networks, attackers can obtain sensitive personal
information simply by using social networks. and carry out various types of attacks and identity theft. Many
social networks do not have their own data centers and usually store user data in third-party data centers. These
centers can share this data with others and provide user data to other organizations without their knowledge.
Owners of social networks can provide users' data to information agencies or use them for advertising purposes.
In this research, in the first part, we have described the introduction of the subject, and then in the second part,
we have discussed the literature on the subject, which is mostly focused on the centralized methods of privacy
protection, and then in the third part, we have described the research method. And we have presented a method
that increases the privacy of users in social networks to a great extent by using blockchain. In the fourth part, we
have described the implementation of the research and finally we have concluded and summarized this research.

Keywords: Privacy, Information Security, Blockchain.
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Abstract

Security is a main goal in the design of the Industrial Internet of Things network. Due to the ever-increasing
developments in the Internet of Things, it is necessary to use new methods in detecting active network attacks.
In this article, an intrusion detection system for industrial Internet of Things is proposed. This system uses a
combination of gray wolf meta-heuristic (GWO) and decision tree (DT), nearest neighbor (KNN) and artificial
neural network (ANN) classification algorithms. First, the data is pre-processed and then normalized, in the next
step, data feature extraction is performed using the gray wolf algorithm to extract its independent and effective
features. Then it is trained and finally evaluated using classification algorithms. The obtained results show that
the use of the combined GWO-ANN algorithm with 93.22% accuracy has a better performance in detecting
attacks. Also, the ANN algorithm is more accurate than the DT and KNN algorithms in combination with the
GWO algorithm.

Keywords: Intrusion Detection System, Gray Wolf Algorithm, Industrial Internet of Things.
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Abstract

Link prediction is important to check links between nodes in social networks. The modeling of social networks
leads to the emergence of signed, directed, and weighted social networks. The relationships of users in social
networks are characterized by subjective, asymmetric, and ambiguous aspects related to this domain, both terms
of trust and distrust are challenging. To solve the problem of sparsity in networks and overcome ambiguity in
relationships, a trust-distrust method based on fuzzy computational is proposed to calculate the strength of links.
The purpose of the proposed link prediction is to solve problems of sparsity in signed social networks by
combining descriptive features of users with the direct influence of top nodes and the indirect influence of
common nodes on rating prediction. Trust is determined by a Mamdani fuzzy system based on mirroring of
similarity fuzzy features, overall trust, and overall distrust. The evaluation of the proposed method was done with
the accuracy measure on datasets of Epinions and Slashdot. The accuracy of the proposed method in Epinions
and Slashdot datasets is 0.991 and 0.998, respectively. The obtained results show that the proposed method works
well for problems of data sparsity in signed social networks and shows the effectiveness of the proposed model.

Keywords: Link Prediction, Signed Social Networks, Trust, Distrust, Fuzzy Computational.
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Abstract

Fault detection in photovoltaic (PV) arrays is necessary to increase the output power and also the useful life of a
PV system. The presence of conditions such as partial shade, high impedance faults, and the maximum power
point detector (MPPT) system make the fault detection of PV in environmental conditions more challenging. The
literature identified and classified defects just in few scenarios. In this study two-dimensional scalograms are
generated from PV system data. The VGG16 as a pre-trained convolutional neural network is used for feature
extraction. Finally, to identify and classify faults in the PV system a fully connected neural network is trained.
Unlike the previous methods proposed in the literature on the subject of defect detection and classification,
various defective cases with MPPT combination are considered in this research. It has been shown that the
proposed method including pre-trained CNN performs better than the existing methods and achieves an error
detection accuracy of 83.375%.

Keywords: Photovoltaic array, Maximum power point tracking, Fault classification, Convolutional neural
network, Scalograms
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Abstract

In recent years, cyber-attacks on the critical infrastructure of countries have increased dramatically. The types of
critical infrastructure and their dependencies based on national requirements are different from one country to
another. Disruption of the mission or services of a critical infrastructure has a cascading effect on other
infrastructures and makes them face serious problems in service delivery. In various studies, approaches Different
methods have been adopted to model these dependencies. The important point is not to generalize those models
to other countries due to the national requirements of each country. In this research, by forming 11 focus groups
consisting of senior and middle managers of each infrastructure field, the network analysis method based on the
DEMATEL technique was used, and the most effective and influential critical infrastructure from a cyber-
perspective on other critical infrastructures was identified, and the relationship between critical infrastructures
and Their prioritization was determined from a cyber-perspective. The results of this research can be useful in
the design of the national warning sharing system in order to calculate the national situational awareness in the
cyber field and other researches based on the dependence of critical infrastructures.

Keywords: Critical Infrastructure, Critical Infrastructure dependency, DANP.

* Corresponding Author’s email: gharaee@itrc.ac.ir

Y&



aolladqgo ..- ‘//

ﬁ ol Sl g oledbl g 5L .
ITRC B oew

ut{/.:«lb?/l

clellals solisgelbl lolinng .

YAY JIT8Y amino AFoF yliuo) 3 juls ST 551 oo los a3l Jlw

M olp! ool g 50> Sl sresle g ) (Sumly 9 Caonl bLI
Syl e

"l o e T i 4abls TS 15 i gy Sy s39
Ol ol gz ol axly oDl of3T olKisls Sledlbl (5 ,5lid o e (655 (sgmeiils’
Olnl el s cledsl (g ,5li8 ¢ Dbl oKimghs Luiils ¥
Al el ol oEails Cu e lFaSasls [Luails”
St 5 cosiz s oy oMol ol T olStils sl 5 g e ouStils sl ”

VEYIVING i oy 20U VF eVl VioA i gasbige, b VFeV ¥ sl o b
gy 4lie gy

ouuS

o Sy 5 Sl il elsil ool il (1I53l 6 St s as ystS Sl slaclo ) s 6 sl Slom 5 sla Lo
il ©yga Sl cobon; S Slaas b cujgele o Pl il Sglicte 1505 5945 4 (5,925 jl o Slodiie (e o]
sl sla3,Sas, cilisee Slalllas 45 wuleioo 59y Sloyiloas ol s (saz OISe b T, LT 5 azaliS 5l lacslo ) Koo o
el 5555 12 Lo Lt alaly 45 1 ,0iS 1500 (gl I ko ] e pie oo 4355 ansl o S5 L Kl ol 6 oo g
SIS 9 (e aSeh Jolod g, 5l (B len 0je 2 (Sl g Jle lne 5l JSate (S5 09,5 VY ST b gl 5o
18 ol Sl lacilo 500 5 6yl e 51 Sl Eilo) o il g oy l38 b o 4 eolizl DEMATEL
o albebes (b s Wlgiioe Graghy ol @bt b pasie b Sl Sl uncaslsl 5 Sl glacsle ) o BLI 5
Sl slbcsloy; (Sl » (S glagiagh Koo 5 smlo ojsm 50 o (Gumdy (2T slaxl jslite 4 Jladie (5,351,275

D9 &8ly arhe

gharaee@itrc.ac.ir : Jsgms odiw s aslill, ™

Y#Y



YAV JIVEY amio VF¥ lis) s 5l &Y 58 slao o oo ilss Lo

Wl amalinl O 51 olaig e 00 05 )13 50 o samio YL
J..J‘yso.) Lﬁul.....u)Lo.u qu‘ P 053'{9 W) M‘P P9, W‘J.QJ 9
2K PPV K R VEL P L | u**-'T s ws I8
2 Jyge ;0085 anales I8 S0 co  des Dlugwl g
Sl w8 8 Bas 0)50 5,50 Sl cSley; i
Vols walg F ) solie (Sginegd

4>l )o] LngJLw 50 as Lgkg).:.g‘b Mo sl o
o0y (4795 BB Gliee 400l Sl glacslu 5 g s o
&S Cool ol canl azg BB Gl ol jo S ST Lol Lol
Ao G Ladd ouls plxil je el 40 B L3 Lo g0 5l aS Dlas
u...».o‘ 0)5:> )o U‘)"‘ uﬁf u‘ysa 45.1; M (5‘5’0"'9 6)...>L~u
AR PR Gl Kz G 0yl5 49 Jlos olo oo 31 (g5l

Lol e 5l Sl Bpo Sl glacdlon) )0 o)bls
oo 0By » (Sl S (slanaly 5 b Wi e oab
G ) o pizmen g Cdgo (el 0l 8l 4y aS ol anils
Barmg 5l (Fp &5 Cuns co sl b LB S
Ot 3l Sl lo g ol CuSir 4 aisS e slgaiey

sbeslon) pear ;o bollws g ca)ls Spa ¥ Jooo )0

R PR wlof ‘;L.}

doddo —)

DMLl (g,5l8 4 w0l A (gymbe slad 4 (00 sloyglS
Sloas sl g diedign ol en ol slaollins wols wlbls)|
WS oo 10 Gilre slad (> cpl b csl golazdl
YL e V] el iz mlio 51 3o Oes g (Bolas
@ 35> wilsr l Colex lp 0)de layeaS ple g susie
s ally 5 Gl glacSlen; Sl (gues dasgene
Lol coind aunly 35080 4 (goaxio o g, @ s beSlu )
JSas 1y Jlie sla Kl 5l slaSid pseie (SIS 5o

Iy ¥lass Gdgie b co o 1) 500 slacslu ) o Slles

3 ol sl J 5 ad ol Gl 5Ly sl i
5 5 sl o 5 (53,5l 5 15 5 blage (laciudl o oLl
Sk O melsz il 3Skes sl bt Gl 5l e 2
i 5 e 5 2 e 3 A iy 0 5
@ b pra (Jle lgie 4ol axsls 508 (coriias
3 Ysb S (sl alsf_a Sl 8,15 Kty 3 S
adai b Gunlsl Of g o (590 50 DN s 5 55
Mol 5 Ol Gl p pgloe Slasags ases ;o S

lS.v).oT sasio OYLI Sle beslup)a g mble WMo S ) Jous

s esloy) _ alos> alos>
&» . . plasl 61 axbly olee | Jlo | o,
003/ 313y ! & 3
aloldly s ol
- o Lgad olobs P glS slo g & :Ff
s . B o SS9 )i rhans S o B £ =
Q Codas 05 ailie (53lulos » ol asar S ¢ G o =
2 . 4 Sdge b 4y | als)lS C & ~( S )
& Gy Lapa 31 0ds ] S 1, lag 58 «,Laslsl g C = &
N 5 = e 2 L . &
[ e p8 0 Congone KW & ]
05 &Sl
4 ‘ asse 5 2l Ll b Canyd a4 58l zb ale> - . ~
o< &5 gl cbyglnl 4 gl - . . i . B o |6 C &
N3 L ) OB S Grae glp sogm | @il b nS,n | Y B E f’: E v
S Sb IRV-FUEARYAN [t O o o A g
n ’ Al S atbe paiz gl oo OYLI 40 CB g —
35 Ex S35 sladils )5 G
@] . . e e & . o
=% wb 0y ) 6L° QLQ}L») 9 3[5 CbgS ‘E\ & I g =
> : . . e e iy . - | =
7 i P el g ulass 4y S sl % A s v
S ¥ . % &
S S b ol olge adse i € g R S
Cdge yob 4 byan B

Z https://cert.ir

! https://www.gartner.com/en/articles/why-critical-infrastructure-attacks-
are-everyone-s-problem-especially-now



https://www.gartner.com/en/articles/why-critical-infrastructure-attacks-are-everyone-s-problem-especially-now
https://www.gartner.com/en/articles/why-critical-infrastructure-attacks-are-everyone-s-problem-especially-now
https://www.gartner.com/en/articles/why-critical-infrastructure-attacks-are-everyone-s-problem-especially-now

Gl sbeslop ) paas )0 Lollws g )l .V Jgua

Gl colupj ol g uoliae Jw &y
SV golaidl ol b glis pr oarS anis (6,480 LT ol b Slgil a5 s Sl ,ui] Sle slacsle ) )
1996 Clinton \
[o].ccsls salss sasie
A wites Sl sumtie SYLI sl 0T aslne b (S 5l psl doal s g gt 1 Jols Sl slocslay;
b codl oo (solatdl cosal el (sloasS s it Wlg oo ool )l 5 Lapianw 4355 ol g9l b Slgl 2001 US Congress Y
bl sl il 5l (S 5 e b (e ages i
S yg0 3385 Cead SleMbl 6,9ld 5 (S5 sl il b 5 Slans dasid (Ul 5l atws )] Jolis Sl slacsla
)y_) . ) 98 5 K3 ) ‘5 2 o ’ ol e ‘5’ ) f.) 2004 European CounCISlI ¥
Lrlecsls anlss lacdss 550 o Shoe b iy o (galamdl old,) b il ¢ ol ceadls 1 g0 53l 56 L D5
B 0I5 0 bl 55 b SIS o5 050 0 laacgoze b lapias lals 51 aos T Jals Sl slocsl; 2015 India ¢
IVTaal axals [oi8 S eloim! old, 5 oladl eS¢ Lo ool 1 (SlodiS Ciniss (NCISIPC)
ST aS wags 1) e el a3 9 S Cands anels ,o 1 Sl T o P aS cul s 2 Sl colay;
ot I ol glyl 5w e S 5 1y LT s (gloisns ccikieo Lt &5 Cenl oo Sl oS Sgbce | 2023 Israel )
TN ssS o ol 31, Ll
a5 3,5 o JSh ola S gennS Lot a5 canl p3 0 (slatdl slacllad 5 eloiz] (Sui; bl Sl slacsle ) Japan
Bt bl eieles e @ o o,Shae 51 ccnd g o %o b LT ool o amo oo il 1, leas | 2009 -gt;id?lft())/rggltllg; 5
Jalosl axils poje eloinl (F05) stz BB Osh Wl oo il G o yiws CounCIsl
babls 5 Lpiew iz @0nl b (Slgl & ilome b (S5 5l el da bl 5 pltass plsie 4 (Sl 2Slap; Kingdom of Saudi
ails Ll 5l oS5 o b o (ongar (ol b caodls (o soladl cotal woial  (slooiiScinis 56 Wi o | 2022 Arabia v
D Tasb NISS
izl b so (ogee sl Shg o Slas wiz L G gl a5 wms o &1l 1) Sloas 15 sies Sl bosle )
Ll (S5 oS 4 b 05 s0 bogspe Ll ol el 4y a5 ST B laig pes gliy b wilgs so yal o aiivs Sl 2006 Gheorghe et al A
Dvlast b e
Edlas  (SloaiiS cindss p5b wilgs o LT w55 b D a5 ulS sloo Slas g Sloas dptonns Sl c3Lo 2008 U X
DVlosl ansls Lol 5l (oS5 o b (e ool § &)l oogas (ol s
o it bls )l laaSd 5 oledll slas)sld opmal (oo oz o Ko a3 Ul 5l aws o] Sbe> sbeslo Australian
oladl b elaxal old, 5 4295 BB jsb 4y o SYsb Do Gl 09 oyws BB b o )58 w58 O s 4o 2010 Critical Infrastructure \B
INYIAS e 1, (Lo ol 0555 o il Lo 165 ool (g Wl LUls5 1y 0538 co il g8 Resilience Strategy
wedlo p g0 b w5 b okl s 4 ad e &g 50 a5 wlawnls b b piss (o b sla ol s - Qatar )
) L i o 2014 National Cyber Security N
Diflewls salgs s cgs 550 0, Shae b s golamdl ol b cactel ¢ o) Strategy
Bt iz 09U L Slel a5 s Sl )AEJ'I oasio SYLI 6l g5l 4z 9 (Kb az o l)lo 5 pis
J oS5 2 b b ogee gl b codls ( Jo golaidl cosl cooial jy slosiS anas J..)L Sl oo 2 al)ls g 2015 NIST Y
Dolast asls s lge ol
DFlead ysp0 U5 o slasil g asalz o Sloe (sl o5 SUSl 5 loil | 9013 ISO/IEC TR 27019: W
bl 20 b GIs a5 wn Sl il 1985 S (6lp o5 plapias 5l ats T il GBI slocslo IETF RFC 449 Internet | ¢
DVES & e 256 cogos sioul 5 coadlo b eoleadl o Lo Coctal y ilgi oo Security Glossary 2
0339y SN &S (65950 Sleas &)l g 085 8 Shae (6l (59,0 SBASS ¢ bule i UL 5l atws ] CemrLe”]for he
DA ls (S gl bl 3 | 5016 Protection of National \)
Infrastructure
Sl S witan Sl 5,08 4 aS s o CemMo Cov ilme b (S sla ol 5 e 1 Sl c3la 2013 NATO s
DVAloss G 1) cdos S Gyl b cagos ool b caodles wolatdl ol ol S LT 55
) ) o ) Canada
csion] Dl (sl (65908 Sloas g b gl daaSes dacs5ls (BUISel dapivcn doan] i 4 Sl slacsle ) 2022 An Emergency W
Iy elsjls o)lal cdgs jige o Shac g b oloblS soluamdl ols, b cotal Management
Framework for Canada
o o ot 2 035 cai |y 50l slad>oly 5 el (6950 il 0 )Slae oS placsl ;i o lacslo ) 2018 Cuba YA
Iy ]els sals oo la sl b ol sogos Sloss 1 a3l ol o5 b Glossary of Cyber terms
. Germany
L Sl oS cl o o5 e SO olaidl g asel> (sl <5‘L'-" Sl Lz 5 US;,..% 3 ‘_,’.SLA)'L..; Sl g b izl 2009 Germany Federal \
I¥¥ T3 o 8,58 slaaaly plo b sogos Coiel 5 ool 43 amgi (blE DL cad 0 polio S5ma & e s 56 Ministry of the

Interior, FRG

\fa




YAV JIVEY amio VF¥ lis) s 5l &Y 58 slao o oo ilss Lo

S cdloyjelfans g mobide Je &
(sfloizl Sl las Slae Lai> gl y a5 el Jlyad adlia b Q'I 3l e88u b s «Dlanll S Sl cS Ll S Belgium
C Gl o e . . . il s ol e Federale
etz BB 5L o5 b ol Jitke Oyge 40 9 Conl (59,0 po e (seloizl b solazdl ol ciasal o oul wcdles | 2011 Overheidsdienst \&
Ireleatls walgs Binnenlandse Zaken
)..\EQ'I (3l b (So5d 3l sl Lol laasis 5 b o ol)ls a5 058 0 oo sy Jold 1 Sl sbesle ) Brazil
B A A .. . PO 2020- National Cybersecurit:
o3 Sl b codls o o (golaidl coval il g yBe 3B gl oy b ol IS 5l aS wisd e B Sl 2023 Strg;egy y 4]
Ivflewls anlss Ll 5l oS5 0 b o
o (S ol ol ot o] Sldes (A5l L) (a8 4 Cal (egdg0 dmgy (gl 08 Sl Sl RUSSIA
. . L . ) e . . NATIONAL
50 5058 o0 sy (5,0 L Ay ganl 08 £ 950 colaiBl (CunSi L) cnF )y BB e e ks dacs Lo g (2012) SECURITY OF Yy
IvEls s e 5o sl gblie ol 5o oSl ol 31 el 5 cdls ;5 gz g5 i RUSSIA - Information
security
Slpps¥ - ooz g b olls dag slis doasis ‘Lmbu.ﬂ; o g (UG ol dacsbo 5 Sl ol ) _Denmark
[val L ) B (2022- Danish Cyber and -
VOl selona (Sl sloo Sloe 2Ll b B> | 5024) Information Security
Strategy
b 4l ol « gl (2l 5 (it et b a0l 52 Mgl ol line 4 Gl cs Ly 2022) European Parliament -
IvPlead 5,0 63552 Gmtnrms S ) sl o8 Sl s and of the CounClISI

Sl asle laoasls o] wss e

2 e Sl slajls oael 0 035> 2 3,5 Coeal o
shkol byl

£ 50 Codlw g (o el wolazdl (NS ST al e

Ll o, 8es s oojo> plo slacslo ) Siwly  ©

Sorex g Wil p (e g EoBy sl UL e

OlFss Smbe Somal e 5l 905" Sl e lun )y rizres

caloy; (JE 5 Jom cS ) w5l cS b G ma @

cods cloyy 5 o cilo s woledll g5k 5 Slbls)|

2 sy iy I iV 4y 395 (6551 L) 350

s VIS0 Bllae (3T 551 5 e S5 Sl

Dy g0

Sl 31 ol pl oMl g 00 Sl acs ey ) JSb
Sl

Slasls 5 3510 5l slacgame 4y :dllin (pl o cElup)
bl 555900 Glajls g Sleas aS saes slapl b 5 ol )

Ol szl 5 @bls widuny e (o) Giomld n ot
il e

ke Camdgn p (e Sl CSlon iy Cavpd oSS
Y Jgoz 50 Ll 5l slaiges sl Oiglite 500 198 a4 (5,9l
(Joaz cpl yo saalice LB Sledbl 4y ax g5 b . aigd o0 cunlie
Ol 1aysiS poled jo (Gl S bla )y Cuds i i
Jooz (pl @ 4255 b Geizmes igh oo 2Ll Gl 22 lo

Sl 00l yaseio jud ,9lS 2 40 S92 g0 giSlu ) olass
labla> ol 7ib 4y colie b g gz g0 Oledlbl 4y ax g5 L
aSNEN (o2 IV 2 b 0 Jele e aislay ((Jleslyg) (salld
5 (Ilallons) 55 S nasle 5 5 plins plie sl
Yl.: w.o..h‘ L: Lgl.bo)'? ‘UT A\ o Y oole u.»L...:‘ »9 ol [ )
_f cé))th 9 lde Y suT -y ‘LS)J‘—" =) 6&0)9) )‘ k_i:]ﬁ a
_\Y cu,».r_‘o..? _\\ cl_.éé _\ . cd‘m A L‘L;LMJ)_ A [T SE-)
a8 YU coenl b sloojem cledbl (g,0lu8 5 wlbls ) -
2l g5 o)t slrojex s slo el 4 azgil 4 05 o0
g Culage - 0 (Jalg e _F cledbl 5,58 5 Sl Y
Gonaiws Jolepe aidly St I galdS laoje> loim




aiged yoky HoulS Wiz 0 (Tl CSlu g ) (B dmlie Y Jou

l'éq@

S(c

J
josTn

~
|me (69

t

eKer
)

LY
Falllad

TasafTal

G.
sl g
&g

9

oMbl (5 5l5 5 byl | Y

Sk

JB g Jom

@55

‘51M

f
I
Codlw g cudlags | £
4
A
q

o

oty | )

v )

# # By

&y Y

® * (5,5kes) lag \¥

(Slidos) jaagh | 10

% loixl aSl | V8

by | 1Y

&% i [ VA

% Sleas) ol g ol \a
(5 e

s slealyd) oS> | Ve

GRS

eI I

Sy SThe | VY

g Uil | ¥y

(scl.éa @L;.a) GcLéa Yy

(=)

izl clas | YO

Sigel gple | YP

sl | VY

Slo e | YA

&)l Ul | ¥a
cSlon; @ )lnsS | 1Y

k_l: i Qs

S 0 olass
Qb’.u.;f aas g ojg>
Ly J5ls

VY

SFSe

Yf

il

ol

Copde b Codal
wledbl 5,9L8 9 wbla,l
vs leMbl  5,5ldy  wlbls,l
sbesluy; 9 @p «Famels

Jole pé widlay 9 Sl

\i2s

Olpde 5 plaaxie 5l IS Sy Sy aepe onl yo
L Sl sbeslon) 5 @mbe ol Glooje> jo,aimlo
Orsbe Sl ISaie Glasliin g o5 LSis ¥ oo oS 5
298 Sl lace b n) s jshaie 4 Sl lacslo

28,5 5 Ly slasl Lasl s o pmbe ol s |



YAV JIYEY asan NF-Y las) g 50l #Y 9 2Y) sloo,lods oo ple Jlw
o D 9 2R 9 [E32lS) RO P

5 O oS L Dl plane poy als; Slp; ogas 3
e 4 4338 o Jlo 51 S65Ls5 by jo o (g0 ,mnl,
3 st 9 05,1 OIS g wilans sy «slasln, Si» g «ailn »
3 S bogyepl 5l aslacals by pytde oyl 585 LeS olal
e VT Y Jl Jolole SO Slej o3b jo fagd lagl Slly
o Cael ade o ddile o oI Sy il Cocas/
O8,5 ki e a aS cewl ool o)Ll O Jeam o jguS
3500 05T oo 5 Sl Sl s SG lge 4 aile) SSba

Solos g olasl Sy e (o S p0 AF 4 (2SL Gizen
$ Jsoz ;5 1 Fe e lials JITAA 50l 4o il ool
5 bmgyw axsie 23l slalo ;o a5 Gl b OMox Slass
Lol el oy ctzgs B a4 o il ol
aloy Colu g o> ;0 a5 Cenl Sas slaws axg LB 4SS
oad ailu) 0j9> b oo slaplejle axgie g ABpdy &)jg0

o S CS,h ae 0 Ve s Jildog g oy 5l o
5 ) o ol Ml g,5ls 5 Dbl coley
L @nodbe g ale, colan; (Jis Jo ol (S
5 &I 30) 6 mle Coal Sl 5l Sl slocs ey =
259 eeedery SSlan) (eizes Woged Ll (6 36
AYIVY aslo [1,8 gas 4l ;0 duo 0 AMAA ST L 58 cale
355 a1y a0 p0 A+ /DO jliel 55 T ol 5 laas 6551 5
Iy doyo B0 5l o goae e lu p; S50 Ll wisls  plais

A5l S
SV oliwl b (gl (ol GBSl 5l alal lis Gk L

C)-"’ 9 L_S)l-’tb 6L413 (51-‘0 ;).A Ja.wy 0 c\jb‘ Gdlw o
et 0y Lo ol a8 ol 5l cblis ol

CElo ) e v lacale Ol )0 0g% ol 8 5 i Jule

A al 58l Slaiiue o ailu,

6‘4-;L~J) &09. 9 AJ.L») w ‘_’09.09. )O( \FeY olo &05)3:) olo k_;.l O}L} J° &,)M‘ pho )-:.Q) C)L;Lf.j 0 ‘JS"\’.

A plaro WUlo Obls ol pl Jxo &b K0,
holnl 6lp a5 lale, w2l calsslails; w2les blie ;o (oulow sla)La8 Jlie ) o208 hlie o0 BogS” Blie o | 5 oI35 gloxzl o
cde plas el loasbys Jlis jo aiilas 052y 35,8 Sz iz tal ailo o wilaislasl oy Lis ;o (cwlwodil g | jedae py> olyglme | VE-Y/0 N/ )
$usS  Fobiny! Lol Jolie ,0 anslys b wlgiee o))l o 5o TS
35 3 S oolaiul il Jule 5l i solainl (o3 Jele 1 eaiSios ooliinl wlu) 5l padis (oS 5 Ky | 5 ol gleixl o
a8 0ol 4o 1) cde aSil (gl aiSne oolitwl Julse opl (sded 3l taiSis solinl solamdl Jole ;| cwiSis oslitwl | plas > olglme | VECY/o V00 Y
A8 Bl g3 e 5l ede wiS Wb oo |y ells aSul 6 $32,
lad [0 ax  cul ol L] o wle) gl 1) po e b 5aS o oUle a5 SLuS (sdes 4y (po i Sdroy SO | g oSl gleizl o
SLQLE.’LAJ{L!Lafd.}.su\t.alu‘)LQ‘SLQJIQWWMQ.@'@)Q]A:&‘_La.:...uj'J.a)éd.%m:)LCk.jaA)bd.?ss)'\?ba sae p Glhgle | VEeY/eN/) A
oS sl )
e oo il aes Lol soenl {9t SIS Lyl o 10iSoo s0mlie gl i o (5L, SE Ludl alF BLa
boas 255 e )15 (514l LISl e o L8 ISl a1 i Sl e 1 o] SUSal 3,650 1,8 ol gs ) g )8
P Le Y ek lass o
) R A S A Y LTI ¥
ol 5 50l s ) tcandlyn wil y Ll 4 (Bog> gasliy Gub |y slais galinn caslgbre m o0 [Lid b 1Sl pllas
) sl salins conilyns i ;05 [ Jgl 008 om0 coslow ailo, pu waile) [3 )b 5] 0,5 sala 5,85 (335 L&
S o g aebiy b
Wl oK o w5 el S Cammo ailu; obys byl cre sl g 4S5 el wiles, galii o dliie o 3T
O Hge Ll aiile g (g5l sLad [0 reds galiwg 4 a5 HeuS Bl ade baasbgi (pods (Slom ;55 (el sla pladolew | Ysiuo Jlaus o R N
QS M el 0555153 g e Sl Bl s dliloece Lo sailer; i il wilesy songe 4 ol gty Ladl wub o Ke ollas
S s sl ol o ey DG aS
slp aley Gl 5 T eolal g slailo, pozn 1y ol 4 lalesas goiie pozn 516,500 (idu glals ablcy] & ypa> dels s
gy i 5 s g 6555 558 BB s 2 ls ol 31 cradd B oyl 5 Al Bl g dmld oy mss | :’ll )L:.,l VEL YN 5
oy | el
el Ml Jos 5 Bazg g o cusliinl o JMazsl
cde oS el a5 ol )l Lol wlsta ety e slaaile, (45 cnl il 095 0 L (30,5 s sy S0 Jlie Sy e
° 2 I VRS
S g Ll )lgla b 1) cpl wsls ol oads lo S Dl Glulua! jloas ols Sy, oo lbolazel 51 ol el )L )' IAEATATAR v
. il
AsSae 53lne 5L 43 1ty sFee wi Ll a5 Wl Lrtl oo ol o

Yoy




ST 5ol ) Kinlon 5 Shial e (slo 35 50 5)l55 5 Jgr

Sas 3 e lojle
S g 3l el
St S o =85
i gla s Sy
'.-b]:!. ]
oy b9 Jasy

| lasy

oU O

S f1)35 Aals Sea alels
&% 3

olele plaglss =55
et et
Ozl aileba
a3 ol
slals

Old SRR
aY :3 o

I B RO TR ICK P PSSR

3 oo LYV ot cual 56 (slo puz; (sla 2aSTy o
Ml (5,5l sloanli® jsb 4 )l Slles o5 olxi]
Lo oo 4 loanlid b a0 Glacslo n ) WS 0 4SS
S Sy VLS| > a5l Jhs ass s sl ead
2 A b el Ll G4 e il coluy;
Az g Cpeiored. Cewl Guli8l e 0 00l bosle ) sleasl
ol o Ll Jlize sla Sisly g ledlo p; 4 lacdgo
SS9, b oS (o0 Sop205 | iz Sl g5k ol cal s
Oz Sile Jae g diog (glals lp 1) slalgly
kol [¥lams aruy boslon; on blis gl Sl
Slse a olg3sei |y el Oy 45 08 oo JYaiul izren
iyl ) 2d 55 e s bedba g le 5l oad las e
Gl 2y grd @ beslen; om Jlite (Sily 5 (Souly

D9 s
Aoy 4 a5 Cowl Sl 90 (e LU L Wig S (Sl

oy Sl Blie (Kily 5 (Kinly 5l pladore (IS 5k &
ool peSlon; @ Solun; Sl pediee Wsn potie
S oy 3l losl cullyy aisS e ool ol sloLas
11y leas 5 Y gama ol paiins lite (slo Sily

I lass o @) K0S & ol slocslo ) a5 aas

YZA

&b

~

\Tﬂ.i){,e\'\'
AT LT YA
VEee g 3 YT
Ve 55 A
\Fe.

\F.

\Fe

VFeu e Y

\¥f..

f—o><~ot>-u-14.,.%'

o VY
\F..

-
=

e YA
1€ o

-
=

2 Yy

—
=

1E. ks, Yo

\Fe) 5P

R
o -

VEN LS VY

stz BB Coeal jlaile; Clop; oad S5 0)l5e 4 4z g b
a heen ol 50 s om0 bl Cukel o9 5o
140 .00,8 oo a8lol oYL sliw] lawgs ouls (s socslu y )
Y IS Gillae (g pmle ol Hlate 5l j5iS Sl slacsla

.dé)fsn S

H

S by Cuiol o 31 Sl b CSlu )

Ao 3l ol el (oDl (30 Sl eSSl Y IS
o3 ol 30 O S S5 bl (6 s Ll ol

) S sxmly =Y
(293

.
P
R

skesluy )

sk ) aies o)ae gl 0L e Sl slacle
S50 alys, lacadlad o Slas 5 0525 51 (bl 1y plate
50 polde DYeod 4 a5 Lol pl b a8 oo )))8 eolaal
Skl s 1 g3l ) sleaSd aalyr (b Sl 5 s )skd
3 1Sl (nl o) cnl 5l Wigdoe Fatuly SuSe 4 (Slilee

3 ey Sede pad caml (25 Ghioel Jelse plp



YAV JIVEY amio VFY lis) 5 5l Y o 5

o Loy el Lo

Zimmerman R. (2004) o8 SS9,

I,
Kijolle GH.et al(2012

Basu N.et al(1998
Tolone WJ.etal (2004)
Ehl
len MA et al(2005) P
Kelic A et al(2008
Barrett C_et al(2010
.
Fair JM.et.al(2007)
Bush B, et al(2005)
M
inH),(2007) __ o >
Santella Net al(2009
Elisa Canzani(2017

——

Sl 5 o g2 8y

silg » e s Sa9,
-

«

santos JReetal (2004)
Jung J eaal, (2009
Crowther KG et.al(2010)
Caano EctalQoll) _ o=
—bLRELAQOL)

85 3 o G319,
gal.a;:!

—————

Patterson SA,etal(2007) . .

Cavdarogly Betal2019) N S S o g Sgy
N

Eusgeld |, etal, 2011
Eusgeld |, etal,2009

J

LI

Sesloy ) (Sl g jludue oo S g glgil F Sl
[36] Sl

L) Sl slcslon; blite glo Suwly (225 sbos Sus,
Jedoes lalids )15 4y yxd g (5 )b anx BB ) peilges (sloosls a4 ax g5
CenSts lsSI atilg o o a3, €55 ol b lalllas oS o
ajeme Jolo sloo Sh) p0 S plulil | azgs LB 5,50
glanlp 5 Gle glesley; S8 Sazg Lo
Olyie 4 Ygens bl sboslon; dadye S pess
0375 Slp W gl oo 435 13 55 onezey (il Slapt
Jole p (S slodSas; Sge o) S ot (nl Jelos s
) &S (o0 (258 9 S (0 ST YL 4 (il 5l (oD a5 ]
Jelge ool L 5 (60,8 DDelas 51 ()l 5l oz oy b
09y 3l e 2bgr p (e S183,S05, 090 o0 ol s
Sl Gbapinsn Jolod 5 4525 5 o e slp Gl 2 YL
WS oo oolainl cwl bl lo Ssly Jols S ooz
slacsloy; @izl om Sl Caz y Jlail 0,555k sladil>
Jie sloygaS Jlite sla Soaly was oo i ) Sl
Jlie (Sily sladoe &b 5l Glges 1) Bl S i
Silodae @lp olall gl g9 90 05 el goladl
g ol Sl gbedluy; it gl S
e 120,509, Arlne BB (coges Jol g (29,5 639)9
Wiz lyzl oS oS o> Sl lacsloy; b »
Slblsyl 5l baign 5 s oo olid 1) Sl slesle )
Silodde 4 iy WS oo 0B Ll o slabal; 5 (Sopd
5 Sidny 2 ) e nl (Sl slacslu g po DS ol >

YF4

Payment

Banklnirzlce

Power foy/Switches,

ffons
Financial
PaYMENtS, e ‘
Banking Services

PA Po
Coimmunkeations Banking8ystems

Paymients,
Banking Services

Power for Sigr

[3]. Joliso (gl Kimnly (s Cinorgs 31 (glaigod ¥ S

8 3l o,lil eggie Slidllae & Gose a5 Koo Slallae
L) Sl sbeslon it sla Suwly s3looe (S
9 Blre Gl i Slidx sl B was o las
omm sl Sl glacalo ) ol o (o2, slacgz )l
golr gy Sibgl [YAlAS o 55505 5Ll 0lp3b a8
Se ol 4]y Sl slacsbo bl (Sly g3le Joe
S S aiS oo o w50 e p 4 Lol UL 29090
slaslo sy oy90 ;0 paes oy ;o gleosls lads cues
) oS b ulos b oS oo Jloly |, oliime a5 coul Sl
Sy Tl Jlte plyze 4 aims plonl oS sla il DU
ALy g [Y‘l]«L&aW e lgie 4 Sl slacslu
5 b Kiwly FEres (05 oo, n 4 e [30] €laas s
b ogde bl e blie gla Sonly 5 Gl slacslo
b Ll Jlite (Snly 5ladoe (Soazmn (Jb
oS Sl b el ) G s 4 S o dg0om 1) Slallas
ol AL L Y-YY Jlo jo J b I w5 e o 1) Ll
sl Y gl lere n e bt 50y, Sl
Gloaz )i b 4 s glacsle g ol g5l ae
5l ojem o sln Pl Gladoe 5 laosls wszge il
omizmen [¥Y ] 5 ool Lo S HLacsil (g jlusdanis
33 S3lwderd 9 3l e o0 S5g) TN Lo )3 Skl (e
on eS| Sl blite gla Kiwdly Joo 5 Goios
ole e slos 505« 028 (sled S5, 50, il 5 uiS e
Wl (e o o) e b p (e S35,
G 503 3 )lge 9 A (e b3Sy, gLl
Dgds oo oadline T Ss o o] aods aules o

\)OL



&‘54‘ 5999 le.&oo‘\) L ‘SAHIA-MJQ ¢«599,9 6&0\5‘0 g.a.ms MLQA
oo‘b)‘)BJ.Luu\.c‘)&LjuLmL‘xa L;m cJJLQ.m 619‘;...»4‘9

Cowl 00y c\.ﬂ)‘ q de} o mj

SladSug) » ogdle S (oo (09,5 Ol p (e slahs,
Silede Ghyy wiile wls S92y (6,500 sled Sug, 55 de
5 b gl loxe » (e by ol dlad SIS olea
Slo)lre it slas oy, awslie Glp (izes ol 0l

S LSl p ) (Kwly G jludoo G0 5 9 dmslio .Y Jguer

Shero a5l o 500, Ao

s sbapn Jiliio sl Sty £t g Cuils 0OIS LY (58985500 855505 E5
bl slodod 5o sle
(I
Lwgze s e 5 olilie ople (S5 Lgze ej < lasgze s
sk 3L; e 5 plilin (gl (S 54 ~ sL; Jol 52 e
ak; o clale 5 (2pnles o S ] sk Wbt 2 e
e
sk o b S b sk lasgze 9> §999 4910 53 o
gz g e 5 (oldliin cgpmles o S50 gz 2k; FB oges Jolas Sobadt
B
i et e s il e S P bogie nf i, &S
e
sLj 3Lj e s lilin copnla (S5 w 3Lj P g
ok se

LS a0l cslayy o a5 Sl i Sols Uis lams! (F)

I CO F I L O VRRLICS IWSVE SR VE S PR

o 950 YU 5o a5 plite (Siwly £95 7 9 )k om Ol
S Sl 5 (b SlaSKiwly 0,5 )55 Lly; w85 )3
WS e plgre 1) gole g b oole il e (Sl
53 Bl adls Jlite 5 639,9 (Smly b (o035 bl )| wilgs o0
SLolSe (Soo3 4 93 2 Glojes g 2ldl s (Saly oS Jl>
5 Sride (Sly ules jo s bl gt sl

I¥flais s (Soly dilats glgl g laxd]

o293 p9 g Coonl Y
oo Sog) A o ot ) (sl ke 5 40338 Slallas lool
Sy dgi g obml (Jodod caz (g5 Gl 5 DMl (5SS
Glacsloy; gl &8 ol 5l 5 0,38 oo L3 o eg Jae
Dyliie ;00 )5aS 4y (5,545l (bo Dheatie e SL>
Syl |y Sl coluy g olaws o iy saseie YL e el
slcslon; a colo ) o (Kiwls g5 5 Olie ;N0 )b
il Olge 4l Dglite ;505 0 Coadse Sl 5 K00
NS bl e b o (Sly Oliee 5 95 annlie o

YY-

[¥] as jasin (23 lo ) slopimmm Gle 5o

2l e 232 by 93 O

Sl Jlasl 4y ST Jdo 4y Jilaie  Sslg a5 Glejy : ol (V)
DL e i 90 (e

Lo oy Jdo a4 blae Sily a5 gboy s o3l s (V)
a6, Jelse 51 ob blate Sisly a5 Slej i salate (F)
A yS g0 18 (398 s A jo S

43‘)‘ C"‘51"“)?.)' J”L“""" a_;:‘“"‘.‘b jl Ji.’-° £y TR “?BL&" )5“4 ]
eyl ws

Jsoss @ calen; Soas Sl gy (Swly (V)
Sl il 6,50 cile

Colo ) SO po s S JBlas a5 Sley s Jilaie  Slg (V)
S Jb ol aly Ko coluy sl 6,500 aldlkd 4
e el & o colop; o cddld SO Sl

O o slac b b 1zl oS gl i S e (Sily (V)
Dl oo AT STsl 4 bbesle g



YAV JIVEY amio VF¥ lis) s 5l &Y 58 slao o oo ilss Lo

w29 OYlgw —F

ool 5 £ 4 gy ] g

EIC ARt SO PSUAIOII IR JINCETI NI
foiiws 5 pdy 53U

Olnl ol 65002 H525 )0 Sl slacslo ) LLS I ¥
f] 558>

S sl 9,509, b Sl glacelan ) Coggl g Ceal T

oLas 0 St 55 o O¥lgw 4 gl gz iagn S sl

T PR W K

B A g3 ¢ 3 sl 90—

Ol el 5y oo 59 33 piledr SO LS p il — ¥
Sl Sl gy V=T
125 5 gty ol 1=
u‘r.—‘*‘-—le*u)j!ﬁ“-\’
8y o g3 -
S i e Gy 2o )5 P-X
Iaa;&:}l) ¥-

|

Ul el 5 3900 135 33 > gl Sl B e —F

adraides

(et ) (GRS

T

S 3 3 538 0 (e (9 900 e 9 (il U bt 5 iy il —F
Bl i 3 P b
+

g tiaia g ol 1
'

Ao

hﬁébﬁi}'—-ﬂmﬂ—;aa'ﬂﬁumdm -

s 5laoy,F glaiel J Fpuh Jig dom! T-F

tv,uuv:[;ero”.k/

(Pl Gl o5 1L ool g s £ F-F
¥

DAMP i, o8 iy o ol glpot 8-

(a5 8 poatl 20331 R93)

iy i g a9 5 F
v

+
e glacole g bl 5 Rty sy gel 4l -0

d\bsk ‘:LS)LJLMI )|.>5».S b &m"

ol o Sl sleeslony (Saly o bLS T Slulid Cyz &
Sz 4 slate Gred 4yl olitul (025 0,50, 5l Gheg
Oraasine g Glpse Gl cSlan; e gl Slegh Coxl>
Giaiws 95 0,5 jo 5 Dbl calu s ples 4 by e
4 45 dgie bl (85,5 JSlasST Con a4 Sl 09,5 - Wud
2 P slgssss cegas )3 Sl o] s 4 sl
sloanlid b ar byl xS (o Djpe odd iy yel olaS
sl ey el pole o agn Sl S gl @
OSen (S slaog S .cd S 1B oolitul 990 cwlilasel>

% https://cert.ir

v

(WNISR2022) Y- YY" Jlo ;5 iz (gldiad Cario Conids
Sy glaiee mlie 51 055 Gy pamss Ly i auild (0iS
S0 el el (6,500 5585 o 5l iy el a5 WS e
G5 VoVY Loy Gl po @550 Hloged )y p b oS el
elaidlog> ) 59i8 G ol sl ;o) sgu b laun
el Glnl 33 G g mre iy x5 5 Tl ool
@ Gp Sl (Sils Gl 5 895 50 eetd Sl Dol ()l
5 @ls s b jhowl I colupn; b gl colo )
Sloje> wll plpse 4 Wlgee lesh onl ez
4 S S5 DS (g0l ) Slagaad 3651 o 5985 (Bl
VEe b o 00 laphgels LY (nytege Lo plsie
(@l coluniejs o bbby Wl il (Gr colon)
Jbo olo 68 50 (Byb jlend (lgie losw (5l Gl 1> Lo
aS 09 ;945 50 (G clu ) 55 059 OMSCiL walls VF )
S 0 S e g @l B ahd g olo)l sl 4 e
90555 5 5P Ol @80 Sl 5 oy LI 0l ol
SIS 50 9 6 38U Glie (o p 9 42335 slale Olo 25
Sl (elie sl poal) Glsie ;K00 cSla g o lo s 50
Sdg ot g 0l (alS 3 adgiyo 1) 5B e Jlie Olgie s 0gai
mad Cl ) Glaid 55,1k 23y a2 slagss A5l G
aaxg b oBy ol faose 4 Slofag oSS L ol l3dl (!
el ab 4 a5 vgai 13 o e jo jaiS (o ol Cunsg
dileion jets SSlo o s pdy Sl IS S Gl 5 g5
peled 4258 me (al 4y a5 01 (6 Coenl Sloj £9:590 (2
o s g o 450 il slo L jo a5 glig yul OMes Slasws oS
Lol .l 00umns e Olpee ds 00l Gslﬁj slesloyng s
S e 45 Ceal ol Gl azgi LB e ol 40 45 g
Foore G mlo dlox S add oads plowl g el a2 B L8 Lo 5 )
obosten 51 (sl Sl 0592 )0 (lnl S (g o0 Sy ats
YA 5o diges Glaie ds ol 0ads (5ol S G0yl 49 Jlo
VEe e 20,98 YY 5 olpl 58 o o858 a4 ala> YYAQ QLJ

Yoy el olgie |y il slatun Olgas 4 ale>

S sbesle gl cbla> o0l 7b T o axes
y9iS Jule e aidlay (Jle slya) ;oVF-V/PIVA Gaan joiS
R A 9)50 SouSe 4 Gl sbcsle )y (Sls g9o90

=

S5

"'World Nuclear Industry Status Report 2022 (WNISR2022)
v https://pep.moe.gov.ir



0j5> & 3 Capde ablul 9 aasie ol I SglS g5 5o
o Sleas oy )5 ol jo b eolatwl A Jguz 7,8 4 e gkay
9 o 9,50 500 glacSlong 4 gymbe Hhie jl csle
@ OBV Gl 09,5 ;o eanled G (285 L8 o)
Or 79 Sbamlie bl 5 WYlsn 4 poral jshis

g )5 bl Sleas wlul 5 leesle

(S5 Jlem 09)9) & 28 B Loz 85 a5 93 Jolds Cundl
(S5 09)5) 5 o B 023l b (Szs8 0,5) a5 00 b e
dacesls p oaiSeS 15 oly3l o SgilS 05,5 8wl eanSeS b
olpls w8 e SThxal 4 1) 095 slaay oo 5 Slules!
s b (oS ple Slegdge o)lys oliuys eagae

¥l ssi oo 6 S ol ad oSy dles 51 2oL MSLie

95 FPE 09,5 NN 5 S oy A Jgux

Slaws c e .
o f RS < Ls g ol .lﬁu 50 i . .
y P )"S )9 @‘WULC)J;JG‘ (€5 u;‘“d“‘ef" . d)ﬁw 5 s.)UoL..a)l ‘
SY | as)) ba)ls . Sledlbel
-~ S Sl (5 55Lé Cu oo gealS (osigen
; &) S cgolasdl glapis siige oozl . 5 ‘
&Y oyl el )5 b Capse <
Y AT | ws, ksl S5 i g ke <l ¥ o, ¥
v A Y SFSS B9 Sl Sl Gadgld (S i v S £
S Al gl )5 Aol Sl il (> jaass
45 ) &S5 Al el yoses et e Gl (5 3le e
\ — - - I I
45 ¥ al (omlid JB 5 Jo> ) Ssde
A Y S5 e e ) .
v R ) S 90 S ;08 3 i ¥ & 4
- SASO -
] ki spglis ook i
! Jes: 0yl i, i et v > v
- S50 e O3 g gl Al i
) S5 ) . ) -
v e ) i )5 &l wdigoi gond (qwdiges v oy 4
\ . S5 =l el et Y o .
AY Al (gl )5 5bey 6ol Sdg e Sl i
) SFSS ) ) .
Lo « Sl | |
! ) R DRI & g v ((glein) ood "
LA GBS el g oo

Joos o SeSTG V-0

by b sl slp DEMATEL (6 S meeas (b3, G2,
aiwilys g 28 5 13 eolawl 550 VAYF JLs ,o Gabus 5 Fontela

Mie 5 gyl plamie Sslad 28 L s b o
&S o goladl 5wl ale sloojox o 1) Slex ooy
3 S, sojsyn slzl 51y DEMATEL g, 5l BMI avcusso
oss yiogsma ol5 yo DEMATEL bg, 5,5 eolitesl oz
e Ll oles sl ol 45 sl 00 1S iS5 o |y e
S dgeyd g 2bl bl Jue 2 5015 000 08 3 (Jolee
S el 5 e g cobe Gl eele by, o DEMATEL

sl oz Jalse o e Ly Jols o8 sl (g k3L Jos
2b,l il alals csle Jols DEMATEL wll o1y

YvyYy

lbed 9, -0

9o IQW ‘5[&)1.\.:.;0 PLoo ‘617b ‘;-:M-"j L;‘)“) W uSu 5o
SRS oo 28l 5 lajlre b (s, bajlone 5 (S b (o
|y e B ojles a o5 |, Lo o35 (5,555 (slive ,» DEMATEL
Oz Sl (Sen 45T (G970 4 oS > 9 Sy webip e
S )3 e e Ll e S0 sl Jobae Sde oy )5 0 ) jlne
O (ol gy (nl S o St Ll 4l o 5
oA.Z.}SQs-\m 9 LQ)L.M ).M UL‘A J.'LD...A Ja.tlj) oJ.HS..\..le S|
S0 Sl g Slarwgs wg) So 0 &5 Wil s,
oS sl (g g 451 DEMATEL ] Sl g diteus



YAV JIVEY amio VF¥ lis) s 5l &Y 58 slao o oo ilss Lo

M
P izxk
= M ij

k=1

o Pl (bl g lael o) p jekaie dom > )'LéT S8
5y g03e Wb oS emled oo oolaul (b3 Jge 8 5l 2S5l
WY RV

D:A XS

T=-D)"

—minf —21 1
where § = mm(m“ Y@ maxyy |”U)

3500 )18 9 500 5 D G le )0 paie o

R = Zh,’
=1

Ci=Y "t M
i1

R; + Cj is called the “Prominence” and R; — C; is called the “Relation”.

B9 0 Slul oold dcgorme COS L Jokao g e Jlogai i al> 0

Ri+Cj:Ri—Cj) ™

azsl o Loosls Julxi —¢

scslsy;oje (B s Seil5 095 laandr LS5 5l
sla s 5 gk Gle gelm owyp g cou by Sl
licl 51,5 V) (KaS L DEMATEL g, iwlasl 5 5 (60,015
ol Ko Sl poaslon; e e 56 695
C)...u ©”Z u*-’fL" u,S.aLuoj IR 6)51 ao QREIRD) u..o);Lo
pleol ¢ 2Silee o le oLl g jliel () Cpz A0 (ol 50
JS Jgey8 bl o1y 558 Slylas pleol g plo g a8 Ve ol s
n

Ty o T 2
Aibige /00 3l yaS aS ol <[ FAT L plp Jols sae 0l Jae
ol s b aalsl o nloi o 0l ) 2 e il LG 5
y abols g ile T 51 (02ly G ile) | G ile o875 Jlo s
oAl g3 Jloy pple o I T G ile 5 03505 (ugSias
OO L OT) Jsoz payslisn Sy (osSae

&’ |« 100% )

YVvYy

6 4z 0 e calaly S e sile dnslne w05 o ol

D9 50

QB.M}LSA w.uu LQ)L.JLA/ ol.u‘ 9 Ls:yls L.Smeﬁ)f JJL‘ )O \ C\.L'>J.A
o5 ol 65l gz $lp Gl )5 51 29,5 > e ol 5o
Ot o 2l (Ll )15 15 g Slool bl .05 co Sl
Dy ge S g

lr gdoe Sbml b badlo Al (o (o255 sloanslie plxl L
Dgisr odliul pj wlide e las (o adaly S

[ 48 dlona QL a3 ol 12y Z paile nSilad b

335 e |y D obd Jlagi gl oBies oy pp MoV dlapo

'

35 gl el [ T I daly paF oy

|

038 e [y T il (sl g5 g Laslaw oot dlopo

|

125 by e Jhdad s

|

il Joleo g o daly g3 SF - alyo

|

B Jslea 5 e fges b
e Jod

]
]
)

|

ol Jglea g Cle abofy 3005 SF b e

Thakkar, j 2021 :DEMATEL J;\J)_.
DEMATEL 5 4 o5 ol 0 .5 JSCi

Bjip-1)

—&

i
&

up
n 8¢

1 n
nin luZi*l Jj=1

F YL 50V o8 50V oS Jles 53U Y 30 e ke
Yl 256

| x 100% M

Sos i slamo s lsee oims s | = I+ thely nXn xj;
M s ojlal 0gd oo canlin K aasis lawg a5 ol j
Usord LA Loste o Lo bl 42815 3529 Lao N 5 yaaseie

D9 o0 dle



Z gyl (e A Jgor

(Lot [ e o ke s i o P I i | elee i,
136 . YIA i Y/ ¥y YIy iz YIA Yo \I# YIA
Je Yy . VA iy VA O DA N \IY o YIA
ol /¥ N . Y «[f .l oY Y Y . +/4

g Joo \Y vy Y . \Y ¥ A i v o ¥
3] \ii4 YN Y YiY . \IF \If \IY YR \/f YN
of QA A Yy b \I$ . Y V¥ \IY N Y
C] Y V¥ Y YA A «lY . I Yiv . «[A
» oY " ) i ¥ o4 \Y . vy . o[d

Y] 4 Yy \If \i4 V¥ Y \li4 DA . oA +[A

b . Bl \ . W . . oY . . .
by \ii4 Y Yi¥ YIf A \IA \li4 A A \li4 .

Jloi il N Sy

Aty L ol il ety Je> dyt o cdi b et e Ay
g 2. 1eT /1A of}eTe ol wAAA AB8 An “Inay SATF -
ol SNEY s 4T J+¥TF a8 F s TiF o T9F TET o sB8 T 44N
calle arr Y e FBA ey RLH =11 =1 =11 ST

g Lo o s Ak o[+ FlA +FTA iad < +F11 F11 [+ AAY e S5 A
] o+l 1T <[+ LAY 1447 & TF +FF A" <+ F +FF) 14T
ol T lat /s AhA FF BYF | afesss w11 4R ofsb TFY Pt
] A1 o «FF) 4 +J-9aF a9 e JFiT LT T
i +A1 Y et Yo¥e YT T 8 o NBY JFF

ety d o FTR Yy o FFY N1 FA 39 | BTF J9F o+ 1T TFT

(i diaa 1T Sl TET TH | efesss | sfesss JFF
[t P il ERTY, WAL FRT W) BT W BTF T T ATF

N o 5ile M) Jgor

- 'E A e Jdiy Lo g of i i - M .y
['L] —+ 78 s T -/ —of ] Ts —] +hAA A o +4T) -1 -~ ATF LT
ol Nay Y+ <=7 —+] NTF AT —sTqF e TiF o THET -yl s TT —/A4TY

calle Hids N —+] 4FRA —[AFT 1Y =411 w4 ] —[sT9F

ity e ++08 9 —+ /s AAA [+ FOA e —/FTA =T ) 4 +Fi) —++3AY —+/aaTT —|Fa A

g o AR =+ 14Te SAaY -1t e —[aTF -FF <[+ —+/+3aF -+ +F 7Y =T
) T T o 4 AL -+ VFF —|&TF Vi -4 - FF YA —o|FFY —]=41
=] A1 -+ +FF +41 —+/af -+ 74} — | 25FF +[+Fqr 1T e Ciia
F L 43 —uoTFT e T —ljete ~IFYF —~]o1F Wi —e s VA —[AFF

R </ < FTR —+ /- AAA -F A —+ hiD —[-FF1 -4 ATF << THF IS —+[4TT —[TFT

o L —3/2sTT s TEY [ TEY | e M+

[t P Y —e A VA EE T — 14 WBTF PR —eleFR —ATF e

YV¥




YAY JIVSY amiao A F-Y lie) s 5l SV 551 cloo,lods qaaoyils Jlo

Sl S35 Sledbl (5,5l asliladgs

IN o yilo pugSino IY Jgu

LS ol el iy Le> dy! o cd ks e (MLt Ay

114 JYERR JTIEY JYFAF .7 JIFET 1157, L. JTEY I AT

SATaF Vehed NTYA SBFF nrer o FYR /¥ o shhs Nilasd PR 1

rar S s ThS o+ ST Trf KX rF oFTT e qF BT

1445 NS Ve 1/ -9FT Silal o I <14 JIWET TV ITEY

dp wri TAF VA AF 1T V+1-F +/4114 11sA &l Al 19FT ++¥V nvir
ol 4T 11T 1T F11 ATT 111 Ty 4 o 1Y Y ThA
] avi 1A FF s T S V-Fry AT JIME A V8
i T 1YY JoaY IVTA J1ASF JBAF ATy 1/Fo0 JIRAF osTH J+¥Fs
ol 14 o Fd ATy 1+ +/ 1BFF iBai ++F11 +AFF +f$¥a) Wi +fsFTs 3| ATF
s G N IF« R SATA S 1+ F e 1T o Ve TF JsF
sy HIFTY L3 17T [IYAF 1F AL =T 1-4r H1TTT + 10D A "] 1= YFY

T 5l N Jgox
1 e ol s i o w I it | ol e
146 o[+4+4 +[YE58 [PV +[YFaf AR JAFFY QAL VY. +IYFeY +[+8). VY
S Y88 o[+ JAYYA 11OFF AYEY B o[svay o[ohAs JAYYS o[+Yay <11F48
Cadlu «[o¥ay pRZ4l [+YAD +[+40. +[+¥4) o[+¥YF ofo¥) Rald offYY of+e8Y +[-0%4
b g Jo> QALY R Yy +[+8FY AN [0y BANNE4 AT JYFY [eYvyY YRV
[t ALY ART4 ATy ARMA) [+8F +[+494 AN ARV AN 41 /¥ VAN
ol +/+¥ay -0\ AN R4l o[ AYY o[V oYYy R4l +[+AY R 244 o[+ YAA
C] QRN WA o[ P PYY AN ofYFe R 4] +[+ARY JIMF [N V70
i [+AAY RARA o[+20Y VYA AP o[+b47 o[+AYY o[+FO0 J[\¥oF QRAL o[+Y¥e
g QAL vy AR «\osf AR S +[+F14 +[-aff [+Y0) RAR) ofofY. NS4
b G ofeeV$ [Nfe o[+F0) /YA +[+FY QR ¢ ofeebd oYY oo R ¢ of++8¥
by JAPYY QALY DAY [\YA? YFAA AR DAL S JvYY ATV +[+¥48 R4
o] oo ol Jsbon 5 e bl emen s ol Sl L e
DAl ESlen) Gl (0 atde L

gl Y Jgaz o 1y 1650 o)lee T il 51 SaS L
pelodiss

seslon) Koo b bl i o5 o3l waley)

S olbliyl m le Julod N Jgua

clay; D R D+R D-R
Igts YIF) -[ay- /35 (L)
Sl V1BA VYAY YIoFY —IvYs
ORYM <[F5¥ VIYAS \IVa. —+/ATY

Ji 3 Jo VYYD V/60) YIVA? —ITVs
& \#18 VYDH YIAVY id
- oI5YY o[58 VYay RYAL
% <1a5Y -/A%] VAY o[-a¥
58 V-4 .13 VaA. Rl

soda VoY VPP YIevY A

(oSN slasmn FA SIPEY <151 —I¥va

il VESY VAV /a4 oIYVs

YVO



3 Sl 5,48 s 2 Tl oyt 0 Tl
Cilo s ped 4y 40 G Sl ol 5l am casl (48) lbls )|
el el 4y )0 JB 5 o clay pow 4, 0wl
foded &) i 5 4 gy 9 5 Sl ey 455 0 o
oo 4y 0 ol el pide ) 50 cd el g piin
SR 0205k g e sleas; o laie g cd Clu g g

i 5

ol 0l j8 Gialed a0 ¥ USS loged 0 (gamds, op

»

)

s lis el Cewds das (8 5) e ggeme D
(Gl <y o 35 0

Al ey LaS sas (02855 bpsie ggeme R
(Gl ealo )

Ot 85 Gl 23l eaims (i sae (55,5 DHR
D)l Gl slocslen; Koo b, bl

slael g cde (slacdlo 5) sl las lgre 4 coiie slael:D-R
Jolae (locla ) lajline plsie 4 (o

alol> b Lalul

2.5000
2.0000 9
g
2
=
15000 3
=
1.0000 ‘1
3x
3%
05000 9
I 0.0000
S 2 N

Sl b coly)

SIS b 5 (Fle el gusad; Hleges ¥ JS&

158 ol s pide B pony sloas) 5o i 5 & 5 515 5wl
Gloas, 1o 5 laies 5 Ol 5 cls cSla ) g piie 4, o
LA U jloged jo j gaad, pl ad S 18 casil U vl

W W 30 imles

9 Sl J& g o 3l il Sl j ot pi g pd U

5 o cSbon s ped Ay 55 (ool S lun; ol 5las
9 r seSlan; s plez 5 pow sboad) ;0 oy 4 Cwdle

b b colu )y s iy Wil

1.8000 1.6000 1.4000 1.2000 1.0000

0.8000 0.6000 0.4000 0.2000

S G

o9 N

of
éx
JE g Jo>

o

146

o
=)
S
S
S

Sl Hh 1 Gl sled ey guisady A S

Yv#



YAV JIVEY asao AF-Y las) g 5ml #Y 5 7Y glao Lo (el Jlu

ol 0] 50 iales 4y (g, cpl A IS loged 40 g sl o
Gl asie Jd Sl Jloges o aF 4eSilen pizces
Jo slacslo g g cde Ol g e G5 ailo, 30 Jgb el

[SOUIW- J}l.t.c t:AA)LAA)j d‘w ‘WS)J-, ‘leLo sJﬁ 9

colis cal bl LB VE oo a5 K00 am
Soo b bloyl oyt 6l a5 cul Sl slaesley;
Ao Sl colup 5o el (ol 5o st lacsle s
S Ll Gl lacalony oo L) bLs,l cn i s mle
O g e lany slaw J8 g Jo g 32 Sl n ) eizpen

BLi 51 (59 gy

» 7

N

N

O
fﬁ

3.5000

3.0000

25000
2.0000
1.5000
1.0000
0.5000
0.0000

o Bv \i»,

sv‘y »

Lesloy) 0o b bL,l o ylian ¢392 1518 0 51 (Gl sl ) (guiady Hloged A S

S b Colu ) om ok g o Wl

15000 150
1.0000 ®
ol g
0.5000 ——y
ml n,JT - (] ()
[m] -
0.0000 S i (L)
0.0000 0.5000, 1.0000 1.5000 2.0000 &5 3. OQQO 3.5000
(] o .[' ©— JigJo>
-0.5000 ol .
e )
[}
-1.0000
D+R
. . .
Sl jloges Ve S

Ll )l pas cxe 45 03905 jshaie (00) * dg yeS ailiw] sae
3929 saids lis g ailiwl sae i a5 goue o g Cul
Gl 0 095 g dewl (Sl e lu ) b las o bLS)

erledor yshaie VO Jsoz i ylo 7,0

o by, oged asie Cgz deesls s aslol o
T e sle glaosls Sk dnlos b oyl Sl slocslu )
omles oo Sl 1) bLS 1 es ilo g 08,5 s 1y ailiw] sae

FHT G ile ;o g30e o bLs )l ile 0 a5 &j90 (oo

Yvy



byl o ylo VO Jga

e  w S o S g o i o i » it 4 ol iy
146 <[YP55 INEY +[YFRF oYVY JIPFY ISV VY JIYFeY <IYVAY
S Bl7YS YA 1BFF VY <1¥YS <1748
[5'™
i g oo DIRY 11504 IFY <111¥4 NP M. 1Y5Y <1AYEY
1] NAINEY pigl JVAAS Inma +[4444 IINA o11eAD <I1AFY BLAle
ol o[AYee
i <ANA 15Ty Yy IAVF
» o[\evy JAVYA JVASF Al EYd
e <1450 -11avY ofYede <1105¥ o11e¥Y
S G
iy FTY <11AD4 JI5IY IYAP YFAA Y <14y 1YYy +1180A
ol 0dd ool iles 5 el olbls) VA U 0 bl peib mbs Juv g bl slecsle,n) om bLs)|

w1y Swly pytin oSy 4 8 g Je g Gp colop)
g o CSlw )y olbls,l 50 Ve G j0 3yl 55 colu g

COEATWINESICIN PSIVS T D PURN DU PNCEX NS SRR O
Sl ol an |y (Sl o ien ooy iy

ool ol ooy il Of coln; alls) Yoo s o
Ol 1y (Sily o @ 45 el 255 s endls 2L
.Mb‘so

Sl Sl om Bl 1) S

YYA

IS 50 b bl ggarme 5 (Sl locslo 51 S0 2 ol
5 Sl )l cpl Jud=s 5 g iuled jokaie au .l ol &SI, VY
2 e sk a el e bl beslay ) G (Sls
el oad ) Yo VY sl

oads oald iolas 19l clus py Slbls VY S j0 a5 456Slen
(oo (JB s Jor adle gacsla g (Sily Col
s Loy g el i g il 4 e o el
WSS 0 i et 4 il (65568 (Sily Ol 5 58
ol sl Ko Sy el by Sl
inles G a3l Slbls I VF S o el sawl jo iules
gy a ol 4 K slcsle ) (Siwly Cul sl el
Slas colu i b colu g opl s sl 0ad ooy ioles
5 J8 5 Joo clan; Slbls)l 5510 JS8s sl (bl
ol el ssel o aled 4 o] 4 sl Koo (S
ke 4 3 55 sl 5 ol bl b s ELoy;
i atannly ] 4 latn g Ol calo p; 500

el oad ool imles o cdlay) olbls,l V8 USE o
oad ools Liales gy 4 ol a4 508 sleslu ) (Sl
Sl g e G5 ol lacslo ;b cdle ) onl led col
9 ooy Solen Sl 53 WY S ps sl (bl
Y JTCoU [V SR VY ORI VRN BV TYCICS VR SR VIS cowel
g axdls J& 5 Jo cboy; b BL3I oty ol
S0 parde s g 9l glas § i 58 ol calo 5 b bl

VIR u] £ M‘j 0 o)Lm‘ ‘_gl.a:wLu)J)



YAV JIYFY amio VFoY s 5 50l SV 5 £) cloolads oo jils Lo ol SbLs | s oMbl s slis aslilags

(s

N

‘S‘Lo Wl.w)a) £ .|9 3 g_aUpLu) kY2 's S ASL»)) WLu)J) c;"“"ﬁ 9 quLn)| AY J&J)

g iy il g ) Kl 3 bl NV S By edlop ) Kl g wlbls,l N Ui

yva



Slgadinn 9 (5 5 Az -V

ks Slalllas jlasy Sl glacslo nj Glulid (ogas 5o
Fu S b s mbe ol Sl jllacalo ) bayens oo L
5 oVl ol b iy glo g ys ool b o clas] 5,5
A Sl oo dils) colop) al asin plla L5 slacaila
o529 4295 990 & pmbe Sual Jlate jl (Sl Sl 5 SO Glyie
o @S Jlod g S8 Sl (295 Grizren 95 13
Sw Sl Grege Gloie 4 by CSlu oS was oe (LA
Sl e be py n 5530 952 30 5 1 sl la ;5
00k o y0 ) kb A5, Gl il 0 e 9 Wi
S boblsyl s 5l s s ead e ey
Sl 093 3)lse cnlo)lo )13 o)z a5, jo Sl slacslo
ey o JWladbos 5,0, plare plis atucs 0uiS 1 g
Ll (g5lome slad yo glailu, Sz 9wl

Olbls )l g Sledlbl (5,5l el el Slue 2 izren
2 Smbe Sl 5l Sha clany 0 518850 plsie 4 (51)
0j9> ;3 Bp SSlun; wd atlis Sl slacsley; s
Onizmen 00 B lacdlu ) op 538 136 5> T 5l a5,
Ol 5l am 5 wd (Byee Jis 5 Joor (Sl clonj (5 nd 36
L8518 pes A 40 (serdis iy <l

slocslon; oo laSily 9 bl &l gy ool 5o
L bla)l e codls 5 slaws ey g 0l sla>] Sl
il (6 mle cosal Jlaie )l Sk sbeslo ) JLeN)

sloojo wb)l Glnae Slgoe Shagh ! sz 9 @t
les g )b (M (g0l Slosanad 3Bl o |y joiS S5l

ISl slacslon; g ale; Slop) 035 o0 ety
ol @y (Zor peizmen 005 Bl (grule ol Sl
e wlls ilalel, 5 slml (b s Wigie Liesh
039> 4O sho Srdg ‘Smlf—l slax! jghaie 4 Jlaiia (6,108 ST 2l
St slcdlon) (Sl p (S Olidos s 9 5l
Olpl 59 slacsloy; 5l cbilis 60 al) Ogan )b 50 45
3Ll ogd &dly ade ol sal o)lal @ Colie a5
sl s » Gmle D> 5 Slusy Sl
9 s WSl ©0pSe yge Sl slacslen;
Ll ol cllS (Sl slacslo ;) gla Gl amca sl
oo ) slaca sele 5 Sloas calis , odle Sloas

e Slelid 4 e WilgE so pae (| WS o lay 5900 Sl

YA

of colwy) SSmily 9 bl )l Y. S




YAV JIVEY amio VF¥ lis) s 5l &Y 58 slao o oo ilss Lo

[17]

[18]
[19]

[20]

[21]

[22]

[23]

[24]

[25]
[26]
[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[39]

[36]

ISO/IEC 27002 for process control systems speCISfic to the energy
utility industry. 2013.

IETF RFC449 Internet
https://tools.ietf.org/html/rfc4949.

Security Glossary 2:

UK.: Centre for the Protection of National Infrastructure (CPNI)

NATO: Tallinn Manual on the International Law Applicable to
Cyber Warfare. 2013.

Canada: An Emergency Management Framework for Canada
(Second Edition).

Cuba : Glossary of Cyber terms/Glosario de términos, Centro de
Seguridad del ClSberespaClSo.

FRG, G., National strategy for critical infrastructure protection.
2009: p. 1-18.

Brussels, B., Commission of the European Communities. Retrieved
from http://eur-lex.

National Cybersecurity Strategy - Towards A Secure Cyberspace
2020-2023. 2020.

Danish Cyber and Information Security Strategy (2022-2024).
European Parliament and of the CounCISI 2022.

Karakoc, D.B., K. Barker, and A.D. Gonzalez, Analyzing the
tradeoff between vulnerability and recoverability investments for
interdependent infrastructure networks. Socio-Economic Planning
Sciences, 2023. 87: p. 101508.

Zimmerman, R. Decision-making and the wvulnerability of
interdependent critical infrastructure. in 2004 IEEE International
Conference on Systems, Man and Cybernetics (IEEE Cat. No.
04CH37583). 2004. IEEE.

Eusgeld, I., C. Nan, and S. Dietz, “System-of-systems” approach for
interdependent critical infrastructures. Reliability Engineering &
System Safety, 2011. 96(6): p. 679-686.

GAO, U., Critical infrastructure protection: Challenges and efforts
to secure control systems. US GAO, 2004.

Eusgeld, I. and C. Nan. Creating a simulation environment for
critical infrastructure interdependencies study. in 2009 IEEE
International Conference on Industrial Engineering and Engineering
Management. 2009. IEEE.

Wang, F., J.J. Magoua, and N. Li, Modeling cascading failure of
interdependent critical infrastructure systems using HLA-based co-
simulation. Automation in Construction, 2022. 133: p. 104008.

Lee Il, E.E., J.E. Mitchell, and W.A. Wallace, Restoration of
services in interdependent infrastructure systems: A network flows
approach. IEEE Transactions on Systems, Man, and Cybernetics,
Part C (Applications and Reviews), 2007. 37(6): p. 1303-1317.

Haggag, M., et al, Resilient cities critical infrastructure
interdependence: a meta-research. Sustainable and resilient
infrastructure, 2022. 7(4): p. 291-312.

Fisher, E., What practitioners consider to be the skills and
behaviours of an effective people project manager. International
journal of project management, 2011. 29(8): p. 994-1002.

Min Ouyang Review on modeling and simulation of interdependent
critical infrastructure systems, Reliability Engineering & System
Safety Volume 121,2014, Pages 43-60, ISSN 0951-8320,
https://doi.org/10.1016/j.ress.2013.06.040.

YAN

olpaiy 1A 00 8 Sk sbesluy; e byl 5588
St slocsbon; ol abs B 355 (agas (255 99,5 o
5 b Sl o SIS § 00505 Slulil 1) 09> sl Sl,ls aslsn
Sl Pl 50 aiSS cpl 00,5 Jol> ailes o @3l a5 Sleas
ol s3> Sl sbeslun; sl blls oledbl a5 ol

3R S A Sudgdste g dbl oo b ,glS oud susndils

(1]

(2]

(3]

(4]

(5]

(6]

(7]

8]

(9]

[10]

[11]

[12]

[13]
[14]
[15]
[16]

rled on mal® g 00

&=y

Ziring, N. NATIONAL CYBER RESILIENCE AND ROLES FOR
PUBLIC AND PRIVATE SECTOR STAKEHOLDERS. in
International Conference on Critical Infrastructure Protection. 2022.
Springer.

Cyber Security and Infrastructure Security Agency, Critical
Infrastructure Sectors, Arlington, Virginia
(www.dhs.gov/ClSsa/criti cal-infrastructure-sectors). 2020.

Rinaldi, S.M., J.P. Peerenboom, and T.K. Kelly, Identifying,
understanding, and analyzing critical infrastructure
interdependencies. IEEE control systems magazine, 2001. 21(6): p.
11-25.

Thissen, W. and P. Herder, Synthesis of Approaches and Insights:
Conclusions and Research Agenda. Critical Infrastructures State of
the Art in Research and Application, 2003: p. 283-300.

Clinton, W.J., Executive order 13010-critical infrastructure
protection. Federal register, 1996. 61(138): p. 37347-37350.

CounCll, E., Communication from the commission to the counCILs
and the European Parliament: Critical infrastructure protection in
the fight against terrorism. 2004: p. 1-11.

India : workshop presentation by the NATIONAL CRITICAL
INFORMATION INFRASTRUCTURE PROTECTION CENTRE
(NCISIPC), . 2015.

Israel, https://ironscales.com/blog-how-machine-learning-can-
stop-phishing-attacks-critical-infrastructure/(2023). 2023.

Japan, The Information Security Policy CounCISI, The Second
Action Plan on Information Security Measures for Critical
Infrastructures, Japan (2009). 2009.

Arabia, K.0.S., Developing National Information Security Strategy
for the Kingdom of Saudi Arabia NISS draft 7. 2022.

Gheorghe, A., et al., Critical infrastructures at risk. Securing the
European electric power system, 2006.

ITU Study Group Q.22/1 Report on Best Practices for a National
Approach to Cybersecurity: A Management Framework for
Organizing National Cybersecurity Efforts, ITU-D Secretariat,
Geneva. 2008.

Auwustralian :Critical Infrastructure Resilience Strategy. 2010.
QATAR National Cyber Security Strategy. May 2014.
NIST Glossary/ NIST SP 800-30 / CNSSI 4009-2015. 2015.

ISO/IEC TR 27019:2013 Information technology -- Security
techniques -- Information security management guidelines based on


file:///C:/Users/tavakoli/Desktop/www.dhs.gov/CISsa/criti
https://ironscales.com/blog-how-machine-learning-can-stop-phishing-attacks-critical-infrastructure/(2023
https://ironscales.com/blog-how-machine-learning-can-stop-phishing-attacks-critical-infrastructure/(2023
https://tools.ietf.org/html/rfc4949
http://eur-lex/

Iranian
f(' Journal of Information and .=. Society of
Communication Technology information. and
ITRC . Communication
ICT Researchlnstitute -

(Iran Telecommunication Research Center)

Volume 16, Issue 61-62, Autumn and Winter 2024, pp. 282-294

Technology

Providing A Lightweight Encryption Solution to Secure Data in
Internet Of Things

Wahab Aminiazar'", Rasoul Farahi2 and Fatemeh Dashti®
! Department of Computer Engineering and Information Technology, Faculty of Electrical and Computer Engineering,
Islamic Azad University, Mahabad Branch, Mahabad, Iran
2 Department of Computer Engineering and Information Technology, Faculty of Electrical and Computer Engineering,
Islamic Azad University, Mahabad Branch, Mahabad, Iran
3 PhD Student in Computer Science, Tabriz Electricity Distribution Company, Tabriz, Iran

Received: 04 May 2024, Revised: 16 August 2024, Accepted: 31 August 2024
Paper type: Research

Abstract

In order to use the Internet of Things as a secure infrastructure, there are various challenges and problems, of
which security is one of the most important. Establishing security in such networks has many complications due
to the limitation of various resources, including processing resources and low energy, and there is a need to
establish a kind of compromise between security and available resources. These conditions have caused security
to become an important challenge in these networks, and various methods have been presented to improve and
optimize this challenge. Accordingly, in this article, a lightweight encryption solution based on symmetric and
asymmetric encryption is presented to ensure data security on the Internet of Things. In the proposed method,
first, the main data is encrypted by the symmetric Bluefish algorithm, and then its key is secured with the help of
the elliptic curve encryption algorithm, so that as a result, data security can be ensured in a short time and with
high security in infrastructures based on the Internet of Things provided. In the end, the proposed solution has
been evaluated through the Eclipse simulator and by testing on the data volume of 20 to 1000 kilobytes. The
simulation results show that the proposed method performs more optimally compared to other encryption
algorithms in terms of evaluation criteria such as execution time and encryption and decryption throughput. These
results indicate that the proposed solution, while establishing security, has had the least negative impact on the
processing resources of 10T nodes.

Keywords: Internet of things, security, Lightweight Encryption Algorithms, Elliptic Curve Encryption
Algorithms.
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