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Abstract

The Routing Protocol for Low-Power and Lossy Networks (RPL) is a widely adopted standard in Internet of
Things (loT) environments, enabling efficient and stable communication. However, its susceptibility to
cyberattacks poses a significant threat. Traditional intrusion detection methods, while effective, are
computationally complex and resource-intensive, rendering them unsuitable for resource-constrained loT
devices. This paper presents a lightweight, two-layer intrusion detection system (IDS) for RPL-based loT
networks. The first layer employs a decision tree model to identify potential threats, offering rapid analysis with
minimal computational overhead. The second layer utilizes a hybrid Convolutional Neural Network (CNN) and
Bidirectional Long Short-Term Memory (BiLSTM) model to classify attack types. This combination facilitates
the automatic extraction of deep features from network traffic data and the learning of complex temporal
dependencies. Experimental results on the ROUT-4-2023 dataset, comprising four common RPL attacks
(Blackhole, Flooding, Version Number, and Rank Attacks), demonstrate the proposed method's superior
performance, achieving an overall accuracy of 97% with precision, recall, and F1-scores of approximately 96%.
The proposed system achieves an attack detection time of 0.062 seconds. These findings confirm the efficacy and
high speed of our approach, establishing it as a suitable solution for securing resource-constrained 10T networks.

Keywords: Intrusion Detection, Internet of Things (loT), loT Security, RPL Protocol, RPL attacks,
Lightweight Detection Model, Layered Security Architecture, Attack Classification, Decision Tree
(DT), CNN-BIiLSTM.
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Tree parameter (max — depth)
1:  Train initial Decision Tree DTy,0qe1 ON all features,

2:  Compute baseline accuracy baseline_acc

3:  Compute feature importance for each feature:

Compute feature importance (f) for each feature :

. Nieft Nright
Ay =1 — N et ———

N Ne lright

Zte(f)splits wy. Al

FI(f) = :
Zj ZtESplitS(j) we. Aig

4: 1 list (sorted descending) «— Extract unique
importance values

Output « baseline_acc, FI(f) for all features, t_list
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¥ Temporal Leakage
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1:  Input < minority instances (Mr); oversampling
percentage (N%);
Value for nearest neighbors (k); granularity parameter
()

2:  Output < synthetic data (Sp)

3:  S* « the minority class instances (Mr)

4:  y <« mechanism to perform feature ranking

5! ¢« granularity parameter (y,a)

6: P« maximum value of cas r’

7. fori e Mpdo

8: foreach j € Mrand j#i do

9: Calculate IMOWAD (x;, x;, w); distance measure

operator

10: end for

11: for k « 1 to N do

12: Xy« selects random samples from Mt

13: X'} perform interpolation to generate synthetic

data

14: T*« synthetic data added to S*

15: Sp« remove specific sample x; from P

16: end for

17:  end for
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Input — (Xtrain: Yerain)s Ktest, Yeest),baseline_ace, t_list,
FI(f), allowed &
1: best_tau «— None

2:
3:

best acc «— 0

for each tin t_list:
selected_features < {f | FI(f) >t}
Train DT_model2 on selected features

acc «— Accuracy on (Xtestselecte @ Yiest)
If (baseline_acc - acc) <& then:
best tau «— 1
best_acc « acc
break
If best_tau = None then:
best tau « 0
best_acc «— baseline_acc

4:

Output < best_tau, best_acc, selected_features
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X 95.20 95.50 95.35 97.00 RPL-based loT ROUT-4-2023 LSTM
N 95.90 96.00 95.80 97.00 RPL-based loT ROUT-4-2023 Proposed
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