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Abstract

As the use of Internet of Things (IoT) devices expands, cyber-attacks, especially DDoS, have become more
sophisticated, making their detection a fundamental challenge. Research shows that deep neural networks
perform well due to their compatibility with large volumes of data. This study investigates and compares the
performance of deep learning models for detecting cyber-attacks in distributed networks.Four deep learning
models, including the CNN, LSTM, and FFNN neural networks, as well as their combination (CNN-FFNN and
CNN-LSTM), were evaluated for analyzing network traffic data. The models were trained on the Bot-1oT dataset,
and their performance was measured based on accuracy. The results show that the combination of CNN and
LSTM, by leveraging both spatial features and temporal dependencies, achieves the highest accuracy in detecting
complex attacks like DD0S.This model can extract hidden features from raw data and simulate the temporal
relationships of attacks, which is crucial for identifying gradual and complex threats in 0T and Fog computing
environments. The combination of CNN and FFNN also demonstrated a notable performance in detecting faster
threats with less complexity. Ultimately, this research emphasizes the importance of combining deep learning
models to improve the accuracy of cyber-attack detection systems and proposes solutions based on distributed
architectures for the security of 10T and Fog networks.

Keywords: Convolutional Neural Network, Feed Forward Neural Network, Long Short-Term
Memory, Internet of Things, Deep Learning.
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