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Abstract

Information security has become a fundamental challenge for modern communication systems with the ever-
increasing proliferation of the Internet of Things, big data, and real-time information exchanges within
communication networks. The emergence of threats such as multi-stage intrusions, zero-day attacks, and
Advanced Persistent Threats (APTs) has cast doubt on the effectiveness of many traditional intrusion detection
systems. In recent years, the application of deep learning (DL) models has garnered significant attention as an
effective alternative to classic methods, particularly due to their ability to identify complex patterns. This research
aims to advance scientific knowledge and update previous studies by critically and analytically reviewing a
collection of methods based on AE, DNN, CNN, LSTM, GRU, and hybrid architectures for detecting complex
threats, with a specific focus on the multi-stage and stealthy nature of Advanced Persistent Threats (APTS) in
data exchange networks. While analyzing the empirical performance of these models in real-world environments
and systematically comparing the obtained results, implementation challenges and limitations have also been
explored. Furthermore, drawing upon credible and up-to-date sources (published between 2020 and 2025) and
redesigning tables and diagrams graphically, the present article strives to offer an analytical, practical, and
comprehensive framework for intelligent attack detection in cyberspace. This paper can serve as a scientific basis
for developing more resilient systems against emerging threats in future communication network architectures.

Keywords: Advanced Persistent Threats (APT), Deep Learning-based Intrusion Detection,
Cybersecurity in Communication Networks, CNN-LSTM Hybrid Models, 10T Security Challenges,
Zero-day Attacks
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(Sequence Classification)
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Add & Norm sleasU 4 Feed Forward Network Attention
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S i ilwdloy g o slawll Goyb 5l (295
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Network LSTM Fully Fully
feature 128 cells Dropout - con- {Connected
sequence tanh + sigmoid 0.2 nected 1
(TxF) 1 Sigmoid

Sl 35 Sgii il (gl LSTM St golppniiony (5 yloxe ¥ S0

GRU ‘5)'.0&0 —\"—\“

59 5 50,00 b LSTM posl s ase i lgicds GRU o
Sy s FSa—w $LSLw (LSTM ojls 0 aw slray) ojls ;o
56 hs 3 GRU &S ol 0o comge s ol )l
St 0o alible 8 pas g ijgel Cops L3l Lagy s
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Layer Type Units / Cells | Activation Output
Feature

1 Input ) ) sequence (T*F)

2 GRU 64 cells t.anh + Final feature
sigmoid vector
3 Dropout 0.3 - 64*1
Fully .
4 Connected 32 ReLU 32*1

5 Fully 52 Sigmoid &iﬁ?ﬁyfﬁl
Connected fgmol mal)
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b ooduzen Olle> olwli 3y ougan ol ol 0,5 o)L
15 oMl oo £ ol oglle 3l Ul Coanl &L Ly
o j5b 4y b o oy
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Input Embedding

[ Positional Encoding ]

v

[ Multi-Head Attention ]

(h =4 or 8 heads)

v

Add & Norm ’

v

Feed Forward Network
(2 linear layers + ReLU)

v

{ Add & Norm }

Global Average Pooling

Fully Connected Layer

Output (Attack / Normal)
(Softmax)

wowiai (6l (Transformer) yoygius 5 (golpsiion (5 koo & JSC&
M J° 59.&-3

&y (Transformer) yo;géms 3 (golsuion (5 loxo Glo 3o .V Jooo
s‘.\)éésﬁ ”- L

Layer Type Key Components Output Dimension
Positional Encoding -
Input Featoe Sequence (TxF) Tx78
Multi-Head |\ _ 4 peads. d_model - 128 Tx128
Attention
Add & Noim Residual connection - Layei Tx128
Noimalization
Feed Forward Linear (128- 512) + ReLU Tx128
Network + Linear (512- 128)
Add & Noim Residual connection - Layei Tx128
Noimalization
Global Pooling Aveiage poc_)llng ovel 128
sequence dimension
Fully Connected Dense (128 - 64) + Dropout 64
0.3)
Output Dense (64 - 2) + Softmax 2 (Attack/Normal)
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<8 alidl sl laue oS 5 0578 5l (s ol 5 A S8
2o oo &l Ol asis o

ol p Gaos 6 5u50b oo Glamslio S5, A Joua
& blos oS’ sbd,Lxo

axgi 0508 el Transformer asis IS (g lens &Y K3 0
Sl 00l 00l iS y30.a3 4y (Multi-Head Attention) (g juwoie

&!» CNN-LSTM-Attention oS 5 solpsdioy 5 loxo A Jgu
A 50 Dgh papsld

Complex Rare
Attack Incomplet . Adaptabilit
Model Detection e Data Inter?tretabll 62 ttteacctli<0 y to New
(APT/ Resilience Y Data
Encrypted) n
CNN Medium Medium Medium Weak Low
LSTM Good Weak Low Good Medium
Transformer Excellent Excellent Medium Excellent Excellent
CNN- ; . Partaially
LST™ Very Good Medium PartiallyYes Yes Very Good
GRU-CNN Very Good Good Medium Excellent Excellent
GRU-CNN . I
+Attention +Attention Sigmoid Excellent Excellent Good
Complex  Incomplete Rare  Adaptabilit
Attack Detection  Data  Interpretability _Attack et
(APT/Encrypted) Resilience L v Dete?:icion to New Data
CNN d
LSTM
GRU Part. Yes l
Transformer
CNN-LSTM
GRU-CNN + Attention

[ weak [ Medium [ Good [H] Very Good [l Excellent

Sl wlul p Gaos 750 sloduo (A Ayl A S
Seles
(el (5 S ames V-

sle iy )owdgogg&xdué)wwg@ﬂ
Casb bl g Llje (5 lone ;2 45 C8,5 a5 o eCraiin

> CNN b s glo Jos (Jlie Gl o)l 1) 095 ol

Layer Type Key Details Output
1 Input Network feature T*F
2 CNN (Conv +Pool) | Local filters 3*3
Feature vector
3 Flatten Feature vector sequence
4 LSTM 128 cells
5 Attention Layer Soft welg_htlng 64*1
mechanism
6 Dense - Dropout ReLU +0.3 64*1
7 Dense Binary output Binary output

CNN ‘ | | Attention Dense
Input LSTM
T'; 3 H (Conv + }" Layer Layer Output Layer

Pooling) | | Soft weighting Sigmold
3x3 l mechanism
Feature vector Binary
sequence output Layer

&l y CNN-LSTM-Attention oS 5 golescioy g loxe .Y S0
A 50 dghi arsid

=S ¥ b oo —F-Y

S50k lags lere (e gamar kel J o SO 0
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& sloxs iy (ACCUACY) cds 4 wolin (358 Soiw 0503
5l ) CIC-IDS2017 oslsacgoma 55, 5 |, o s 5oLy
slaylei amo oo Las (F-) Lidn j0 sudiaogi i3l y o
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ool 1, e sla Kt anly (65l Joe <ol GRU 5 LSTM
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DAL s [Vl la )15 L oS s:Lks CNN-LSTM 4 CNN
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Jgaz 0 a5 ss higel

eI

by s 5l 6 So 0 b g B g (o 5lawonly Wl
5l dols @) s lone Gzl oot adgssb [Y-] g [Val al e
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S laibiw! sosls 25,1 )) Jgo
APT-related CIC- 53) y» Guos 7500 Lo oo 25yl old @ls Ve Joux
Dataset Year | Total Samples Attack Types ] . _
scenarios (lxo Slpxil 21,210 (Lw) IDS2017
clc- 14 (DDoS, Brute | Simulated Recall - aining Ti
2017 | 2,830,743 Force,  Web, | multi-stage Model | Accuracy | F1 Score | Precision | (Tie) | FPR - [TEAS e
IDS2017 . . L - (TPR)
Infiltration) infiltration ST E%
9 (Fuzzers, NN 8%+ | 091+ 0.92+ | 0.07+
Backdoor, DoS. 0.32 002 0.90+0.01 0.02 0.01 450412
Exploits, - 95,2%+
. : Generic LSTM £OT | 0.92+ 0.93+0.01 0.91+ | 0.06+ n
UNSW- | 2015 | 2,540,044 | SEMeric, attack 028 | oo1 |*9#00L gop | 001 [ 530415
NB15 Reconnaissance, ttern
Shellcode, patterns CNN- | 97,8%z% | 0.96+ 0.95+0.01 0.97+ | 0.04+ 640+18
Worms, LSTM 0.19 0.01 D 0.01 0.01 -
Analysis) GRU-CNN| 98,6%+ | 0.96+ 0.98+ | 0.04%
10 (Brute Force, (atention| 024 | 001 |09400L) 501 | gop | 710£22
CSE- DoS DDoS, | Realistic
CIC- 2018 | 16,232,921 ! ' . 0,
38 Botnet, user profiles 98,1%+ | 0.97+ 0.98+ | 0.03+
IDS2018 Infiltration) p Transformer| =" ") o1 |0-96£0.01 TR | T | 820425

VY.
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