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Abstract

Traffic classification and analysis is one of the big challenges in the field of data mining and machine learning,
which plays an important role in providing security, quality assurance and network management. Today, a large
amount of transmission traffic in the network is encrypted by secure communication protocols such as HTTPS.
Encrypted traffic reduces the possibility of monitoring and detecting suspicious and malicious traffic in
communication infrastructures (instead of increased security and privacy of the user) and its classification is a
difficult task without decoding network communications, because the payload information is lost, and only the
header information (which is encrypted too in new versions of network communication protocols such as
TLS1.03) is accessible. Therefore, the old approaches of traffic analysis, such as various methods based on port
and payload, have lost their efficiency, and new approaches based on artificial intelligence and machine learning
are used in cryptographic traffic analysis. In this article, after reviewing the traffic analysis methods, an
operational architectural framework for intelligent traffic analysis and classification has been designed. Then, an
intelligent model for Traffic Classification and Application Identification is presented and evaluated using
machine learning methods on Kaggle141. The obtained results show that the random forest model, in addition to
high interpretability compared to deep learning methods, has been able to provide high accuracy in traffic
classification (95% and 97%) compared to other machine learning methods. Finally, tips and suggestions about
using machine learning methods in the operational field of traffic classification have been provided.

Keywords: Encrypted traffic classification, Operational architectural framework, Statistical features,
Application Identification, Machine learning.
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Rank Random Forest Rank Random Forest Rank Random Forest Rank Random Forest
1 src2dst_first_seen_ms 44 dst2src_rst_packets 87 application_category_name_Cloud 130 | application_name_DNS.GoogleDocs
2 bidirectional_last_seen_ms 45 src2dst_stddev_ps 88 application_name_Dropbox 131 | application_name_NTP.Apple
3 src2dst_last_seen_ms 46 src2dst_syn_packets 89 application_name_QUIC.Facebook 132 | application_name_Apple
4 bidirectional_first_seen_ms 47 dst2src_ack_packets 90 application_name_QUIC.Google 133 | application_category_name_ConnCheck
5 applicationcategory name SocialNetwork 48 application_name_TLS WhatsApp 91 application_name_NTP.Google 134 | application_name_ICMP.Apple
6 dst2src_last_seen_ms 49 src2dst_mean_piat_ms 92 application_name_WhatsAppFiles 135 | application_name_RX.Facebook
7 dst2src_first_seen_ms 50 dst2src_stddev_piat_ms 93 application_name_Instagram 136 | application_name_RTP.Facebook
8 dst_ip 51 src2dst_packets 94 application_name_DNS.GoogleServices 137 | application_name_DNS.Microsoft
9 bidirectional_min_ps 52 bidirectional_stddev_piat_ms 95 application_name_DNS.Apple 138 | application_name_TLS.GoogleDocs
10 application_name_TLS 53 dst2src_packets 96 application_name_NetBIOS 139 | application_name_DNS.QQ
11 src2dst_min_ps 54 dst2src_duration_ms 97 application_name_RTP 140 | application_name_Z39.50.Apple
12 src2dst_max_ps 55 application_category_name_Network 98 application_name_TLS.Amazon 141 | application_name_QUIC.GoogleDrive
13 dst_port 56 bidirectional_rst_packets 99 application_name_ICMP 142 | application_name_HTTP.GoogleServices
14 src2dst_mean_ps 57 src2dst_stddev_piat_ms 100 | application_name_MDNS 143 | application_name_DNS.GoogleDrive
15 dst2src_min_ps 58 bidirectional_psh_packets 101 | applicationcategorynameSoftwareUpdate | 144 | application_name_TLS.QQ
16 bidirectional_mean_ps 59 src2dst_psh_packets 102 | application_category_name_Media 145 | application_name_DNS.AppleiTunes
17 src2dst_bytes 60 application_category_name_Download 103 | applicationname DNSWhatsAppFiles 146 | application_name_TLS.AppleSiri
18 bidirectional_max_ps 61 dst2src_mean_piat_ms 104 | ip_version 147 | application_name_DNS.Amazon
19 application_name_TLS.Google 62 application_category_name_VolP 105 | application_name_SSDP 148 | application_name_TLS.Microsoft365
20 bidirectional_stddev_ps 63 protocol 106 | applicationname QUICWhatsAppFiles 149 | application_category_name_VirtAssistant
21 bidirectional_bytes 64 dst2src_psh_packets 107 | application_name_TLS.Apple 150 | application_name_DNS.Activision
22 bidirectional_duration_ms 65 application_name_QUIC.Instagram 108 | applicationcategorynameCollaborative 151 | application_name_DNS.Ookla
23 bidirectional_max_piat_ms 66 application_is_guessed 109 | application_name_Facebook 152 | application_name_HTTP_Proxy.Facebook
24 application_category_name_Web 67 src2dst_min_piat_ms 110 | application_name_DHCPV6 153 | src2dst_urg_packets
25 bidirectional_mean_piat_ms 68 application.name_TLS GoogleServices 111 | application_name_STUN 154 | application_name_TLS.GoogleDrive
26 dst2src_mean_ps 69 application_name_DNS.Messenger 112 | application_category_name_Streaming 155 | bidirectional_urg_packets
27 dst2src_max_ps 70 bidirectional_fin_packets 113 | application_name_LLMNR 156 | vlan_id
28 application_name_TLS.Instagram 71 application_name_DNS.Facebook 114 | application_name_QUIC 157 | tunnel_id
29 dst2src_bytes 72 src2dst_rst_packets 115 | application_name_TLS.Activision 158 | src2dst_cwr_packets
30 bidirectional_ack_packets 73 dst2src_min_piat_ms 116 | application_name_STUN.Apple 159 | src2dst_ece_packets
31 application_category_name_Chat 74 src2dst_fin_packets 117 | application_name_TLS.Cloudflare 160 | dst2src_cwr_packets
32 application_name_DNS.Instagram 75 application_name_TLS.Messenger 118 | applicationname QUICGoogleServices 161 | bidirectional_ece_packets
33 src2dst_ack_packets 76 applicationname TLSWhatsAppFiles 119 | application_name_QUIC.WhatsApp 162 | application_name_SNMP
34 application_name_Unknown 7 application_name_DNS 120 | application_name_STUN.Facebook 163 | application_category_name_RPC
35 application_name_TLS.Facebook 78 application_name_DNS.WhatsApp 121 | application_name_DHCP 164 | dst2src_ece_packets
36 application category name Unspecified 79 application_name_STUN.Messenger 122 | application_category_name_Game 165 | dst2src_urg_packets
37 bidirectional_syn_packets 80 dst2src_syn_packets 123 | application_name_ApplePush.Apple 166 | application_name_DNS.Microsoft365
38 src2dst_max_piat_ms 81 applicationname STUNWhatsAppCall 124 | application_name_IGMP 167 | application_name_HTTP
39 bidirectional_min_piat_ms 82 dst2src_fin_packets 125 | application.name QUICGoogleDocs 168 | bidirectional_cwr_packets
40 src2dst_duration_ms 83 application category name System 126 | application_name_ICMPV6
41 dst2src_max_piat_ms 84 application_name_WhatsApp 127 | application_name_HTTP.Google
42 dst2src_stddev_ps 85 application_name_Google 128 | application_name_TLS.AppleiCloud
43 bidirectional_packets 86 application_name_DNS.Google 129 | application_name_TLS.AppleiTunes
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