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Abstract

Intrusion detection systems seek to realize several objectives, such as increasing the true detection rate, reducing
the detection time, reducing the computational load, and preserving the resulting logs in such a way that they
cannot be manipulated or deleted by unauthorized people. Therefore, this study seeks to solve the challenges by
benefiting from the advantages of blockchain technology, its durability, and relying on IDS architecture based
on multi-node cooperation. The proposed model is an intrusion detection engine based on the decision tree
algorithm implemented in the nodes of the architecture. The architecture consists of several connected nodes on
the blockchain platform. The resulting model and logs are stored on the blockchain platform and cannot be
manipulated. In addition to the benefits of using blockchain, reduced occupied memory, the speed, and time of
transactions are also improved by blockchain. In this research, several evaluation models have been designed for
single-node and multi-node architectures on the blockchain platform. Finally, proof of architecture, possible
threats to architecture, and defensive ways are explained. The most important advantages of the proposed scheme
are the elimination of the single point of failure, maintaining trust between nodes, and ensuring the integrity of
the model, and discovered logs.

Keywords: Intrusion Detection, Blockchain, Internet Of Things, Machine Learning, Intrusion
Detection Based On Machine Learning.
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# Batch
BatchTimeout:

Timeout:
2s

The amount of time to walt before creating a batch

# Batch Size: Controls the number of messages batched into a block
BatchSize:

[alos oz 32 95 (ol 33 (g 5lwe yusd g sl (o ¥ oo

# Max Message Count: The maximum number of

MaxMessageCount: 10

messages to permit in a batch

# Absolute Max The absolute maximum number
# the serialized messages 1n a batch.
AbsoluteMaxBytes: 99 MB

ytes: of bytes allowed for

# Preferred Max Bytes: The preferred maximum number of bytes allowed for
# the serialized messages in a batch. A message larger than the preferred
# max bytes will result in a batch larger

PreferredMaxBytes: 512 KB

than preferred max bytes.
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b oo Jolds comzy 2 90 (piudlo Sl 50 (b5l s Y Jou

N[ Jloy Sl
Time To Num- « A -
Data B Num-of- . .
a_':_a sse ’50 deos Detectand | Model | Article HN of- Accuracy.r-:—r'nePrﬁf::'ragon-rfrailrr::g Model |Article
yp Store Nodes
Proposed NB K.
Usual Local File 1 51.36 Second | Single-DT | 1Node - 1 75.3 - 0.08 S 5.53S Yogesh
RP 22 [132] 19
17.12 Proposed K.
Usual Local File 3 ’ 3-DT 3Nodes 1 88.6 - 0.06 S 60.64S | SVM | Yogesh
Second
RP 22 19
1 Detector Proposed K.
Distributed HypS):x?i (Ijr;] o 650 LroT | INodes- - 1 89.3 -- 0.10S | 1648S | RF Yolggesh
Ledger HLF : Second HLF
Fabric RP-HLF 22 K,
- 1 93.3 - 0.11S 195S DT | Yogesh
3 Detector Proposed 19
Distributed Saved in 216 HLE-DT 3Nodes- 0.
Ledger HLF |Hyper-Ledger-|  Second HLF 60 1 99.41% - 89.1S |1901.2 S |BiLSTM| Alkadi
Fabric RP-HLF 22 [130] 20
Saved in 0.
B o 60 [Ethereum) 99.419% *%°| 8915 - g | Alkadi
LSY gilwo s d aadls U pw -2-F 20-TPS ETH 20
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1- Gain Admin Access
Use Encryption & Hardware Security Module

2- Replace New IDS Model
Authentication/TLS Mechanism
Change or Destroy IDS Model
Obfuscation Mechanism

Model Hash checking Periodically

090 8IS s e 4 o> pliy

m m 3- Delete Logs(Ledger)
7_7/_,*3 \LI Or
n — Delete Logic(Chaincode)
— E Backup Exist

4 & 5- Replace, Delete or Change any part of Hyper Ledger(QOrderrer, Peer, APP)
All Participant Have Certificate and Knows Each other by Certificates, There are backup for every
Entity and also Cause Error After any Change, HLF Periodically Health Check and Notice Admin
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