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Abstract

Security is a main goal in the design of the Industrial Internet of Things network. Due to the ever-increasing
developments in the Internet of Things, it is necessary to use new methods in detecting active network attacks.
In this article, an intrusion detection system for industrial Internet of Things is proposed. This system uses a
combination of gray wolf meta-heuristic (GWO) and decision tree (DT), nearest neighbor (KNN) and artificial
neural network (ANN) classification algorithms. First, the data is pre-processed and then normalized, in the next
step, data feature extraction is performed using the gray wolf algorithm to extract its independent and effective
features. Then it is trained and finally evaluated using classification algorithms. The obtained results show that
the use of the combined GWO-ANN algorithm with 93.22% accuracy has a better performance in detecting
attacks. Also, the ANN algorithm is more accurate than the DT and KNN algorithms in combination with the
GWO algorithm.
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