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Improvement of intrusion detection system on Industrial Internet of Things based
on deep learning using metaheuristic algorithms

Mohammadreza Zeraatkar Moghaddam®, Majid Ghayoori™
“M.Sc., Imam Hossein University, Tehran, Iran
“ Assistant Professor, Imam Hossein University, Tehran, Iran

Abstract

Due to the increasing use of industrial Internet of Things (I10T) systems, one of the most widely used
security mechanisms is intrusion detection system (IDS) in the 110T. In these systems, deep learning
techniques are increasingly used to detect attacks, anomalies or intrusions. In deep learning, the most
important challenge for training neural networks is determining the hyperparameters in these networks.
To overcome this challenge, we have presented a hybrid approach to automate hyperparameter tuning
in deep learning architecture by eliminating the human factor. In this article, an IDS in 10T based on
convolutional neural networks (CNN) and recurrent neural network based on short-term memory
(LSTM) using metaheuristic algorithms of particle swarm optimization (PSO) and Whale (WOA) is
used. This system uses a hybrid method based on neural networks and metaheuristic algorithms to
improve neural network performance and increase detection rate and reduce neural network training
time. In our method, considering the PSO-WOA algorithm, the hyperparameters of the neural network
are determined automatically without the intervention of human agent. In this paper, UNSW-NB15
dataset is used for training and testing. In this research, the PSO-WOA algorithm has use optimized the
hyperparameters of the neural network by limiting the search space, and the CNN-LSTM neural
network has been trained with this the determined hyperparameters. The results of the implementation
indicate that in addition to automating the determination of hyperparameters of the neural network, the
detection rate of are method improve 98.5, which is a good improvement compared to other methods.

Keywords: intrusion detection system, Industrial Internet of Things, metaheuristic algorithms, neural
networks
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Features Type Descriptions
Mean flow (mean) Float The average duration of the active flows
Source Port (Sport) Integer Source port number
Destination Port (Dport) Integer Destination port number
Source Packets (Spkts) Integer Source/ Destination packet count
Destination Packets (Dpkts) Integer Destination/Source packet count
Total Packets (Tpkts) Integer Total transaction packet count
Source Bytes (Sbytes) Integer Source/ Destination bytes count
Destination Bytes (Dbytes) Integer Destination/Source bytes count
Total Bytes (TBytes) Float Total transaction bytes count
Source Load (Sload) Float Source bits per second
Destination Load (Dload) Float Destination bits per seconf
Total Load (Tload) Float Total bits per seconf
Source Rate (Srate) Float Source packets per second
Destination Rate (Drate) Float Destination packets per second
Total Rate (Trate) Float Total packets per second
Source Loss (Sloss) Float Source packets retransmitted/dropped
Destination Loss (Dloss) Float Destination packets retransmitted/dropped
Total Loss (Tloss) Float Total packets retransmitted/dropped
Total Percent Loss (Ploss) Float Percent packets retransmitted/dropped
Source Jitter (Scrlitter) Float Source jitter in millisecond
Destination lJitter (Drclitter) Float Detination jitter in millisecond
Source Interpacket (SIntPkt) Float Source interpacket arrival time in millisecond
Destination Interpacket Float Destination interpacket arrival time in
(DIntPkt) millisecond
@ a>55 L UNSW-NB15 cols acgams 5l bl sla S5
[1] oL 5 55le¥lsd g
Name Type Description
dur Float Record total duration
shytes Integer Source to destination transaction bytes
dbytes Integer Destination to source transaction bytes
TBYTES integer Total transaction bytes
sloss Integer Source packets retransmitted or dropped
dloss Integer Destination packets retransmitted or dropped
TLOSS Interger Total packets retransmitted or dropped
PLOSS Float Percent packets retransmitted/dropped
Sload Float Source bits per second
Dload Float Destination bits per second
TLOAD Float Total bits per second
Spkts integer Source to destination packet count
Dpkts integer Destination to source packet count
TPKTS interger Total to source packet count
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Sjit Float Source jitter (mSec)
Djit Float Destination jitter (mSec)
Sintpkt Float Source interpacket arrival time (mSec)
Dintpkt Float Destination interpacket arrival time (mSec)
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