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Abstract

In recent years, with the advancement of automotive electronics and the development of modern vehicles
with the help of embedded systems and portable equipment, in-vehicle networks such as the controller
area network (CAN) have faced new security risks. Since the CAN bus lacks security systems such as
authentication and encryption to deal with cyber-attacks, the need for an intrusion detection system to
detect attacks on the CAN bus seem to be very necessary. In this paper, a deep adversarial neural network
(DACNN) is proposed to detect various types of security intrusions in CAN buses. For this purpose, the
DACNN method, which is an extension of the CNN method using adversarial learning, detects intrusion
in three stages; In the first stage, CNN acts as a feature descriptor and the main features are extracted,
and in the second stage, the discriminating classifier classifies these features and finally, the intrusion is
detected using the adversarial learning. In order to show the efficiency of the proposed method, a real
open source dataset was used in which the CAN network traffic on a real vehicle during message injection
attacks is recorded on a real vehicle. The obtained results show that the proposed method performs better
than other machine learning methods in terms of false negative rate and error rate, which is less than
0.1% for DoS and drive gear forgery attack and RPM forgery attack while this rate is less than 0.5% for
fuzzy attack.

Keywords: In-vehicle network, Controller area network (CAN), Intrusion detection, Convolutional
neural network (CNN), Adversarial Training
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