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" Accessing user (Ua)

'Y Accessing User Policies (AUP)
'™ Target User (TU)

'* Target Resource (TR)

'* Controlling User (CU)
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" User-to-User Relationship-based Access Control (UURAC)
* User-to-User

° Online Social Networks (OSNs)

* Authorization

¥ Policy

* Expression-based

* Action
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' User-to-Resource (UYR)

'Y Target User Policies (TUP )

' Target Resource Policies (TRP)
'* System-Specified (SS)

' User-Specified (US)

" System-Specified Policies (SSP)
™" Social Graph

" Edge

"¢ Specifier
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™ Attribute-Based Access Control (ABAC)
™ Count Attribute
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ol datiine p s (ylsd saiasLis globalattpol

e ) ) sl
V. (Policy Collecting Phase)
Y. if target = u; then

Y. AUP « uy’s policy for act, TUP « u’s
policy for act ', SP « system’s policy for act

¢ else

° Uc «— owner(ry), AUP «— ua’s policy for act,

TRP « u’s policy for act ' onry, SP «
system’s policy for act, r.type

1. (Policy Evaluation Phase)

V. for all policy in AUP, TUP/TRP and SP do

A, Extract graph rules (start, path rule) from
policy

4. for all graph rule extracted do

Ve, Determine the starting node, specified by
start, where the path evaluation starts

VY, Determine the evaluating node which is the

other user involved in access
VY. Extract path rules path rule from graph rule
\¥.  Extract each path spec path, hopcount and/or
attribute rule attpolicy from path rules
V€, Simultaneously path-check each path spec
and evaluate the corresponding attribute rule

using Algorithm ¥-Y
Vo, Evaluate a combined result based on
conjunctive or disjunctive connectives between
path specs
V1. Compose the final result from the result of each

policy

DFSPathChecker(G, path, hopcount, s, t, ¥ ., S

(globalattpol
V. DFA < REtoDFA(path); currentPath < NIL; d
JEIN

Y. stateHistory «— DFA starts at the initial state
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transition o is not at accepting state
Yv, break
YA, case ¢ v /e currentPath and v =t and
transition o is invalid for DFA
Y4, break
Y. case © v /€ currentPath and v # t and
transition o is invalid for DFA
. break
Yy, case 1 v /e currentPath and v #t and
transition o is valid for DFA
Yy, d < d +); currentPath « currentPath.(u,
Vv, 0)
Ye, currentState «— DFA takes transition ¢
Yo, stateHistory <«
stateHistory.(currentState)
. if (DFST(v)) then
Yv. return TRUE
YA, else
YA, d «— d — Y; currentPath «
currentPath\(u, v, o)
£, attrList < attrList\(ATTR(v),ATTR(u,
Vv, 0)
£). previousState < last element in stateHistory
¢Y, DFA backs off the last taken transition o to
previousState
Y, stateHistory « stateHistory\(previousState)
€&, return FALSE

o eSe B 5o (L8 psu 0 [ PY i las e

<profile (ua, ((ff, v):
occupation(u) = “student”, count > 5))>

access, a[+y,—V],

555 on gl | Us i £, 0.5 It 7 ol el ol
aasiva p e ol g (PR 1) alaly 5 e (ilgs
I,”6 < 3[+),—\], occupation(u) = “student”, count*
IRCLPPPIRE

(7 adad sgamme 5095 slapile) DFA G ¥ i oS sns
b ) eslinul b IS ol S e sl T F e wlle 511,
s currentPath e,z 545 0 el (REtODFA)
23 laie DFA aJgl 2> ¢ NIL & 55 4 StateHistory
109 o8 oo (iST A &y dadtio (sl OclgB LAigd oo

rn

“3J[+1,-1], “occupation(u) = ‘student’ ” and “count

9 GAAJ).:.AAJQ owwl?)a U’“‘") st JS ¢ ”[\—,\+]Z a”. ”3

45 Deterministic Finite Automata (DFA)
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Y. Extract the quantifier symbol and interval/set
information from globalattpol

¢, Get the required rules for attributes of edges and
nodes f(ATTR(E),ATTR(N))

°. Fetch the requirements of count attribute “count
> {7, If it is omitted, “count > 1,

1. Assign temporary space for attributes according
to the size of the interval/set and the hopcount

limit

V. Initialize counter count « -

A if hopcount # + then

4. return DFST(s)

(DFST(U)) .Y a5
V.if d + ) > hopcount then
Y return FALSE
Y. else
¢, forall (v, ) where (u, v, 6) in G do
©.  switch
1 case ) v € currentPath
v break
A, case Y v/e currentPath and v =t and DFA with
transition o is at accepting state
4. ifvand (u, v, o) is within the range specified
by quantifier then
AR attrList < attrList.(ATTR(v),ATTR(u, v,
0))
V. iff(ATTR(v),ATTR(U, v, 6)) = TRUE then
'Y, count «— count + )
'Y, if count > i then
K3 d « d + ); currentPath «—
currentPath.(u, v, o)
Yo, currentState < DFA takes transition
()
ALY stateHistory <«
stateHistory.(currentState)
Vv, return TRUE
YA, else
‘4, attrList « attrList\(ATTR(V),ATTR(u,
v, 6))
Ye. else
AR d < d+); currentPath « currentPath.(u,
Vv, 0)
YY. currentState < DFA takes transition ¢
AR stateHistory «
stateHistory.(currentState)
Y¢, return TRUE
Yo, break
Y1, case Y v /€ currentPath and v =t and
transition o is valid for DFA but DFA with

44 Grammar
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